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Survey on Database Management System Fuzzing Techniques
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'(School of Software, Tsinghua University, Beijing 100084, China)
*(College of Physics and Electronic Engineering, Hubei University of Arts and Science, Xiangyang 441053, China)

Abstract: Database management systems (DBMSs) are the infrastructure for efficient storage, management, and analysis of data, playing a
pivotal role in modern data-intensive applications. Vulnerabilities in DBMSs pose a great threat to the security of data and the operation of
applications. Fuzzing is one of the most popular dynamic vulnerability detection techniques and has been applied to analyze DBMSs,
uncovering many vulnerabilities. This study analyzes the requirements and the difficulties involved in testing a DBMS and proposes a
foundational framework for DBMS fuzzing. It also analyzes the challenges encountered by DBMS fuzzers and identifies the dimensions
that necessitate support. It introduces typical DBMS fuzzers from the perspective of discovering different types of vulnerabilities and
summarizes key techniques in DBMS fuzzing, including SQL statement synthesis, code coverage tracking, and test oracle construction.
Several popular DBMS fuzzers are evaluated in terms of coverage, syntax and semantic correctness of the generated test cases, and the
ability to find vulnerabilities. Finally, it presents the problems faced by current DBMS fuzzing research and practices and prospects for
future research directions in DBMS fuzzing.
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Wl V7 & 8 22 4 (database management system, DBMS) & —FiH FA74% . &, /Wit i Kk B stk 12
B R G R P AIEORE EM L, B RV P EROEE e s TER AN BR B B e
RGEPEAG . A5 B PER A, A B TR SR 22 Ak, e JRR IR G — I B i 3.
I, BOREE I RBEER. WY PBN . SR, Dbl S 8A SR8 8 TR 2 i f, 7230
AR KR 2 42 R 1 o PR v T A S A OO

SR, B8 2 A 3 R 4 v A A R IR R ZE A W B 2 (OB T2 ) B E BRI . B RO R R R )
T2, BT TR B 2 A )t AN B S B R BT S e e 4 ) RS AT LA B AF B A, T R SR
b2 B IE R B4, R X R TR, o 0 T LA BT Bk R 2 e RO R I AT A s A R Y, B i
TR 2 B2 PRI ), BB AR RS B, 6B 1 RO A 2 B R UYL B SQLite! 7
2019 4R H B TT DA RO R A AT IR, 520 T Skype, Firefox, Chrome, Safari &8— £ 517 5 7. 2016
45 J, Salesforce 1 5 4t [ £udis PE o5 HE 2 G5 (1 B R T W, 22 DR 400 A AE 2079 2000 758 ™. 2019 4R (1
“Collection #1" ¥ 1t T F 14, B8 1 7.73 (A -FMBAEHLEE RN 2.12 F 5365 1 (T4 PR B R 400 )2
T FR R IR i SR PR K2, o 54 P A 3 R G AT 78 23 RSN, Rt RO TE (0 B R T R B LR P A R
A 77 2z 4 2 D0 AL R, 50908 2R PR R R U L 448 oy — A s R A 55 7 1. AR 2 22 i e K0 B B3R
PRI AR 22— PO e i by it oK 1 B LS 1 AR 7 OB N, AN T R A 75 72 A S 6 AT S A 1Rk 2
PEAFIUFE 7 o IR, BN S E R 2 R T & R 7 Az, Lk 2 . NI, B R RN IZ.
HHeA L. TER LU N, BT R DRI T A2 BRI, S 1 AHCRE 7 I 22 2. ke, BOM
B 51N B A B R A IR R P, DR BT 22 4. M AR G R B SR T, U RS B R B A
WS EEA, AR REL . MRE R RR AL TR, BT B 224 B 2R S AR I3 A 3 A5 00 T
N W) PR 7 850G 5 1) R U (0 008 e I L, AR T VR 22 (I FE BRI T VR 2 TR, A R T s
JERE L R G Ak Y,

X B P 3 AR G ORI R e A g ) — AN EL g I, AT AR SR AR TV 2 I TSGR, SR B AT
SR AIEIX — BRI EE R 23 . BRI, AR SCE e T HER EEE ARG MR SR AL R, S8 T IR EE RS
HEAT BRI HESE, 7387 7 DBMS AU T LTI P Bk 5k AN 5 B SRR I 4 8. 2 g A SO 3ot o it i .
IR PERE ) R B DBMS BORTIR TR AT T A, BE A SO SQL RIAE R AR 58 S, Wik
RE W R D THT, 2 AT 1 A A SRR 122 4 T 2R G U (R P 5 . [R1 R A S AN P 78 25 28, A sl il I 491 1)
VAR SCIE AP R R (4 5 L RE 70 24 11 B LN AAT ORI T BT 7 PRAl. 5 A S0IT il 7 30 RS 1 R G
B AR AT e R 7 ).
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1.1 HRHEN

BRI A — B T IR TS 38 RO FE A 2 B Bk RO Rk am i 7= 26 K B i BE LA A\ SRHAAT 5 AR
J¥, — BRI AT N BOIRES, DU BRFE T S A7 i . AR I3 A e B R IR I U P AR NP R AR
B NFDT 17T LA R, BIJET2E R (generation-based)™ 1) 77 ANHE FAE 5 (mutation-based)™>* 1) 77 .
FET A B R — e R AE B, BRI B AR FE T I B VR N AT @A, SRS AR S AR T 5 A K R A 2
FREEN. BT AR S 1 77 SOW H SR B S, — T EEIET R, B A AT AR ok R A A
FURT IR R R AR N TIRAL R MRCE, %07 X — SR AR &1 7720, R 2R 7 HAT I 1)
7 FiA5 B P AR R R R B DA T i — AR R ok iR AR . AESE R, BRI I T ORI A A 2 A ]
IR € AT R 2 PRI (R
12 BEESERS

o BURE. BUR P (database) fHTTE SEHEHCHR 09— FALAUR X, FIR SO I 0T LA AR TR . 7
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FH B H05 B 2 (schema) PR T $08 (K AL SURITAR SE ) ¢ 2. A5 P 40 P vh 0 R 2R B e 3t B 1T
B BB T LB E AT 3 2 BB A R e SUEL R

o B EE I R G, HEEEH RS (DBMS) /& AR & FRHURE B ) 5S4, e A P3R4 T8 0 DT —
RYVERAE, CLREECHRE B (a5, R R 00606, BOE N7 R E RS, T ER s PSR AL R F e 4, DA R AR B
HHnr — 8. B EEERREEE S AR © & X, QI AMA R E; @ AL, @ b,
@ e BRI — BRI 2 A © BB E.

o SiNLEIE . 4L HIE S (structured query language, SQL) 2 ¥ & B A& 48 Fl T8 B AN S\ B0
AR 1 = P07 SQL ik SR PUTHRIE M SEA SR, 405 1 X Hiedis e BT A4, SQL ik 2@ ml LSy
N4 FhZG: ¢ B & BT (data definition language, DDL), F T X 303 FE r =0k AT 18 o4, B FE 0L . 1Boiai
BRI E R (. 7. K. R51%); « FIEEIES (data query language, DQL), F T X F s 347 & 1,
A PR I\E S (data manipulation language, DML), F T % $0# B FRAFAE RO BUE AT I . SE BRI B3 p Bud 3%
f#ili% 5 (data control language, DCL), AT 4%l FH 7 Uy il S04 (B PR. Bk ikt LLAE, 30 6045 3 55 43 35 5 AR A 20
SQL iEF. HH, E4R SQL &l (query) — 4812 DQL, 152 SQL Kk B AT LA FE R AR N AL 1. TEBRA M
PH, B PR R G R AR S 9 BR . — AN DU 45138 B — R 1 SQL 3R IE Tk k.
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). JCHARTE DBMS 5 2 0 1R . B nT DA N2 U 1) SEPREE 1 & 51 Rlitk, DBMS &2 F F o4
PR E SQL FRIBE N HIE SUEH M.
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PE AR AT LR AR 7 D9 1 D e, K e BRI R 55 AR BN K. v, 0 T B P Rl A5 A 2
MIIER I, BAEEIEE CIIRE. SMATIRE. EORTThAE. EMIhAE. GoitHby DhRESE, Kbk 52 BNk A ok il fR %K
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YA SO AT K. v P R I 3 SRR A v e B IR R 2 AR R RE. IR R U 1)
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T RGAL T EHET DRI, 180T LA Bh R GAE 08 AT & FHh B R U,

=R IR, BRI DBMS 122, 1248 1 7E 10 2 2RI, <20 B A2 i e b AR
FH 22 AR, DAETE 368 N A FE 2 B8 X SRR . 2 4 PRI 32 A IS e R IIAR . Bod Gk,
i 42 A A . 22 A YR TIPSR A DBMS S T3 A7 7E AT 22 A BT 35 7 45 2 4 1) L. 5090 (R 4 I kP SR B e
DBMS [N B0k E e AT 2 A A7k i 1) 42 1 03 B R AR e 22 1 U7 R BURR B A0 S0 e AN B L. 22
AR PRI DBMS IEH 1B 4T B SCHE 45, POZAE R A R B AR i J8 W R g AT

SV AP, H 00 R560E DBMS 7E &R 4% 4F T BT A PERNZR 4 AR 7. AT MR R 6 2 AR S A
PRI B A O AR AR 5 R A BRI, 2848 K S MU BEAEL DBMS (V0B R g 5 175 0, B0 IE 25 48
AR BE 77w vT PR DR A SR EIE DBMS (1T 42 A 3 A AL, 1 O R 0 1 v ] PR M. 800 5 0 A B2k
FARI DBMS (1) 44 A% S ThE, B (R B8 (1 56 Bt A vl e &2 4. 85 A B 0 5 SR 36 E Wit DBMS 78 E
S AT VO IR 1) TE Ak AN SRR BRI,

BT UL KI5 H A, B PR R AR AR TR, B0 R DBMS Z IR B A IR B R
EHENNR . A RN 755K, B0 7% I LR IT AT Ao 3 1 75 SR 1] 2 A 2 AU T2 BN T o5 AR 2 PRt AL

o M s B FE (152 Z PR AN 2 R 1 g FLHAT IR SR T — R UM A5 R SR, O AT IR 2 T I A
TN 7 THI ) )RR

() AMEZ T EE AR BREEERGRERNHRM RS, B2 AN HAE YA R, B R iE. Tk
oy FEALEL, FERIEHIGEZ AT WA T T AT AR R S N AR R RSN 2 MR R R,
75 W AR 25 5y 2086 Fh 2B 1) 52 2R A8 T3¢ B P 1) 8, il LA J9E AT 4 TG A ot e P 4K

(2) AR AR AR 2 . B0 R B R G A7 K U, I B R R 54 & A A ). IR R R
FURILEFE EE ARG DFENL . JCACERTE N SRR B DR . A X B IR BR AR, FRE SR G L T X
FHHATIOAE, & — R PR T 45

(3) AR S 24 B B RS HEE 4B WIS = AR, Bl FEW. BERBRAE LR
S MR G R ER R TIR H , AT S5 AN R R A B W R B4R, DABSAIE FL IE R . MR R T SR, X R
RN B AR 2 AR 1 5 AR AR ) AR R B,

(4) ThREHF B 2 B3 FE e 75 EARIE & A D BRI, T (AT — DO BRI AT 2 20 2 0 500 o 7 A 2
F i R X R VL T R TR A ) TR 1, R R U7 I R 55 b R R M R — B, R R R R K,
e M) ISR R Y 2, 5 1 2 4 5 B R R 4% o L 1) 45

(5) T & FRA T A4 E 8 BEAFAEAN [F] BT & FIRRCAR, W1 Oracle. MySQL. PostgreSQL %5, AN E 48 1 & Al
WA B A QR TEEAAT e, RN A T 2 T MRS R 22~ & AR (04 22 5, A b gE AT 0 R
HEM A SRR
1.4 HIBESIERGAEMNIX

BRI A By & — Pl e A PEIIRT7 v, I SRAG WU P i 3 e R P A7 22 4 ) . B4R 5, DBMS (IR 75 =k
/2 DBMS SR AR BT oK. Xt DBMS BEATBORIINR, 38 2255 R 2 A kA0 DBMS 1% 41 )
R, 0 SR N A 2 A ) R TR, DBMS I8 7 AR R A AR K Th e IE At AR BE S T TR RS 7. BT
DBMS FIFZN &N SQL ik, i DBMS HfMlli T B 75 ZAW & Al SQL ik U AN, K HEA
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DBMS J& A7 2ok LA il P (b et 0o o e 5 SR, SR ) A 5 170 gl A AN W7 ORI JS AR SR ) SQL 3Rk
X, [T L TR I 1 A S P i e ) DA AT A .

AP 2 Ffrai, BT R e B AR G RO B 7RO M) — AR AR B S B A S A S AR A
ISR H)E &, 75 DBMS _EHEAT RTINS A A BR B9 pG i R 5 B BT 0 DA p a0 180 A N B0
(B PR AR 4, e TR IR ) 5 5 AN T 4% A5 0 DBMS (8947 9, 1% 75 R s Sl stk I, %+ DBMS 1724
R AT HE, & IR
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454 DBMS [RIIFE SRAT AR IR AE 42, X DBMS HEAT RO MR Bk 4 o R LA 5 .

(1) FEAR 5 & T T, e S8 7 S 335 Y R S I Aff o B S A 5 =F & TR e M RO P . B IE A M SR AN
1) SQL KXl & SQL 15 FArdE. IXLEARAERLEE T SQL RBAM A SSHF. MBENIEME. LK,
B SCIER I — B R4 1) SQL FIA 2 AP (1 B Hm #5153 G i 2 2 22 o X =R BR80Tl (Al & ol 1
#ix A “SELECT x1 FROM t1 WHERE x1.a=5", B R4 FE P AZE SR o1, [FBS 61 h 55 a. — BAEE —ERA
B R, %R I Fh £ bl B R B R G I B SCHE R AN T AT . A% GEAR DU T i B AL 7 7= 2E 1)
SQL FIA AR A R i LR, AR BCR A B Bhah, S T RS [F ) DBMS MR 75 3K, A i 2 N a4
F & HEVRRRE. B AR T A8 R ek 75 A B 55 A R TE TR 1Y) SQL R R, WAk B ) A AR R
7= e AT A SQL Rk

B A AR I A T VRIE R AR T AR B B TR R 71k N T R BhER, P28 A a8 7 Z A H
HdE 22 1R G B VR OR AR R AR B SQL B ). kT AR R 7 v 7 BT S SRR S A B R AL B,
735 728 e ) 5V AN T B R BB, IR IR SRR A — 040 5 LR T aa N . [RIINT, 66T 748 S 1) 5 V5 75 LR L
—EHIRBHE B (— BT 55 PN A BB 2R R &=, A B T R A R A R GRS = ). R
B, 9 T R T SCOERA M 0 LR, AR TR [ B 5 A i bR SO R OR R

(2) EDR I FE A, 75 BRI A LLARE A DBMS 17 i6 % Bk, SR E S M R 40E % BA 14
FIZBERIThRE. DBMS FIRESZ 2 A E WIS . FHEH. JERBH. RENHS. SN REH RS S A E
IEIUFIC & 240, BN A B4R 5 B K. 35 BT A vT Be 4 & Mg 422 JE % R, 3Lk, DBMS & it as
B 5 T ) T ) B A g v AR BT R AN IR B A ) R AR U T B S EOAS [ B AT R AR A R
2 & T B AR TR EUR, R T AT R E AR AL & 5 I R X, 5, DBMS i i At B KRB ) 5040 A v 9
(R, D7 25 B8 55 B % P B WU L I i S I O, DABR IR 22 G e SEBm B FH R (R 1tk R R AR e 1. SR A7 25
A TR AR R B PG (1 AR AR AT AT R, DA T RO BkAR, H ATy £ — s id DBMS RS 55
R 7 A A A R R

(3) 7E DU v U 1) 7 T, e S %o 0 2 A B R G AE A AR I R kAR 500 i B R A R SR A
FET X NAE 224, THES I B PE B 5 TR DU P 280 3 S 75 SR OB I T L s SOOI AE M5 ok T Bk k. AL ge s
FARR AR, A A7 22 4 1) R 0 5040 P A B R e 7 AR R I 3. ) A it T B 2 S B8R G0 o Bt A 48
25 Mok 1% 48 TR P T 1 2 B0 45 B R G R 08 IR A7 A 250, o L R 08 70 A B 259 A 3R [ IE A 1 465 TR i
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Fl 45 B3a R . DR kA e 2 B 2R G4 A R (0 2R DA 2L e 2 ) A S B i RE AT A AL, B4, Bt S
FEE RS H BN PATEE, AGERE, ArdERFA P, THREBLL AN ] B AE M 25 25 AN Oy T AT AU, X e i
Fe RIS AT SR T4 2 1M RS ) AR 22 A B i TR T B — il i AddressSanitizer SKASIN P 722 42 [l 1, ik
DR LA ) R 7, D T Rk, B AT SR a2 A A IR AR W 3 A ) R, o R T
DU G U 7 1] .

FERA AR T B A 52 B N L, BRATTE 75 BT I 2 B

(1) 72 IR A 5 T, e ) 5 A R G B A S IR . BN R R SR N AR A, 8
TAEA AR ) DD 25 HHE . SR LSRR i R G A A R AR AR AR IR T A, DAORAIE b 5% (1 SIE B RT R A IE
WIEE. — HRGF 1k, AN EER Ok A g ez U i), AR fiEE, B2 4l A STk B, 1R
ZHIREE RGN RS, BATHR RIS RFIZAT R DhRE. X A5 I 2R 50 i ok K B IR R AL
GUEBTHIINGR T B JCVEIZAT. AT R HhiR, H AT 7 ZF G EEE RS ZE A TS 5L, 4R E1T
RrFR PP 250775, A TR 7E 400 PR B R G i AR ER 385K = 23 3R 5. el o0 75 ZE A0k WA 45 &
A REHER ) R

(2) 1E 58 BT L, 75 BRI 8 e AR B HE 5. BT ER RS L R RN IR R HRAS, Ie TR X BB
ME AW ORAT, TR Al R 45 R LUk e, DR AR SR AT R, AN (Rl @ A 7, B0 R B L R AN A 2
ISLAFAER). Z RTIAT I SQL FRIEF Al i &M 2 JF 1 SQL RIE R MPATZH. Blun/E QR 2 J5, il AF 3
BWICFA &, EAEPIT B R NFRERZ B A A T RIS ST R, XTEZ b3 5 T ORI
T RAE SIS B W R R HE, PR R B AT 51 AR HI0E e e I & W R Re IR AN Sl e) . B AR 7 S e A
T B AR RS U BT AT (R 3R LRI 7 1 S

(3) TEASDRITIN R T [F) 25098 R B R G (W I R h, 5 Rk JRe 1k b PR . A ) P 0 P A BT R G 7E 3
FEIE A B SQL 5 & My g 3l b, A IR & B SRR REERT . #1140 MySQL FH PostgreSQL 2 # it =i 2
f, B B35 TSON SUA-RISE R Y. PostgreSQL i HA HAE FIHEAE, 51 un 2% i 4k Ak & AT 38 2 o o e e
X AR T B AT RS T Bk BORIINAR T R AT A AT YR A& FL R R AL, A it S A ik
NI B s . E R 5 S — ROl I B Bk 2 B B A B R R 1 SGE B N LR BN I SO AL B SR AT AN R
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2 DBMS #BR#IMR FFiE KA AB T B

IEAERIMIL T VP2 DBMS BRI T8, EATERAT M8 2 BRI TR 108, 47 2Tt T EATIN 24tk
R 2B T E I AEARIT R B 7 S DBMS BOBI IR TR AR EATE &N ESCRFIIRE ). IX 48 T B A%R
F bR 28 B EAT 4325, AT LAy 55t o i I 1) DBMS IR T H . #1552 48 I8 1) DBMS MR T = . £t
AEIRIF A9 DBMS P T H. Dy 7 4l 3R % R IR, % T 25 75 SRS SR L A0 s U x5 e ) 2 A e
ASAN UGN 5 G255 45 07 . Ao H At 2R f iR iR, VF 22 T B4R 7B AR I iR E D, BE4n SQLancer
PQSPAN TLPP*I%. & it #5112 DBMS SO M — A EBAE S5, £ BN J7 QAR5 T 0 ) 2 p, e T 1
(A2 5, AT F G A LRSS, V2 T RAE & A W S KEE — 2R 5 2, 32045 H bx DBMS (8 & R A&
WREVEESE. T AR DBMS BA AR FSCEFRRAE, H AT HS 208100 B0 R 2 s RS H 2 — 2
& TAE.

# 2 MR DBMS BRI A AT AN R 4 BE ) SRR RE

TR P& TR TRy Rl
THOEHT ik mL BE oo B o o ENERE

g R WL B et W WM ST T ERE
RAGS 1998 MUNER N x B EEESH EE EHULL e  Mioosoft FAIREL

SQLServer  YAI&HL

PostgreSQL, .. FEUN
B RmEEE MR RAES  FAME SOl UREX

SQLsmith 2015 MUUAER

X

MonetDB HRIER
PostgreSQL,
_ . PQS, SQLite, . .
SQLancer 2020 HMARK v A I %ﬁ”ﬂ‘ B TLP, FaHr MariaDB, %EEEE%EI
T NoREC MySQL, =
ClickHouse
PostgreSQL,
. p AL AL L e SQlite,  H AR
Squirrel 2020 EEMAESR N N SXESE e B ASAN Fahatr MariaDB, 1 AHER
MySQL

A, T PostgreSQL, T34

‘ NS P A
Apollo 2020 MUNIAM x I g A EVEMIEES 4i§%i|é?jﬁ’] SQlite A
> = GaussDB ~
S A B AL AL BH. L TR > HBRE
Ratel 2021 iBEMAR N L Wi JH L ASAN B Po(s:togrlrrledsb(gL, Y RE

PostgreSQL, T2 3L
CockroachDB  Z&i&AL

IoTDB,

. KairosDB
25 f2 2 5
ARG5S+ QuestDB,  HIBIRIE L

Amoeba 2022 MUNAH N N E *ﬁgﬁ\m?ﬁ" PERE  BIASIIR FEhabb

A B

Unicorn 2022 MR N HXEH W J 3 ﬁ}g?ﬁ FahaHr TDEngine, 3 HHiER
TimescaleDB,
GridDB
N Index, WG & PostgreSQL, .. _.
. okt o . AL Bl e - e ; H 2R S
SQLRight 2022 WEMAER N HXES e wig TLP, fiSIANMER  SQlite, A E

NoREC  #&xidx MySQL
DuckDB,

L AL B L - MariaDB,  #2AtH

2 L AN = >

B i il ASAN Fah o SQLite, -

PostgreSQL

T HpIE
He Az

2
2

Griffin 2022 XA




8 BB oo e b g e

2 W) DBMS BRI TR E AT A YR K SCRFRE ST (25)
I - IR LAY YL

TH &4 . Wik B EiE . W e s e SBISCRREY o
W gl oh WA SO WM ST b S R
PostgreSQL,
78 & AT 5 ETWANN 3| NN ot g MariaDB, H3hR#E 3L
LEGO 2023 iy pimsce NN AR e B ASAN FhoHr MySQL, W CHHER
Comdb2
PostgreSQL,
SQlite,
. [PV VN v N . A4 F MariaDB, FaIRYE L
DynSQL 2023 #MiEAER N N S EE e M# ASAN piyien MySOL. s
MonetDB,
ClickHouse

2.1 3 ERRIRIRAAERIK TR

AR iR T R TR TR A B R G0 R B AT B8 5 BURR P 5 B W AT N I e A TR BRI AT LA
Fill DBMS 0L, 2 i b2 R RIS AT, 5 5 18 K B4 k. AERA I AR A 5 BT DUAR 47 S 4 9 it
TR (R 2. TR, 5 DBMS (100 B0 0 T 0 0 00k 1y — A R 0 R % B0 G VL, (L7 BN 5 R H B
DBMS FISCVEITE. SRS, o B G vE v s SO, M A B AE Ak Fms M dsix 3 0. Bk, &% i it
TR T BB e MR HE 4501 DBMS 1 ST A B 1) A B A8 S . 25 2 A W 28 K & 19 SQL 1
AN, 1K SQL 5 A1) 4 A A A I3k P 491 2 2 45 000 1 A B R R R BT, TEHAT I AR, 500 ik T B 2t
DBMS PR IEAT M, an BRI T 2AS I 2] 7 DBMS B35 5t, w2 filok £ e 2 2 &R 40 i 35t 19 SQL Il
NG TR, H T R i S B0

EH TS 0 AR 95 e T A AR I 3K ) L Atk Th g, BT DI — 28 TR 32 BEHOR M A4 R 7 2R RO AU B8 Ak R RF
W DBMS [l A 451 1. SQLsmith F Squirrel 21X 8 T B I SRR, A ATd i A [R5 et 17 AR T A
7E SQL AE i L8R, $2 T 7 T ELAG I 5 P2 A d5 R T

(1) SQLsmith: BT EER I HEIT SQL ik 204 . SQLsmith ' L& — M B EHHEEEH AGNR TR, O
B RAT TS [ 2015 4E52H LR, SQLsmith CLAFEA R & R 45 F3sdi - i AN iR . SQLsmith
PRI EC A B BR G I SCVEREAT T RS W B, 7 T 3 OB AR SR AR s 9. FEMNR IS AR, EE S B WY
IHSCHR 2 v O (R, B, e B OB R AR B AR SQL BRI S5 M. B35, B 20 2 R Hd o v 1 A B
PRI H] SQL BA LM . BT X SQL B AR i BRI 78 &0 A 4, SQLsmith AT AR SQL 5 A1) A= LG
VR IE R A — S BAE SCIERAYE. 110, 5+ PostgreSQL, SQLsmith 8/ T 42 ANt & 45 # %t H: SELECT & &) #E4T
TR, RN R R R T LA B R IR

(2) Squirrel: FI I 78 3% % 51 5 SQL Fis R A 7. Squirrel ™2 — 25 T-48 F: (R BUMI IR T B, & 76 1
P P I R 4 AR 2 55 40 SCHCR 51 5 SQL AR S A i, AT $8 s Wl 55 6. Squirrel WA, ARIE 7 55 43 SR
TR L A A R G A ) SRR W R — S SQL I A 451 T LAl & B 22 )T 43 7B i, Squirrel
AR S —ANE B SR ], BT DL g e AT A8 57 sk i 2 Wi AR 7 25 ARG 43 3. BRI, 7R A5 o AR
o, Squirrel 2> EEREA SQL M A 9] ARAR AL 7 55 20 SCHK, ol i ix 2645 ok 51 5 SQL A 5 (1248 =, AT 42
15 SQL B A) AR BB . O T AR SQL 1 A)/EAR R i B o BB VE AN TR SRR PE, Squirrel it T —FpH RN
(intermediate representation, IR). &~ SQL & AJ AL SF AT & #5#pk IR, AR5, Squirrel 2AR¥E SQL LRI H#iA,
X IR A5 R A B R s B AT AR 5, DA AR S B VR IE BRI, BEAh, SN T SRIEE XCERATE, Squirrel IS7E IR
AR 7RO, F TR S SQL A4 AR I IX Le i, Squirrel /£ MySQL. PostgreSQL. SQLite-
MariaDB %5 % AN e AT Ky T, H 2RI T 63 AN iR,



RN F BT R RN K BAAR ik 9

22 3N ERAAEMIK TR

AR AR R SRR IE B PR R, 2 Hi DBMS WA IE i S I T S ThRg. i, AT HeLe A i i,
DBMS £ [l 65 10 45 S 30k 288 [ AR 157 1) 80— o 2 3 U I AR 0 B S22 1 5, TR MR AR S R B (LA 3R 1) 45
T2t 4538 A i A K P ), S0 2 I FH R IR BT, 2 3 BB E (0 FG 5. D 7 ARSI 1T — 28 il R, SR
LR A o T N S 5T U TR 45 5L, 2 S ) b S PR AT A SRR TR 45 S R B B R T S BX — H A,
FH ECEE ST 3 it U R BB R TR, %38 T A T % DBMS HE SUHEAT TEANER N (0 2 B A s, DRI L TR 4T
SHFIERAERRN. B A OU T, 7E AR S R IR U AT, 1228 TR 7 1 5 R SR AR R P A O HA N — &
S, B, TR s S R xR 7 v T 5

X2 L TR R (1 32 B AR M R o) 3 ) A U X — i AR T X DBMS 47 AB A B
BER IR, BEAT VRN A A0 SO, 22 43 DN At A W /2 1 s TR 45 SR 1K R AT FF B, AT SRR 7 X 15
SCRERARHME JBE . 22 43 WA AT LASE Sk 57 — NG P S50 2 5 3 2R 0 v 35 T 8 SR, i gt 2 0 0 T DA 4 2 )
18 B AT e e, B T U0 AIE A 45 SR 75 IE AR A, JH A AR AR % Aty )t 5 BB AT AIE . 49 4, ARk I T L
R i%3K1E X “SELECT * FROM t0 ORDER by time 45 34 72 & B R G AT IS, a1 B A) BT IE 8, 0 B L R 4
NiZIR B3R 0 3% time HEF FIFTAIE 3. WRIR Bl A 1M time HE7, a2 — N2 EIE. BT X
ThEERFE B 2 BB SRR 10 T — M2 5 22 Al ot DU, 3 310 25 0k 5 — o o i O 6 — P X 11 )
S5 LR IR, H R 4 R 52 3 T R PR

SQLancer: i 3 Flili 12 v 1 5 & I 46 17 8. SQLancer A& — Fit 28 it (1) B4/ P25 1 28 G238 SRR R A T L,
BT 3 A IRAEN: PQSPN, NoRECPHI TLPW), 6 Ml %4 7 5 #E & Gt i) AN [F38 48 R T PQS (pivoted
query synthesis) fJAZ 00 BARR A A — M FlE X (P A54T, pivot row) 1T A, MHATE M, R85 R AR
BAEIXANMT, I B bx DBMS S 75— A2 55 il A1 AN 0 v D 48 1 2 Bk oA 2 M S U it 4 PQS
%, SQLancer 7E MySQL. PostgreSQL. SQLite Z540 4 A it 47 T REMNK, H LRI T 60 ZMHKIZ Tk
1. NoREC (non-optimizing reference engine construction) Ml NP — AN g5 4% DBMS AL E W N—AA
REA AT RO RAL ) A 30, SR IG5 LU AN A R 5 SR AR R 15 — B, AN — BU 45 SR vk — MR 1 22 8 ) . e oL
FH NoREC 77¥2%, SQLancer £\ 4 7E PostgreSQL. MariaDB. SQLite fl CockroachDB L& HL T 51 AMZ#JRiF. TLP
(ternary logic partitioning) R E NP — A& #) 40 F N2 A E ), XL EHAERE T E AWM —Ma 2R, el
110 - 48 U] I 12 R 5 4 2 ) PR — B, AN — B B R 45 B bs 3 B S A7 6. SQLancer £ TLP J7ikfE
MySQL. TiDB. SQLite Fl CockroachDB Z&4 4% LRI T 175 M, HE 77 AR BHE 1) 4.

2.3 §HxtERERIRRAVIERNIIR TR

ARG PERE M) U F H b DBMS AN RELE 4 52 (11 IR 1550 6] P 3 [ 25 160 465 SR A L2 A 15 1) T2 2 il R,
P B R0 )8 DU LA 2 (RS b, TR A 35 10 4 K 2R Gt B S (0 S, 3 A il AT T AT 14 WA v, T
B 3P o S () DU AR e 45— AN B SRR (B S Atk 1 2 SR B BE AL, M RE X T DBMS T & RN E .
TR 2= 52 R (R e 1, B2 PR S RIS AT B F R 55 1 T T . {B. 55— U7 THI, DBMS A S 7E &1t
W o — RPN E R, RSB WPATELE . R FFE@mtade. Thekse &tk B, A
PR DL R HoAt B bR 2 1A US4 IX S [R 220573 DBMS R 28 55 7= 25 M R 0] 300 41 %ot 2 A 1) 830 (00 A 038, T 2L ) 2
NEE BCRENS fil R M RE IS SQL ik =X, A A 75 T4 B 10 4 7 il .

X — 8 T L 5 S NS ) 3 B AR a2 T B EE (B 1) R, B4 AT SQL VB A IR BAT IR ) 8 1% 7 MR I )
JUFE P SR AT SQL 15 A BT e [ 7 S04k B, U DA g A 00 1) 214 iy < 0 50 P 3 2 40 1 A ) .
T X R BRIE, — AN AT IR SRR F R — A e R, SR EAINR 220 MR, e i
S5 9, BN H T B B AT A ] SR T A B AR TRIE L. Apollo Al Amoeba & &1 % £ 4 122 65 H R 4 1k B 0] 2 gt
R RORA AR T, T AT 2 ek R ] R R A B A A 2 9 A I 7 IR AT SQL 38 A BAT ) £ TR A ) 390 £ 11 1
NTTREAT B 2 5 B R G M A 1) L R .

(1) Apollo: it £ FR A= 2 73 FL B KA I 11k BE il 5. Apollo™ & — i A T80l Koo 26 25 B 2R 48 A [ A 22 [ 4k



10 BB AR R B B )

e[ VIR BTN T R, T 2020 442 H. B i 3 M4 A SQL AR . BOMIIR 51 0 SQL faifh 2%
SQL A A AW A ik & SQL 15H), Z fE BERTNA 5| 25 26X £ SQL 1 A A1k B AN [ AR H) HHs 122 5 28 R
G IR 55 v A9 r. G SR UL, FIREOE B R SN R AR AR 2 (R PATAE R 1Y) SQL B iZ B A AL M e, IR R IX
—HEN, Apollo FIASTHINIR 5] #2255t Lb FIRE (Y SQL 15 AIFEA R RRAS (1 450408 2 4 B R G AT 2 I ) 22 . SRt
A AR AT T )28 28 7 T TH AR B 4RAT I [B], Apollo 2RI T — M RR IR . 2 J5, Apollo [ SQL fiifb.#% x5t
il &3 A1 B 1) R P4 BT SQIL VB ) I3 4810308 478 81 0 2 A BIAT, DAR B M 3 A % 1) A 1 77 4 X 451
Apollo 7E Tk 4732 48 I BTSN 048 %2 SQLite A1 PostgreSQL #E4T 7 KB, S KB T 12 A :Ag[E I b .

(2) Amoeba: I ZANE SUAY SQL 7 i) A FRAG I A8 il 7. Amoebal™ e — AT Xt Bodfs e i i 1) 5 Py A4 0
RTHA, T 2022 FE32H. 5 Apollo I U P& B R G 19 AN [F] KA (R B AT B AR Dy & BR LA BB AN [R], Amoeba
I AR RS SCEN Y SQL EEUTSRAG M SQL 1A EPAT IS 8. B A it T [l — H0d B B R 4, 15 SN SQL
AW 1% EE AR LRI ST I 1], 40 SRAH [F)3E A SQL #X Wi HAAT I IRIAR 2230 K, 04 B AT e A 20d R L R S Al
TS AEAE B, X B B S iR S A EAR E S E R NIIT RN RT3k — B8N, 8 T A B0E LM 1 SQL iE
1), Amoeba MR 5 HHE 22 55 B 2 G A A 1 A IS B SCRY 1 T 55 Fl SQL 5 ) A A5 A A8 SRR . 51, <R IA 5
7£ FROM #if1 WHERE “FH) 2 J§ SQL MI$AT 45 B v iZ 2 — B, AR F F“SELECT tl.value = true FROM t1”i&
#JF“SELECT * FROM t1 WHERE tl.value=true” i ) R HHAT 45 5 B 1% — B0 1. I IX LS8 4 JEN, Amoeba 7] LA
A BOREAE X SQL 154, FRAENIN I A2 FRAS I 4 BE# 7E R Amoeba £ PostgreSQL ! CockroachDB i 4T
TREMR, BRI T 39 AMELEMEGE A, ot 6 SO A BB IR

3 BIREEEARGRMAXA KRR

FEATT A A R0 P R GO MR R SR B BOR, 095 SQL iAo . AR 7 i 1B BRBAR AN
DUARAE WA R AR X LS ARAEROHIN R b i B 0, e AT ELCHR, U A A, LB e B il ik T R 1
AR, A B 1 B AR S AL, YA DBMS 75 S T 78 A il FH 5] B s DL R IE B T8 S IE
Bt X CLARAE DN X DBMS (978 55 2 . i U X AN [5] i 72l 5 0ol IO 2 A7 R T 0 5, B R i A AT TR
PRRANE AR, X 3 DA ELE &, SRR T IX L Pk,

55, SQL F ik A AR 4% 0. 55—, SQL ik Ui & BB R BLEFE M 142 i SQL 3Rk
B VEANE U IERAPE; JLUR, MR H B/ 9%~ DBMS RO F1, A2 R SRR 1) SQL Rk 2 7
Kb PE IR 2% A DD BE, Al DBMS B IL AL 88 T BRAS R BT TR, AT 8GR  d R TR, fda, R &g
1) SQL KA, 4 HERR DBMS FE XML FARAF T I OUAA R W T IIAT 9, il % DBMS LI
7. XA SO SQL TEIEAMIE SR N AR, AR DBMS P E8 45 M R EAT S8 1 1 fif. I8 Bk A il
FEALR SQL FIK K, BT CASE AR X 7 5 v B, AT A L £ O dRa T

ok, A7 5536 B BORZ A OR DN A R A SRRt AE RO I I R b, AL A DGR A I 2 1L, 36
E RS AT R 5 H AR RIS R AR, G AR A a5 1B BRBOR, BATAT AUk TS AT IR DLRIME S, kLt
ARESBBRAT . IR T SR i A 5. SR A5 2T LA B JRA VP A ORI I 10 78 i 2%, I i ek — 2 ARk A B A
Ptk ACHSHE BB ER AR IE H W K H s R G AT B el LB T 5 2.

B S5, WU T T T AR R B TR 288 [ (1 i 42 AEASOR I, AT 75 2 S — 2L 00 ke U BT A1 A
e, UABAE 2 15 A B 1 IR B . DA AT LSRR ATy Bt AR A R Do DU R S B B AT ]
B I EEHE N, IR L A ol B A 0 e A1 I 5E 2 T BLS5 A e il P AT DL ARE, DA DR & LR
TR AT .

R3S RBEBOARM AR, SRR T e BB B AR SO TR SQL Rk s A s R
BT 2RI AN RRE D, A S8 BRBOR B OR 1 DN o Vi ] A0 R, i 0k o D A S AR 3 B AT 1)
SE MG R G IENE. XL HR A SR N A FT LA e ORI ik B ) S8 R 7, 5 BB AT T A BLANE 2 8l /22
LR G RV A 1) L
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3.1 SQL RIEXNEREA

SQL Kk G Mt AR R BRMNK %0, BEEMEE K SQL Rk ARG, LRI RS IS E
TR, SQL FRIAA Hih A 1 3 2 AR AR PR 088 2 B B R A1 SQL iBVEIUNAIE LAWK, A A A B ML
FEPERY SQL ik 3. ix 48 SQL ik 2t i HA HF 8 M4 M RITR S, R b8 fil & B8 e A B R 48 v ) S A7, 9l
B TR R B AR, SQL RIE I A il — M EL4E B T AR i) 7 VE RN B TS S R vk B T AR O v —
PR s B g S SR T 4 5 SCIF A RO, 428 5 MR R0 U0 AT O B ) A . 2 7 355 m 00 P 490 ¥ 2 9 P R 7 25 22,
SQL Hik K& M ARIE 2% CA R SQL Rk k748 57t A8 R ) LU I X SQL KXW A5 #4 . #HAERF .
W 1 B R B HEAT S 2, AR T SQL RIA A, XA W DR R TE Tz BIARTS BE AR AE S35, 4l i A
Rt

N TR BB TE SCIERRIY) SQL ik sORBEAT ORI I B, FLBit BT 2E & LR LA 5T : (1) 1k R
PE R B R G SCHER SQL B VAR, #37 SQL 1V A G B B iF VAN . el Ik 0 V2R U () A, T AR R
A SQL Kk A IEMFIEVEEE M. (2) PRI 7 7EAR Rk SQL Rk, T E B R HIHHE T
ML RS B B, SQL ik G i R I8 7 2 801 B AR EEE Fe b O W80, K HH TR AR LY SQL ik
AR RS, DI R 2k URA B IiE . 3) ik SQL RiIA A B AR B 15 K IR P&
HARRMIFHAT A, KU R A SRS AR 5% 1 SQL FRix R, XK AKX ReW L& JEEfmA . B4
EBAFRERAESE, W il 5, AT CARR R R G IR B RAT S, AT REAT 18 52 F0 k.

o BT pi ) SQL Rk A . B2 s AR I3 T 5L 1 K A5 U DBMS. 14 S5 R A% Sy i S B2
(abstract grammar tree, AST)*Sk & B SQL ik . IR IEVEM (AST) J&— 0 T 2R T8 510D 45 K DR B
ShH. TEEE PEA W) R, AST ] DL T RR B WG A) FI G5 G . 76 AST 1, BASTFR#0] LAdE— 54 fif i /1N
TR ELRIE I, TE R — AN T S5 4. IR I 485 1) AR A T B T Dd X AST #EAT B I A, AR &=
1) SQL #ik sRAHATIMNA. 48l 3 B A — AN UE A i SO ER i 55 VER. ‘B SELECT Ff). FROM T
f). WHERE F4) 3 MNEARFAIM K, BEAT7) AT LAk SE 1) T GEA8, 1 55 2 (AR AT DL )3, ik 48 57 4 GBE ),
RO TR T LA & R s 1) SQL RIS, MM 35 % Fh T B B 15 DU AN FL 464, 1% A Bh T R IR I R 4k
FVETE 1), VRIS BRI, Ak S 15 DA SOk R Ge I B e PR AN 8.

‘ Select clause ‘ ‘ From clause ‘ ‘ Where clause ‘
ﬂ \ 4
I | R {
/tlon
‘ Column ‘ ‘ Function ‘ ‘ Subquery ‘ ‘ Subquery ‘ ‘ Constant ‘ ‘ Column
/ |

‘ Column ‘ ‘ ‘ ‘ ‘ ‘ ‘

3 SRR R

SQLsmith /& —FFAAT B9 FFIR AL T 28 s BRI T B, H HT 32 5F PostgreSQL, SQLite™ 1 MonetDB!14%:
Bl . e R A TR R 7 U@L AST, JRE Y SQL iz, eMEAL R T: © &k, IR E s
DBMS HycEdl. soHiE A A S T DBMS RS (B3 A H & X8R, DBMS SCRFEAERF, DBMS
TR BRI (BRI, RIRSEAE T HAREHE E 13X (schema), BV H W3 5048 FE R 193, 3R 195
FIFMMN A HREE. @ B4, FALHER SQL FIAX A (0 SELECT, UPDATE, INSERT %%), Jf## iz



12 BB AR R B B )

S IR IE TN AST B 2845 0. B, i SRR 12 SELECT 2K, 3 % (1) 45 4 y“SELECT prod1 FROM prod2”,
AST EARR IS it & 1 prodl 19 51 (SELECT 51I3) Al prod2 7 i (FROM MA)). (B i V78 A S 5 A5, 45
R S AR AT LA T-RIE 2R, 4120 prod2 AT A& VALUE T4, SELECT T #4845 378 (175 20 B A 4% DBMS
(15 VR AN 25 O 25 3RBA T BAE 15 2. 8080, 25715 5O J5 e (3R 44 5 Bl &4 B, SQLsmith 23RBSO 1)
JCHHRBATIHTE. @ ¥4 AST ¥ # N7, SQLsmith B Wi UMUK AST #H# AN EH. ©® PATEIRIEIR
E5E@%. BT S, i LS R3S K7 0T, FEIRIE DBMS 81T IEH# 5, 452 rET BIE. X R4T 7 :0A]
AR 1E 4 77 2 80 56 J5 SR B R, CRE 22 YRR 2 ) AR ST X R ) R IA A R T, SQLsmith 7E
TRIBORE L RIMT L E/NRIFE. 14k, CockroachDB™/HI Duck DB 4% H f #5048 B2 65 11 2 45 [ k3 )
FOAT T IR RSR TR CIRIRE.

RAGSY @14 % SQL £ #1535k MK Microsoft SQL Server'™, & {171k X4 B FEAT SQLsmith KL B
Sl AL B SO, % H ODBC SKi%#: DBMS [8]B 352 HUER B2 (AR 3K (schema), fL35RIA M R BRI £ 5
PR, BT Rk RAGS M M EBEHL AST K774 SQL Kik . TilAE SQL & XM, ¥t iR S5 8, b
MUBEAT T R R B, A S BRI 77 A ik . R R ik s 7 24> DBMS Lig1T, BT 4 el
HEAT B2 DA R B T R TE e ] R

Apollo™ 2 R A8 2 4k i (] U1 il A8 A — SRR T L, e@ 3t SQL ik 2 iy i 137 s ) 4 Ay e 15k 51
SQLsmith = E ). MR F A 5] AFRIXRAIE KA. 7€ SQLsmith HI5 3 28, MEBERANGEANTAIENL T —1
RER SRS A0 B (5140, WHERE T £7E 70% (04 B A 1 o B0, 24— A2 i ik 2 4 R ] )9 i) A
B, Apollo 238 AR N F-A) SR A BUITEE. 54, T 58 30 4k R 11 U 190 R 25 JOIN —F4), R ML A1 3t & 38
I JOIN F 4] (1 A=, A, Apollo &I T & & W E AN ThRe. BEWNEREAE T FERNRKRE,
TAEWIEE, JOIN I H, FRIMEH, BRI E.

Amoeba** & — A B ] B BORIIR TR SR T SRS S S, AR SO E B, G
AR SQL . B T SQL-92 FRiEIRE, %1 EF| A T BNF (backus-naur form) RKEIE, B E T — HRINL
IEFFFIEZE IR A,

SQLancer™ & Hi 1 J LA AE U ke - 32 48 1 A, e AR SR AE I A o2 e SQL 28 H M B -2 ). 51
PQS I 5k 2 B BE i 7= AL TRIIAT I SQL i8], SQLancer B SGH4 8 S ik 477 A ZUE 45 SR 1Y) WHERE M1
JOIN FH)3RIA. B F 7= Al X L0k U B, O 7 BEMLF= AR IX 2 RIA S, SQLancer FRHE L FE I (R4
L FRANZERY) FEHLIHAE AST 2R IR, %1 F SQLite F1 MySQL, SQLancer 24 AE &R FRIEN, FANE
IR 2R A A R B RN, X5 T PostgreSQL, AT A2l = A A /R AL HUME, (Mt SQLancer £ — A 41E
MR (BB, BAKIM S, £ AST I, 445 AR B @ IR, 141 s sl oA — R LIE R
W, B REALER S5 . A5, At T 5 Tt S B, Bl — e VESF NOT. NoREC ) 75k TLP #E
I PAEE SR A #545 WHERE BY JOIN 45 T4 f{125 3, SQLancer AT A BB 48 7T DL BB pi A .

o T2 RH) SQL FIAI A k. £ GE BRI R T 2l 1T BEA USSR S i A Fh FHEAT 28 R, DLAE BUHT RO ).
OSS-Fuzz 551 H Al i 73X #e4% 45 77 00 SQLite™ 34T 1 AR, i an AT OBt T2 AFLDY, 2R T4
FEOLENEG, FATRE, B H SRR RN SRR TE W TR B M, B RRIE R IR E S
B, B R B BCR T AT (XA IR 7 7 IR B IR SQL RIA A 2k, BRI B RS 5
LR P R ARG, 0, AR Zhong 5 N PUISES, AFL 7E IR SQLite i, 24 h Py £x7=4E 2000 J7 44
Y, B NG L) 30% FITEVE R LR, T R A 4% B3 VE IERTR RN TT DOE 15 OB 2. (R, A% 48RRI R
M A AL A A

EF56F DBMS FASTHIIIAR TR GE IS % SQL STk AT F AR Skt ot 14 b SQL 3R ik X 14 45 44 5l i idh 4778
5. 4 FioR, — A SQL RIER A A) AT LU AR A AST w5 #4715 A, T B A3 78 1 Hidim ) 2 $idi =15 .
%4 T —4 WHERE TR # % 7 — ORDER BY £i&E3, L T — Nk LB e, 128 705 RA S iR
SQL XS0, Kk B e B VR IER . 45 & AR SQL ik 3R 8] FIAR M o< 2 40 M, BRIt TR T LA$R
Fen R S5 L R A8 o B SO R
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[SELECT v, FROM 1, WHEREV,=1} RiEs
I
| SELECT v, FROM ¢, ORDER' BY v, | A5 JE AT

K4 FETERE SQL RENXE BRI

Squirrel P4 H TR B T I AR S AN T U SEI AR AR A R K) SQL B AL IX AN A S8 M i AR i
[ [A] 7~ (intermediate representation, IR) . 1%/ [A1 75 A5 # A FIME B 7 2ok 4E47 SQL A1, AT R
K BT A AR ok Bk i IR M. TR B A b i A 2 B b 2R 2 SR b id AR AR . S5 bRicdR e T
SQL A ify (1 B AR, FE A SQL M AR /ERF. Bditricta e T AR %, TRERT LLZIE LR
INHANFR 4, AT DU B AU, Lt s & 1. Squirrel (AR BREVAM A A S W N B O KA RN IR I
W BARIIN % (3 42) FIE; @ @i, MRS IR k2 4EA REH IR; @ 49772 55 IR AR 18
R, A, @ S LM R M RAEIAT IR, W IR H oy BART) SQL 2.
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