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Abstract
The rapid adoption of RISC-V across modern computing sys-
tems has made the security integrity of its implementations
a paramount concern. Logic bugs in RISC-V cores can lead
to critical failures, such as faulty privilege transitions and
architectural state corruption. While hardware fuzzing has
emerged as a powerful technique for automated bug discovery,
existing frameworks remain largely data-agnostic. By priori-
tizing instruction sequence diversity while treating operands
as incidental random values, these tools often fail to trigger
guarded microarchitectural states that manifest only under
precise, data-dependent conditions.

In this work, we present DRVFuzz, a data-sensitive fuzzing
framework designed to expose hardware vulnerabilities by ex-
plicitly modeling and navigating the data-sensitive semantics.
First, DRVFuzz introduces a sensitive data model (SDModel)
that hierarchically codifies ISA semantics to synthesize tai-
lored operands, including boundary values and exception trig-
gers. Second, to effectively explore data-dependent paths,
DRVFuzz employs transition-guided fuzzing, prioritizing test-
cases that trigger previously unseen state transitions as labeled
by the SDModel. We evaluated DRVFuzz on six real-world
RISC-V CPUs with varying microarchitectural complexity,
uncovering 22 previously unknown bugs (19 new CVEs).

1 Introduction

The RISC-V architecture has gained significant traction across
the global semiconductor industry, emerging as a promi-
nent open-standard Instruction Set Architecture (ISA) for
applications ranging from embedded IoT sensors to high-
performance accelerators [13, 17, 29]. As RISC-V becomes
a viable alternative to proprietary architectures, ensuring
the security integrity of its implementations has become a
paramount concern [2, 20]. Despite rigorous design efforts, a
substantial number of logic bugs and security vulnerabilities
have been uncovered in widely-used RISC-V cores [26,31,47].

*Yuanliang Chen and Yu Jiang are the corresponding authors.
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// Start in M-mode, Boundary fltq.d
li x1, 0xffffffffffff7e00 // sNaN
fmv.d.x f10, x1            
li x1, 0xffffffffffff4fc0 // qNaN
fmv.d.x f11, x1           
fltq.d x18, f10, f11  // NaN compare
// Switch to S-mode
jal ra, switch_to_s_mode
// Transition to Exception Load
li x11, 0x40000000 // Invalid Address
ld x12, 0(x11)     // Page Fault
// Transition to Boundary fround.s
fround.s f12, f10  // NaN propagate
// Other instructions
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Figure 1: DRVFuzz leverages the sensitive data model and
constructs transition-guided instruction sequences to explore
guarded microarchitectural states. In contrast, existing hard-
ware fuzzers overlook the importance of operand data.

These flaws, such as floating-point errors or faulty privilege
transitions, often remain dormant and manifest only under
rare conditions that are difficult to trigger [16, 26, 28].

Hardware fuzzing [8, 9, 27, 31, 34, 43, 47, 51] has emerged
as an effective technique for the automated discovery of hard-
ware vulnerabilities by generating instruction sequences and
comparing Design Under Test (DUT) execution against a
golden model, e.g., Spike [41]. Existing tools primarily fo-
cus on sequence-level diversity and coverage-guided muta-
tions. For example, Cascade [47], a state-of-the-art fuzzer, con-
structs intricate instruction streams to stress inter-instruction
interactions and control-flow transitions. Similarly, DiveFuzz
[23] enhances feedback granularity by incentivizing diverse
writeback behaviors to improve observational variety.

While these approaches have shown effectiveness in un-
covering certain bugs, they still lack data-sensitive guidance,
as shown in Figure 1. That is, they treat operands as inci-
dental and randomly generated values, leading to instruction
sequences that frequently exercise common-case logic rather
than data-dependent microarchitectrual states. The RISC-
V ISA is inherently replete with data-sensitive semantics,
where the activation of critical microarchitectural paths is
tied to specific operand values [5, 35, 40, 54]. For instance,
the data-sensitive program in Figure 1 illustrates that precise



bit-patterns can trigger guarded behaviors, including NaN
propagation and page-fault exceptions. These paths remain
dormant unless triggered by precise bit-patterns and configu-
rations.

In this paper, we introduce DRVFuzz, a data-sensitive
fuzzing framework for RISC-V CPUs. Our key insight is
that certain latent hardware failures manifest only under frag-
ile execution conditions, requiring specific operand values
to trigger. Accordingly, DRVFuzz explicitly synthesizes tai-
lored operands, e.g., boundary values and exception triggers,
to drive exploration into guarded microarchitectural states.

To achieve this, however, we have to deal with the follow-
ing challenges: (1) The first challenge is that modeling
instruction data-sensitive semantic is non-trivial. RISC-
V instructions span heterogeneous semantics, from integer
and floating-point operations to memory and I/O interactions,
each with distinct input domains, e.g., subnormals and align-
ment boundaries. Systematically identifying and modeling
these diverse data-sensitive semantics across a vast instruction
set is difficult. (2) The second challenge is that exploring
fragile execution conditions is difficult. Even when sensi-
tive operand values are identified, the search space remains
vast because reaching these conditions often depends on how
data interacts with instruction sequences and their data-flow
constraints. Random generation strategies are therefore rarely
to satisfy the state-dependent requirements necessary to reach
and sustain fragile architectural behaviors.

To address the first challenge, DRVFuzz introduces a SD-
Model that automatically synthesizes data-sensitive operands,
spanning arithmetic corner cases (e.g., NaNs) and architec-
tural exception triggers (e.g., misalignments). Specifically,
SDModel hierarchically codifies data-sensitive ISA seman-
tics into class-specific templates derived from opcode meta-
data and core parameters, while preserving instruction-level
precision via lightweight refinements. To address the second
challenge, DRVFuzz employs transition-guided fuzzing to ef-
fectively steer execution into data-sensitive paths. DRVFuzz
leverages SDModel to monitor the execution states and ex-
tract state transitions of each retired instruction. DRVFuzz
then prioritizes testcases that introduce previously unseen
transitions as guidance for continuously exploring guided
microarchitectural behaviors. Finally, DRVFuzz records es-
sential architectural context, including registers, memory, and
exceptions, to enable precise vulnerability diagnosis.

We implemented DRVFuzz and evaluated it on six real-
world RISC-V CPUs spanning diverse design complexi-
ties and ISA extensions: BOOM-V3 [6], BOOM-V4 [6],
Rocket [19], CVA6 [21], Kronos [48], and Srv32 [33]. Our
evaluation demonstrates that, compared to state-of-the-art
fuzzers, Cascade [47] and DiveFuzz [23], DRVFuzz triggers
more state transitions and outperforms them in microarchitec-
tural coverage metrics. In total, DRVFuzz successfully uncov-
ered 22 previously unknown bugs (19 new CVEs), including
3 in BOOM-V3, 2 in BOOM-V4, 3 in Rocket, 5 in CVA6, 3

in Kronos, and 6 in Srv32. These bugs range from FPU logic
errors to speculative corruption, and can lead to serious conse-
quences, such as denial-of-service and control-flow hijacking.
In summary, we make three key contributions:
• We propose the SDModel that hierarchically codifies ISA

semantics to synthesize data-sensitive operands, capturing
boundary values and exception triggers.

• We introduce transition-guided fuzzing that prioritizes pre-
viously unseen transitions to continuously exercise data-
sensitive microarchitectural states.

• We implement and evaluate DRVFuzz on six widely used
RISC-V CPUs. We will open-source it1 for practical usage.
Currently, it has already detected 22 new bugs.

2 Background

2.1 RISC-V
RISC-V Architecture. RISC-V is an open and modular ISA
consisting of unprivileged and privileged architecture spec-
ifications. Implementations may target 32-bit or 64-bit vari-
ants and selectively include standard extensions, e.g., M (in-
teger multiplication and division), F (floating-point), and A
(atomic operations). Beyond the unprivileged ISA, the privi-
leged specification defines the execution modes, i.e., machine
mode (M), supervisor mode (S) and user mode (U), which
form a hierarchical privilege model. M-mode provides the
highest level of privilege and is responsible for low-level
system initialization, trap handling, and direct control over
hardware resources. S-mode supports operating-system func-
tionality, including virtual memory management and access
control, while U-mode executes application code under re-
stricted privileges. The hardware’s security and execution
logic are orchestrated by a set of Control and Status Registers
(CSRs), such as mstatus and satp, which reflect and con-
figure foundational states including privilege transitions and
trap delegation policies. Furthermore, to manage the architec-
tural complexity, RISC-V UnifiedDB [15] provides an official
and machine-readable repository that precisely codifies in-
struction encodings, operand constraints, and CSR semantics,
maintaining strict alignment with the RISC-V specifications.

Data-Sensitive Semantics in RISC-V. Many RISC-V be-
haviors are inherently data-sensitive, where architectural con-
trol flow and state evolution are gated by specific operand
values rather than opcodes alone [5, 54]. We refer to these as
semantic data, where bit-patterns in addresses, immediates,
or floating-point operands serve as implicit control signals.
For instance, while standard floating-point addition proceeds
through a hardware-optimized fast-path, specific operand pat-
terns such as subnormal numbers or NaNs may bypass this
logic and trigger a slow-path, often involving a pipeline flush

1The artifact of DRVFuzz is available at Zenodo [55]. We also release it
at https://github.com/YzhDDDing/DRVFuzz.

https://github.com/YzhDDDing/DRVFuzz.


to invoke microcoded handling routines [3, 38, 40]. In these
scenarios, the data is not merely a calculation input but a
determinant for the underlying hardware’s execution mode.

Fragility of Data-Sensitive Paths. Compared to common-
case execution, data-sensitive scenarios often activate a
broader set of interacting CPU components. While typical
instruction execution primarily exercises the steady-state
pipeline, data-sensitive conditions simultaneously engage
front-end control logic, speculative execution structures, and
exception handling mechanisms [4, 25, 30]. For example, in
out-of-order designs such as BOOM [6], a speculative long-
latency instruction, e.g., fdiv and fsqrt, can occupy entries
in the reorder buffer (ROB) and tie up physical registers in
the rename map for an extended period [28]. If an excep-
tional event arises during this time, for instance, a memory
access to an unmapped address as shown in Figure 2, the
processor’s control logic must coordinate a multi-faceted re-
covery: flushing any incorrect speculative state, rolling back
the register renaming to a known-good state, and canceling all
in-flight instructions beyond the faulting point [11, 26]. Such
intense cross-component interaction significantly increases
the probability of subtle architectural inconsistencies, mak-
ing data-sensitive paths structurally more error-prone than
common-case execution flows.
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(b) Data-sensitive execution

Figure 2: Data-sensitive execution activates broader and more
tightly coupled CPU modules than common-case execution.
An invalid memory address triggers exception handling, spec-
ulative state flush, ROB cancellation, and rename rollback,
exposing dense cross-component interactions.

2.2 Hardware Fuzzing

Hardware fuzzing has emerged as a key technique for the
automated discovery of logic bugs and security vulnerabil-
ities in Register Transfer Level (RTL) designs. Unlike for-
mal verification, which can suffer from state-space explosion
and depends on carefully crafted properties and assumptions,
hardware fuzzing provides a scalable approach to stress-test
complex microarchitectures by executing large volumes of
generated instruction sequences [44].

A common workflow for hardware fuzzing is differen-
tial testing. In this setup, the same instruction sequences

are executed on both the Design Under Test (DUT) and the
software-based Instruction Set Simulator (ISS) served as a
reference model, for example, Spike in RISC-V [41]. Any
mismatch in the architectural state, such as register updates,
memory writes, and trap causes, between the DUT and the
ISS is flagged as a potential vulnerability or logic bug. To
improve testing efficiency, existing hardware fuzzers typi-
cally prioritize instruction sequence diversity and coverage-
guided mutations. Concretely, they mutate instructions under
ISA constraints and leverage feedback signals, such as RTL
coverage, to guide exploration toward newly covered behav-
iors. However, as aforementioned, many critical behaviors
are guarded by specific operand values rather than opcode
patterns alone. As a result, instruction diversity and generic
feedback may still frequently exercise common-case logic,
leaving data-dependent microarchitecture behaviors untested.

3 Motivation Example

Modern processors improve performance by incorporating
a wide range of microarchitectural mechanisms, including
deep pipelines, speculative execution, and sophisticated re-
covery logic [14, 24, 32, 36, 45]. While these components are
essential for high throughput, their interactions are often data-
dependent, significantly increasing design complexity and
making it more challenging to preserve security invariants
across the microarchitecture [1,39,49]. Precise exception han-
dling provides a representative example. Although exceptions
are architecturally defined as occurring at a precise instruction
boundary, their implementation inevitably involves coordi-
nation among multiple components, such as the load-store
unit (LSU), ROB, and pipeline recovery [11, 25, 45]. When
these components are not carefully synchronized, faulting
instructions may interact with transient or partially validated
microarchitectural states, causing behaviors that violate ar-
chitectural expectations such as precise exception ordering,
rollback atomicity, or fault isolation [10].

A typical example in RISC-V designs is a BOOM-V4
precise-exception violation uncovered by DRVFuzz. As il-
lustrated in Figure 3, the root cause lies in the improper co-
ordination between the LSU alignment validation and ROB
retirement logic. Specifically, the instruction sequence first
loads 0x8FFFFFCC60 into a8, followed by two sd instruc-
tions using the same misaligned offset +6. Since sd requires
an 8-byte aligned effective address, both Store A and Store B
should raise a store address misaligned exception (mcause=6)
and must not become visible under precise-exception seman-
tics. However, BOOM-V4 exhibits inconsistent ordering be-
tween exception and retirement. For Store A, the misaligned
exception is available by the time the store reaches the ROB
head, so retirement is correctly suppressed and no commit
trace is emitted. In contrast, for Store B, the alignment check
is resolved late in the execution pipeline. Due to an imple-
mentation flaw, the ROB commit logic does not wait for this



late-arriving exception signal and erroneously marks the fault-
ing store as “commit valid”. The core subsequently registers
the exception, flushes the pipeline, and vectors to the trap
handler, but the false commit has already been logged. Conse-
quently, the faulting store is incorrectly marked as committed
before the trap is delivered, making the misaligned store ap-
pear architecturally visible even though it should have been
suppressed under precise-exception semantics.

1 li a8, 0x8FFFFFCC60
2 # 1. Exception arrives early
3 # 2. Commit suppressed.
4 sd a10 , 6(a8) # Misaligned Store A
5 # 1. Store reaches ROB head
6 # 2. Assert Commit Valid and emit Trace
7 # 3. Exception arrives and flush pipeline
8 sd a12 , 6(a8) # Misaligned Store B

Figure 3: A precise-exception violation in BOOM-V4. Store
A is handled correctly because the misaligned exception is
reflected in the ROB before retirement. Store B triggers a
race condition: the alignment verification is not synchronized
with the commit decision. The ROB erroneously commits the
instruction before the exception signal arrives.

RISC-V is now deployed from tiny IoT chips to high-
performance CPUs, making the security of its implementa-
tions a foundational concern. Yet, given the growing complex-
ity, latent bugs within RISC-V CPUs are inevitable, and even
a single flaw can translate into real-world security failures,
including secret leakage and privilege escalation [26, 28].
We can draw three important lessons from this case: (1)
Many security-relevant failures are fundamentally data-
sensitive. They are activated only when operand values steer
the core into guarded and rarely exercised modes, e.g., bound-
ary values and exception triggers, which data-agnostic fuzzers
often fail to explore. To address this, we propose DRVFuzz
to explicitly model data-sensitive semantics and synthesize
operands that drive exploration into these guarded microar-
chitectural states. (2) Modeling such data sensitivity is in-
herently non-trivial. The difficulty stems from the highly
heterogeneous semantics of RISC-V instructions, which range
from integer arithmetic and floating-point operations to mem-
ory and I/O interactions. Each category possesses distinct data
domains, such as subnormal, or specific alignment boundary,
varying on different execution contexts, such as privileged
modes and rounding modes. To address this issue, DRVFuzz
introduces a SDModel that hierarchically codifies ISA seman-
tics into class-specific templates to automatically synthesize
data-sensitive operands across diverse instruction classes. (3)
Sensitive data alone is insufficient as many bugs surface
only in deep and fragile sequences. In this case, triggering
the BOOM-V4 precise-exception violation requires a specific
combination of sensitive conditions, including a misaligned ef-
fective address and two misaligned stores that expose different

timing relationships between LSU alignment validation and
ROB retirement. Such combinations are inherently difficult to
reach and sustain, because the underlying search space over
sensitive conditions and valid instruction sequences is vast. To
handle this issue, DRVFuzz employs transition-guided fuzzing
to continuously steer execution into diverse data-sensitive
paths, by prioritizing testcases that trigger previously unseen
state transitions.

4 DRVFuzz Design

Design goal: A practical data-sensitive hardware fuzzing
framework should have the following properties.
• General: DRVFuzz is designed to uncover bugs in a wide

range of real-world RISC-V CPUs, spanning in-order mi-
crocontrollers, e.g., Kronos [48] and Srv32 [33], to super-
scalar out-of-order processors with rich ISA extensions, e.g.
BOOM [6]. The framework is largely independent of spe-
cific microarchitectural optimizations and can be applied
across diverse core designs with minor adjustments.

• Efficient: DRVFuzz is able to constantly dive exploration
into rarely exercised data-sensitive paths, and effectively
detect bugs in real-world RISC-V CPUs within 24 hours.

• Accurate: DRVFuzz is designed to have satisfying precision
and recall to avoid reporting false positives.

4.1 DRVFuzz Workflow
Figure 4 illustrates the workflow of DRVFuzz, which consists
of two main phases. The first phase focuses on the construc-
tion of Sensitive Data Model (SDModel). Given the RISC-V
UnifiedDB and a target CPU configuration, DRVFuzz parses
opcode-level metadata and core-specific parameters. Based
on this information, DRVFuzz derives a predicate set that
captures boundary conditions and exception triggers, and hier-
archically constructs data-synthesis templates. The resulting
SDModel serves as an executable specification that supports
both operand synthesis and execution state labeling.

The second phase is Transition-Guided Fuzzing. After SD-
Model construction, DRVFuzz enters a fuzzing loop that re-
peatedly executes the following steps: (1) Based on the SD-
Model, DRVFuzz selects and mutates a seed from the seed
pool by selecting the applicable predicates and synthesizing
sensitive operands via corresponding data-synthesis templates.
(2) DRVFuzz executes the testcase on both the DUT and the
ISS, collecting a compact execution trace that records op-
codes, operands, relevant architectural context, and results at
retirement. (3) DRVFuzz compares results between the DUT
and the ISS. If a mismatch is detected, the testcase is reported
as a bug candidate and preserved for reproduction. (4) If no
mismatch is observed, DRVFuzz reuses SDModel to label the
execution state of each instruction and extracts state transi-
tions from the trace. (5) DRVFuzz filters extracted transitions
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Figure 4: Workflow of DRVFuzz. It consists of two main
phases: (1) Sensitive Data Model Construction for deriv-
ing data-sensitive predicates and operand-synthesis tem-
plates, and (2) Transition-Guided Fuzzing for generating data-
sensitive instruction sequences and prioritizing previously
unexplored execution-state transitions.

against the visited set. If the testcase contains any previously
unseen transitions, it is marked as an interesting seed and
added to the seed pool, prioritized for subsequent mutations.
DRVFuzz then proceeds to the next iteration (from step 1 to
step 5) until the testing process terminates.

4.2 SDModel Construction

RISC-V instructions expose a wide range of data-sensitive
behaviors, whose activation depends on specific operand val-
ues and architectural context. To model these behaviors in a
systematic and scalable manner, DRVFuzz introduces a SD-
Model. As illustrated in Figure 5, SDModel parses RISC-V
UnifiedDB with target CPU configuration, and then hierarchi-
cally constructs the predicate set and data-sensitive synthesis
templates that capture both boundary conditions and excep-
tion triggers across heterogeneous RISC-V instructions.

Preparation. DRVFuzz first parses two complementary
sources, RISC-V UnifiedDB and target CPU configuration,
before constructing SDModel. UnifiedDB, maintained by the
RISC-V community, provides opcode-level metadata, includ-
ing instruction classes, operand types and bit-widths, encod-
ing fields, and ISA legality constraints. These metadata define
the instruction semantics that SDModel needs to model and
directly drive our class-specific template construction. Be-
sides, SDModel must also respect core-specific applicability.
Thus, DRVFuzz parses the target CPU configuration that spec-
ifies the target core’s XLEN (RV32 or RV64), the supported
ISA extensions (such as M, A, F, D, C, and Zicsr), whether
multiple privilege levels are enabled (M/S/U), and the valid
physical memory ranges that can be safely accessed by gen-

RISC-V UnifiedDB
Opcode Types, Encoding, ISA Constraints

Target CPU Configuration
XLEN, Extensions, Privilege, Memory

Operand Primitives
⚫ Integers Boundaries: 0, ±1, MIN, MAX, 
bit masks (e.g., 0xFFFFFFFF), …
⚫ FP Corner Values: ±0, ±∞, qNaN, sNaN, 
Subnormals (e.g., 0x00400000), …
⚫ Address Patterns: aligned/misaligned 
address (e.g., addr % size > 0), …
⚫ CSR Patterns: RO/RW/WO permissions, 
invalid address, privilege violations, …

Class-Specific Templates

Opcode Refinement Templates

ALU 
Classes

Shift 
Classes

FPU 
Classes

Divide-by-Zero for DIV/REM, SQRT (-x), 
∞ −∞,∞ + ∞, …
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…
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specialize
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Figure 5: Overview of the Sensitive Data Model. It parses the
RISC-V UnifiedDB and target CPU configurations to derive
architectural constraints, and then hierarchically constructs
data-synthesis templates.

erated programs. DRVFuzz uses this configuration to prune
irrelevant templates for unsupported extensions, and to param-
eterize memory-related and privilege-related sensitive data
synthesis. Together, UnifiedDB ensures ISA-level complete-
ness while CPU configuration anchors SDModel to supported
features and executable environments.

SDModel Abstraction. SDModel treats data sensitivity
as a set of predicates P over instructions, and uses these
predicates to derive sensitive-operand synthesis. Formally,
a predicate p∈ P characterizes whether a guarded behavior is
activated for opcode op under operands ⟨oi⟩ and architectural
context ctx:

p(op,⟨oi⟩,ctx) ∈ {true,false},

where ⟨oi⟩ include register values, immediates, and/or effec-
tive addresses, and ctx captures the architectural environment
such as current privilege level, relevant CSR settings, and
memory translation configuration. Each predicate p is associ-
ated with a data-synthesis template that constructs operand
families to satisfy p, We categorize data-sensitive operands
into two fundamental dimensions:
• Boundary Values: These operands are designed to stress

the functional units, such as ALU and FPU, by exercising
representation and arithmetic corner cases. This category
includes integer boundaries, such as 0,±1, MIN/MAX, and bit-
boundary masks, as well as IEEE 754 [46] corner values like
±0, ±∞, and various NaN encodings. Besides, SDModel
supports subnormal numbers, identified by a zero exponent
field and a non-zero significand, e.g., 0x00000001 in IEEE-
754, for exercising slow-path normalization logic .

• Exception Triggers: These operands are crafted to inten-
tionally violate ISA-defined preconditions, thereby forcing
the core to enter guarded control paths such as legality
checks, trap dispatch, and recovery. This category includes
(1) memory-related triggers, such as misaligned effective



addresses and access patterns that exercise address transla-
tion and permission checks; (2) privilege-related triggers,
such as CSR indices and access forms that are disallowed
under the current privilege mode; and (3) operation-specific
triggers that raise architecturally defined exceptions, such
as invalid opcodes, illegal instruction encodings, and arith-
metic exception conditions.
Hierarchical Template Construction. After defining the

abstraction of SDModel, DRVFuzz constructs data-synthesis
templates at scale via a three-layer hierarchy. (1) Operand
Primitives: In this layer, SDModel maintains a repository of
sensitive data across different primitive data types, such as
integer boundaries, bit-boundary masks, and floating-point
corner cases. (2) Class-Specific Templates: In this layer, SD-
Model groups opcodes into semantic classes and instantiates
them by combining primitives with class-level constraints.
UnifiedDB drives this instantiation by mapping each opcode
to its class and exposing operand roles, bit-widths, and encod-
ing fields, while CPU configuration further specializes tem-
plates with core parameters such as XLEN, supported exten-
sions, privilege modes, and valid memory regions. (3) Opcode
Refinement Templates: To preserve instruction-level precision,
SDModel applies lightweight refinements to specific opcodes.
For example, for Div class and REM class, SDModel augments
divide-by-zero triggers and signed overflow corners. Simi-
larly, for SQRT class, SDModel supplements negative values
as invalid-operation triggers. This hierarchy enables scalable
modeling across large opcode sets via reusable primitives and
class templates, while maintaining opcode-specific behaviors
through refinements.

Using SDModel in DRVFuzz. SDModel provides DRV-
Fuzz with two complementary capabilities. (1) Operand Syn-
thesis. During testcase generation, DRVFuzz selects a target
predicate from the applicable predicate set P (op,ctx) and in-
vokes the corresponding data-synthesis template in SDModel
to generate data-sensitive operands as immediates or regis-
ter values. (2) Data-Sensitive Labeling. After executing a
testcase, DRVFuzz reuses SDModel to label each dynamic
instruction instance by analyzing the execution feedback.
Given the observed operands ⟨oi⟩ and architectural context
ctx, DRVFuzz evaluates p(op,⟨oi⟩,ctx) to determine which
data-sensitive conditions are satisfied during execution. By
unifying operand synthesis and data-sensitive labeling, SD-
Model provides a semantic foundation for transition-guiding
fuzzing toward fragile execution conditions.

4.3 Transition-Guided Fuzzing
Sensitive operands do not merely change results; they can
configure how the core executes an instruction by activating
guarded checks, alternative micro-paths, or recovery routines.
The BOOM precise-exception violation in Figure 3 illus-
trates that the bug manifests only when a misaligned effective
address and consecutive store operations drive the LSU align-

ment validation and ROB retirement logic into an uncommon
ordering This motivates a key heuristic in DRVFuzz: a newly
observed transition between data-sensitive modes is likely
to correspond to entering previously unexplored guarded mi-
croarchitectural states. Therefore, testcases that induce new
transitions should be treated as interesting seeds and priori-
tized for further mutation.

Transition Definition. To systematically quantify these
behaviors, we formally define the execution state and state
transitions. Let an instruction sequence be I = ⟨ι1, ι2, . . . , ιn⟩.
For each executed instruction ιk, its execution state σk is de-
fined as a tuple σk = ⟨opk,Sk⟩. opk represents the unique
opcode identity, and Sk is the set of satisfied SDModel predi-
cates derived from its operands and architectural context:

Sk = {p ∈ P | p(opk,⟨oi⟩k,ctxk) = true}

Under this definition, common-case instructions are repre-
sented as neutral states σ = ⟨opk, /0⟩. This ensures that neu-
tral states remain distinct based on their operation type, e.g.,
⟨ADD, /0⟩ versus ⟨FENCE, /0⟩, preserving execution context.

A State Transition, denoted as τk, is defined as the directed
pair of execution states between two consecutive instructions:

τk = (σk→ σk+1)

This transition captures the temporal evolution of data sen-
sitivity. For example, consider two instructions in S-mode:
σk = ⟨ADD, /0⟩ and σk+1 = ⟨LW,{Misaligned,PageFault}⟩.
The resulting transition τk = (σk→ σk+1) indicates that exe-
cution moves from a common-case datapath into a guarded
exception handling and recovery logic. Two transitions are
consider equal iff they share the same source and destina-
tion opcodes and the same SDModel predicate sets, i.e.,
(opk,Sk)→(opk+1,Sk+1).

Transition-Guided Fuzzing. DRVFuzz uses state transi-
tions τk as the fuzzing feedback: a previously unseen transi-
tion likely indicates that execution has entered new guarded
microarchitectural logic. Accordingly, DRVFuzz treats test-
cases that yield new transitions as interesting seeds and pri-
oritizes them for further fuzzing. Algorithm 1 illustrates the
detailed procedure of transition-guided fuzzing. In each itera-
tion, DRVFuzz selects a seed from the seed pool and mutates
it into a new testcase tc based on the SDModel, similar to
prior CPU fuzzers [9,53]: it either performs SDModel-guided
operand mutation or applies lightweight random perturbations.
Concretely, for SDModel-guided mutation, DRVFuzz samples
a target opcode op and a sensitive predicate p ∈ P (op,ctx),
and then instantiates operands via the corresponding template
to satisfy p; alternatively, it randomly mutates opcodes and
operands (Lines 5-6). Note that, DRVFuzz maintains operand-
level data dependencies across instructions during testcase
generation, so that synthesized sensitive values are propa-
gated to subsequent uses, thereby sustaining fragile condi-
tions. Then, DRVFuzz executes tc on both the DUT and ISS



Algorithm 1: Transition-Guided Fuzzing
Input: SDModel: Sensitive Data Model

DUT: CPU under test
ISS: Reference model

Output: B: Discovered bugs
1 B ← /0; SeedPool← InitSeeds();
2 // Visited transitions
3 Visited← /0

4 while true do
5 seed← SelectSeed(SeedPool);
6 tc← Mutate(seed,SDModel);
7 // Execute and differential test
8 (∆,Trace)← ExecuteAndDiff(tc,DUT, ISS);
9 if ∆ ̸= /0 then

10 B ← B ∪{Report(tc,∆)};
11 SeedPool← SeedPool∪{tc};
12 continue;
13 end
14 // Label execution states and extract transitions
15 Σ← LabelStates(Trace,SDModel);
16 (T ,N )← ExtractTransitions(Σ,Visited);
17 // Contain new transitions
18 if N ̸= /0 then
19 Visited← Visited∪N ;
20 SeedPool← SeedPool∪{tc};
21 end
22 end

reference model for differential testing, reports any architec-
tural mismatch as a bug candidate, and adds tc triggering the
bug into seed pool (Lines 8-13). Otherwise, if no mismatch
is observed, DRVFuzz parses the execution trace and uses
SDModel to label each dynamic instruction instance ιk with
an execution state σk = ⟨opk,Sk⟩, where Sk is the set of sat-
isfied SDModel predicates under the observed operands and
context (Lines 15-16). Then, DRVFuzz constructs all transi-
tion instances T and filters them against the visited transition
set Visited to isolate the set of previously unseen transitions
N . If N is non-empty, DRVFuzz updates Visited with N and
preserves tc in the SeedPool for further usage (Lines 19-21).

Execution Trace Analysis. To enable transition extraction
and bug diagnosis, DRVFuzz performs execution trace analy-
sis after running each testcase. For each dynamic instruction
instance ιk, DRVFuzz collects (1) the decoded opcode and
Program Counter (PC), (2) concrete operand values, includ-
ing register, immediate and memory address, (3) architectural
context relevant to SDModel predicates, including privilege
mode and key CSR/MMU settings (e.g., mstatus, sstatus,
satp, medeleg, and PMP configurations), (4) architectural
effects observed at retirement, including destination register
update, memory write, and trap cause. These comprehensive
trace statistics provide the necessary runtime visibility to ac-

curately label execution states, and support differential oracles
to detect inconsistencies between the DUT and the ISS.

Bug Diagnosis. When a testcase triggers a differential
mismatch between the DUT and the ISS, DRVFuzz automat-
ically constructs a diagnosis report to facilitate root-cause
analysis. Upon detecting a divergence, DRVFuzz localizes
the mismatch point, which is the earliest retired instruction
at which the DUT and ISS differ in architectural observa-
tion. DRVFuzz then classifies each failure based on the diver-
gence types, including trap-related mismatches (wrong trap
cause/priority), data-corruption mismatches (register value
mismatch), memory-side mismatches (unexpected store ad-
dress/data), and other causes.

Bug Reproduce. Since the generated testcases are often
long and noisy, DRVFuzz minimizes them into deterministic
and compact reproducers. DRVFuzz first validates determin-
ism by re-running the testcase and checking that the same mis-
match consistently occurs. It then applies a delta-debugging
reduction that removes instructions in a binary-search way
and re-executes each reduced candidate on the DUT and ISS,
keeping the deletion only if the failure persists, until no further
reduction is possible. To avoid breaking fragile conditions,
DRVFuzz preserves the essential data-flow slice that feeds
the mismatch-triggering instructions, and retains any required
setup instructions that establish the architectural context. To
prevent redundant reporting, DRVFuzz computes a bug signa-
ture from the mismatch type, the mismatch-point instruction,
and the mismatch behaviors. Failures sharing the same signa-
ture are identified as the same issue.

5 Implementation

We implemented DRVFuzz and evaluated it on six widely used
open-source RISC-V CPUs. Table 1 summarizes the detailed
information of these targets, including their supported ISA
variants and repository versions. The selected CPUs cover a
broad spectrum of real-world RISC-V designs. Rocket and
two variants of BOOM, i.e., BOOM-V3 and BOOM-V4, are
Chisel-based cores from the Berkeley ecosystem. Rocket is a
mature in-order core, whereas BOOM variants provide out-
of-order execution, with BOOM-V4 introducing a refactored
load-store unit and broader support for the Zba/Zbb/Zbs exten-
sions. CVA6, maintained by the OpenHW Group, is a Linux-
capable core that is actively used in both academic research
and industrial projects. Kronos and Srv32 are RV32 CPUs
that implement a complete instruction execution pipeline. To-
gether, these CPUs differ substantially in XLEN, including
both RV32 and RV64, as well as in ISA extensions and mi-
croarchitectural complexity, demonstrating that DRVFuzz is
applicable across diverse RISC-V designs.

Figure 6 presents the three core components of DRVFuzz.
The first part is the Configuration Constructor, responsible
for parsing the RISC-V UnifiedDB and target CPU configura-
tions to construct SDModel used for data-sensitive operand



Table 1: Detailed information of target RISC-V CPUs.

CPUs Architecture Version
Rocket RV64IMAFDCB Master, 960396f
BOOM-V3 RV64IMAFDC Master, 7d1b075
BOOM-V4 RV64IMAFDCB Master, 7d1b075
CVA6 RV64IMAFDC Master, 100bb05
Kronos RV32IMC/RV32EC Master, 13678d4
Srv32 RV32IMC/RV32EMAC Master, 3081aa9

synthesis. The second part is the Testcase Generator, which
labels execution states, extracts state transitions, and employs
transition-guided fuzzing to generate instruction sequences
that explore guarded and fragile microarchitectural behaviors.
The third part is the Inconsistency Detector, which executes
generated testcases on the target CPU and a reference ISS to
detect architectural mismatches and automatically diagnose
and minimize failing testcases. Only the third part requires
minor modifications when adapting to new CPUs. The rest of
the section describes notable implementation details.

Integration with New RISC-V CPUs. The effort of adapt-
ing DRVFuzz to new RISC-V CPUs is small. When targeting
a new CPU under test, developers only need to provide a
small amount of CPU-specific information and interfaces.
First, DRVFuzz requires a trace extraction interface that ex-
poses architectural states needed for differential testing and
execution-state labeling, including committed instructions,
register updates, memory accesses, and relevant CSRs. Most
open-source RISC-V CPUs already expose such information
through commit logs, waveform signals, or RVFI-style traces,
so adaptation typically involves a lightweight wrapper that
maps existing signals into DRVFuzz’s unified trace format.
Second, DRVFuzz relies on the target CPU’s existing simula-
tion or testbench infrastructure to execute generated testcases,
which can usually be reused directly without modification. In
addition, to support a new CPU, DRVFuzz requires users to
provide a CPU configuration description that specifies sup-
ported ISA extensions, XLEN, privilege modes, and memory
layout; this description is used to parameterize the Sensitive
Data Model and does not require any code changes. All other
components of DRVFuzz can be reused without modification.

6 Evaluation

In this section, we evaluated DRVFuzz to answer the following
three research questions:

• RQ1: Is DRVFuzz effective in detecting vulnerabilities in
the real-world RISC-V CPUs?

• RQ2: Can DRVFuzz achieve higher microarchitectural cov-
erage compared to state-of-the-art methods?

• RQ3: How do the SDModel and Transition-Guided Fuzzing
contribute to the effectiveness of DRVFuzz?

DRVFuzz Components

Transition-Guided Fuzzer

Execution State Labeler

Transition Extractor

RISC-V UnifiedDB Parser

CPU Configuration Parser

Sensitive Data Model

Configuration Constructor Testcase Generator

Trace Analyzer Bug Diagnoser Bug Reproducer

Inconsistency Detector

Target RISC-V CPUs
Rocket CVA6 BOOM Kronos Srv32

Figure 6: Core components of DRVFuzz implementation, con-
tains three key parts: Configuration Constructor, Testcase
Generator, and Inconsistency Detector.

6.1 Experiment setup

Subject. We evaluated DRVFuzz on six widely used RISC-V
CPUs, as shown in Table 1. The selection of CPUs was guided
by two considerations: (1) the chosen designs are representa-
tive, commonly adopted RISC-V cores in real deployments,
allowing us to assess whether DRVFuzz can expose bugs with
practical impact; and (2) the set intentionally spans diverse
ISA profiles and microarchitectural styles (e.g., RV32/RV64
and multiple extension combinations), enabling a comprehen-
sive evaluation of DRVFuzz across different pipeline organi-
zations and implementation choices. Appendix A summarizes
the supported RISC-V instruction extensions, covering ma-
jor instruction categories from arithmetic and floating-point
operations to privilege-state management.
Compared Tools. We compared DRVFuzz with two state-of-
the-art hardware fuzzers: Cascade [47] and DiveFuzz [23].
Cascade represents a leading approach which constructs in-
tricate instruction streams with entangled data flow and con-
trol. DiveFuzz focuses on feedback mechanism, which en-
hances fuzzing granularity via diverse register writeback be-
haviors. These two tools serve as robust baselines for evaluat-
ing DRVFuzz against established standards in both instruction
sequence complexity and feedback-driven guidance.
Metrics and Settings. We evaluated each tool using three
metrics: (1) the number of unique bugs detected, (2) microar-
chitectural coverage of the target CPUs, and (3) the average
time speed-up for bug localization. These metrics are widely
adopted in prior hardware fuzzing studies [8,22,47]. All tools
were executed in the same environment on a machine with an
Intel(R) Core(TM) i9-10900 CPU @ 2.80GHz, 32 GiB DDR4
memory, running x86_64 Ubuntu Linux 20.04. We tested all
RISC-V CPUs with their default configuration parameters.
Each experiment was repeated 10 times under identical con-
ditions, and we report the averaged results.



Table 2: 22 new bugs detected by DRVFuzz within 24 hours. DRVFuzz discovered all 22 bugs across six RISC-V CPU
implementations, while other tools detect no more than 4.

# Platform Bug Type The Root Cause Analysis CVE

1 BOOM-V3 Decoding Error fcvt.l.s does not raise illegal instruction exception for dyn rounding mode when frm is invalid. CVE-2025-70451
2 BOOM-V3 Misprediction Frontend prediction incorrectly redirects PC to an invalid address, corrupting mepc and causing a trap loop. CVE-2025-70436
3 BOOM-V3 Exception Logic mtval is not updated with instruction encoding on illegal instruction exceptions. CVE-2025-70450
4 BOOM-V4 Misprediction Frontend prediction incorrectly redirects PC to an invalid address, corrupting mepc and causing a trap loop. CVE-2025-70483
5 BOOM-V4 Atomicity Violation LSU fails to suppress misaligned sd side-effects after an address exception, causing post-trap trace leakage. CVE-2025-70441
6 Rocket Data Misattribute Tracer incorrectly attributes the writeback of divw to the trapping flw instruction. CVE-2025-70442
7 Rocket Data Misattribute Tracer logs the remuw writeback under the PC of the trapping instruction fld. CVE-2025-70484
8 Rocket Privilege Violation Rocket fails to check CSR legality for mtval2 and allows csrrs to execute without raising an exception. CVE-2025-70443
9 CVA6 FPU Flag CVA6 incorrectly treats normal finite operands as invalid, causing the NV flag to be set. CVE-2025-70444
10 CVA6 FPU NaN Logic fltq.* instructions bypass NaN handling and fall back to raw integer comparison. CVE-2025-70495
11 CVA6 FPU NaN Logic CVA6 incorrectly treats quiet NaNs operands as signaling NaNs in fltq.h, causing the NV flag to be set. CVE-2025-70494
12 CVA6 FPU Arithmetic fleq.s and fleq.d instructions incorrectly evaluate equal values as unequal instead of returning true. CVE-2025-70487
13 CVA6 ISA Compliance CVA6 does not enforce NaN-boxing for fsqrt.s, and directly uses the lower 32 bits for calculation. CVE-2025-70487
14 Kronos Privilege Violation Kronos allows csrrwi to access the unsupported H-extension CSR mtval2 without raising an exception. CVE-2025-70452
15 Kronos Privilege Violation Kronos allows csrrs to access performance counters instead of raising an illegal instruction exception. CVE-2025-70488
16 Kronos Privilege Violation Kronos does not raise illegal instruction on csrrs writes to read-only Machine CSRs. CVE-2025-70454
17 Srv32 Privilege Violation Srv32 allows csrrsi to write the read-only cycle CSR and fails to raise an illegal instruction exception. CVE-2025-70856
18 Srv32 Privilege Violation Srv32 allows csrrc to write the read-only instret CSR and fails to raise an illegal instruction exception. CVE-2025-70445
19 Srv32 Privilege Violation Srv32 treats csrrci as a write operation when uimm = 0, so a legal read of time is incorrectly trapped. CVE-2025-70485
20 Srv32 Privilege Violation Srv32 allows csrrs to write read-only Machine-mode CSRs without raising an illegal instruction exception. CVE-2025-70857
21 Srv32 Wiring Error The .raddr port is misconnected to imem_addr_i instead of imem_raddr_i, breaking the build process. –
22 Srv32 Config Error coverage is misspelled as coverate, so this option is not passed to Verilator, disabling instrumentation. –

6.2 Bugs in Real-World RISC-V CPUs

We evaluated the bug detection effectiveness of DRVFuzz by
applying it to six widely-used RISC-V CPUs: BOOM-V3,
BOOM-V4, Rocket, CVA6, Kronos, and Srv32. For a com-
prehensive comparison, we also executed two state-of-the-art
hardware fuzzers, Cascade [47] and DiveFuzz [23], under the
same configurations. Each tool was granted a 24-hour testing
budget per CPU. In total, DRVFuzz successfully uncovered 22
previously unknown bugs across the target cores, including
3 in BOOM-V3, 2 in BOOM-V4, 3 in Rocket, 5 in CVA6,
3 in Kronos, and 6 in Srv32. All discovered bugs have been
reported to and confirmed by the respective open-source main-
tainers. The detailed information and root cause analysis on
these new bugs is presented in Table 2.

As shown in Table 2, the detected bugs span a wide range of
data-sensitive execution behaviors across six RISC-V CPUs.
A large portion of the bugs (13 out of 22) are related to incor-
rect handling of data-dependent instruction semantics, such
as FPU arithmetic and NaN processing errors (#9– #13), de-
coding and exception metadata propagation issues (#1, #3),
and mispredicted control-flow interactions that corrupt data-
bearing CSRs such as mepc (#2, #4). These failures indicate
that instruction behavior is highly sensitive to operand values,
rounding modes, and intermediate data representations, and
that subtle data-dependent corner cases are often overlooked
by existing fuzzing approaches. Eight bugs (#8, #14–#20) are
caused by privilege violations in CSR access and update logic,
where illegal or read-only CSRs are incorrectly accessed or
modified depending on instruction operands or immediate
values. Such violations demonstrate that data-dependent CSR
semantics are not consistently enforced across different im-

plementations. Bugs #21 and #22 are configuration-related
issues, which were surfaced during necessary fuzzing steps
when generating the simulator model and enabling coverage
support. The remaining bugs (#5–#7) stem from data propaga-
tion, including pipeline leakage after exceptions and incorrect
attribution of writeback data to trapping instructions. These
bugs further show that incorrect data flow across pipeline
stages or tooling configurations can silently undermine both
correctness and observability.

Security impact of bugs. Excluding the configuration is-
sues (#21 and #22), the remaining 20 CVE-assigned bugs
expose four categories of security impact. First, control- and
trap-state corruption bugs (#2 and #4) can poison privileged
trap state such as mepc, causing trap return to repeatedly re-
sume from an invalid target and leading to denial-of-service.
Second, the precise-exception violation in #5 breaks fault
atomicity by making a faulting store appear commit-visible
before trap delivery, which can undermine exception recov-
ery. Third, privilege- and CSR-isolation violations (#8 and
#14–#20) allow illegal or read-only CSRs to be accessed or
modified without the required exception, weakening architec-
tural protection guarantees. Finally, FPU- and ISA-semantic
violations (#1, #3, #6, #7, and #9–#13) can corrupt floating-
point results, exception metadata, or trace attribution, poten-
tially affecting control decisions and numerical correctness
in security-sensitive workloads. Overall, these impacts show
that the detected bugs are not merely functional mismatches;
they can compromise availability, privilege isolation, precise
exception handling, and architectural correctness.

Comparison with Existing Fuzzers: In our 24-hour ex-
periments, Cascade and DiveFuzz identified only 3 (Bug #3,



Table 3: Bugs found by DRVFuzz and other state-of-the-art
methods. Existing hardware fuzzers detect no more than 4
bugs, while DRVFuzz detects all 22 bugs.

Tools Bug Number Bugs ID #

DRVFuzz 22 #1 – #22
DiveFuzz 4 #3, #9, #21, #22
Cascade 3 #3, #21, #22

#21, #22) and 4 bugs (Bug #3, #9, #21, #22), respectively.
As shown in Table 3, they failed to uncover the remaining
18 bugs (e.g., Bug #1, #16, and #20) mainly because these
bugs reside in data-dependent microarchitectural logic that is
triggered only under specific operand values and semantic stat
es. Many missed cases involve subtle floating-point corner
semantics (e.g., NaN handling, rounding-mode constraints) or
operand-sensitive privilege/CSR behaviors, where incorrect
checks or updates manifest only for particular immediates
or CSR encodings. However, existing tools are largely data-
agnostic: they emphasize instruction-sequence diversity but
generate operands as incidental random bit-patterns, making
it unlikely to activate such value-specific conditions. In con-
trast, DRVFuzz leverages SDModel to synthesize semantically
meaningful operands and employs Transition-Guided Fuzzing
to systematically explore interactions across sensitive-data
states. Together, these two components enable DRVFuzz to
uncover all 22 new bugs within 24 hours, demonstrating ad-
vantages in detecting data-sensitive hardware bugs, which
adequately answers RQ1. Compared with other state-of-the-
art CPU fuzzing technologies, DRVFuzz found all bugs that
other methods found.

6.2.1 Case Study

We now present a representative case to illustrate the security
severity of the vulnerabilities detected by DRVFuzz, and how
DRVFuzz found them.

This case corresponds to Bug #2 and #4 in Table 2. We
found that, in both the BOOM-V3 and BOOM-V4, a BTB
(Branch Target Buffer) misprediction can become architec-
turally visible after two back-to-back exceptions: an initial
load page fault followed by an illegal-instruction fault. In this
situation, BOOM may redirect the fetch PC to an invalid BTB
target, and the subsequent instruction-side trap records this
mispredicted PC in mepc, causing mret to resume from an
incorrect address.

Figure 7 shows a minimized reproducer. The testcase first
installs a machine-mode trap handler (mtvec), then switches
to S-mode with Sv39 enabled (line 6). It intentionally loads
from an unmapped virtual address to trigger a load page fault
(line 10). Immediately after returning, it executes fround.s,
which triggers an illegal-instruction fault in the BOOM (line
12). After this pair of consecutive exceptions, the frontend of

1 # mepc becomes the speculative BTB target.
2 la t0, trap_handler
3 csrw mtvec , t0
4 start:
5 # in S-mode with Sv39 enabled
6 jal ra, switch_to_s_mode
7 # unmapped virtual memory
8 lui a1, 0x40000000
9 # load page fault

10 c.ld a2, 0(a1)
11 # illegal instruction fault in BOOM
12 fround.s f17, f16, dyn
13 # Mispredict to 0xfffffffec8e7b600
14 fsub.s f16, f16, f17, rtz
15 trap_handler:
16 # Invalid PC addr 0xfffffffec8e7b600
17 csrr t1, mepc
18 addi t1, t1, 4
19 csrw mepc , t1
20 mret

Figure 7: Simplified instruction sequence for case study.
After an initial load page fault (c.ld) and an invalid instruc-
tion falult fround.s, a wrong BTB prediction redirects the
fetch PC to an invalid target (0xfffffffec8e7b600), where
instruction fetch raises an instruction-side fault. mepc is cor-
rupted by this poisoned PC, leading to a denial-of-service via
repeated traps.

BOOM consults the BTB and is redirected to a mispredicted
target (0xfffffffec8e7b600) instead of the architectural
fall-through. The core then fetches from this invalid address
and raises an instruction page fault, transferring control to
trap_handler. Critically, the handler observes mepc point-
ing to the poisoned BTB target rather than the correct next PC
in program order (line 17). With a common recovery pattern
that advances mepc (e.g., mepc+=4), mret repeatedly returns
to an incorrect address and re-enters the trap handler, result-
ing in a trap loop. The root cause is a squash-synchronization
bug between the BTB and the exception-flush pipeline. When
exceptions occur back-to-back, the execution latency allows
a stale BTB target to bypass internal suppression and survive
recovery, erroneously driving the next instruction fetch.

Security impact. This bug breaks the architectural guar-
antee that trap state is derived from the committed control
flow. By poisoning mepc with a BTB-generated target, BOOM
allows a microarchitectural prediction error to corrupt privi-
leged architectural state, leading to reliable denial-of-service
via repeated traps. Because privileged software relies on mepc
for fault attribution and recovery, a poisoned mepc can mis-
lead trap-handling logic and trigger incorrect recovery actions.
More broadly, this bug provides a primitive for undermining
control-flow integrity: If an adversary trains the BTB to target
a valid executable address, mret would resume execution at
an unintended location, effectively bypassing security isola-
tion and hijacking the privileged control flow.
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Figure 8: Comparison of the coverage of branch and toggle for DRVFuzz, DiveFuzz, and Cascade over time. DRVFuzz consistently
achieves the highest coverage on six RISC-V CPUs.

How DRVFuzz exposes this bug. The manifestation of
this bug requires satisfying coupled data-sensitive constraints.
Specifically, it is triggered when a page fault is immedi-
ately chained with an illegal-instruction trap, which reliably
drives BOOM into the narrow recovery window where a
stale BTB target can pollute mepc. Such a condition is dif-
ficult to reach through generic random operand generation,
because it requires not only sensitive operand values, such
as an unmapped virtual address, but also a fragile sequence
of exception-triggering instructions. Given that Cascade and
DiveFuzz lack explicit data-sensitive guidance, producing a
single required sensitive operand is largely incidental, mak-
ing such coupled conditions unlikely reachable. In contrast,
DRVFuzz leverages SDModel to explicitly synthesize tailored
operands for satisfying sensitive constraints, e.g., page faults,
while employing transition-guided fuzzing to identify and
prioritize the rare transitions. This enables DRVFuzz to effec-
tively and continuously explore fragile execution states and
trigger latent bugs hidden in data-sensitive paths.

6.3 Microarchitectural Coverage

To evaluate DRVFuzz’s performance in terms of coverage,
we compared Cascade, DiveFuzz, with DRVFuzz using com-
monly used coverage metrics across six RISC-V CPU imple-
mentations: (1) Branch coverage measures how many RTL
control-flow branches (e.g., if/else and case outcomes) are
exercised, reflecting the diversity of explored control paths.
(2) Toggle coverage measures how many signal bits toggle,
reflecting the activation of internal datapath and state logic. To
track the trends of coverage growth, we record both the branch
coverage and toggle coverage every minute over 24 hours,

as shown in Figure 8. For Kronos and Srv32, which feature
smaller design scales and exhibit rapid saturation, we truncate
their plotted statistics to the first 30 minutes for clarity.

According to Figure 8, these figures indicate that all three
fuzzers exhibit rapid coverage growth in the early phase across
all six RISC-V CPUs, especially within the first 1–2 hours,
where easily reachable control paths and datapath activities
are quickly exercised. However, Cascade saturates early on
most CPUs, showing little coverage improvement after the
initial phase, while DiveFuzz achieves moderate gains but
gradually converges after several hours. In contrast, DRV-
Fuzz consistently achieves higher branch and toggle coverage
across all evaluated CPUs. Although the coverage advantage
of DRVFuzz is relatively small in the very early stage, it con-
tinues to explore new microarchitectural states over time and
steadily widens the coverage gap compared to the other tools.
This trend is particularly evident on more complex out-of-
order designs such as BOOM-V3, BOOM-V4, Rocket, and
CVA6, where DRVFuzz maintains sustained coverage growth
even after other fuzzers have plateaued. For smaller cores
such as Kronos and Srv32, all tools converge faster due to
the limited microarchitectural complexity. Nevertheless, DRV-
Fuzz still achieves the highest final branch and toggle cover-
age, indicating its effectiveness even under constrained state
spaces. Overall, these results demonstrate that DRVFuzz ex-
plores a broader set of control-flow paths and internal datapath
activities, leading to consistently higher microarchitectural
coverage across diverse RISC-V implementations.

To validate that transition-guided fuzzing indeed drives
execution into more diverse data-sensitive behaviors, we also
measure the number of unique transitions exercised by each
fuzzer. Recall that a transition τk = (σk → σk+1) connects



Table 4: Average unique transitions per 1000 instructions.
DRVFuzz outperforms all baselines across six RISC-V CPUs.

Tools DiveFuzz Cascade DRVFuzz
Improvement

vs DiveFuzz vs Cascade

BOOM-V3 247 151 341 38.1%↑ 125.8%↑
BOOM-V4 254 147 350 37.8%↑ 138.1%↑
Rocket 246 172 352 43.1%↑ 104.7%↑
CVA6 248 124 348 40.3%↑ 180.6%↑
Kronos 159 75 226 42.1%↑ 201.3%↑
Srv32 245 115 349 42.4%↑ 203.5%↑

two consecutive execution states σ = ⟨op,S⟩, where S is
the set of satisfied SDModel predicates. We count unique
transitions τk, and two transitions are considered duplicates iff
they share the same source and destination opcodes and the
same SDModel predicate sets, i.e., (opk,Sk)→(opk+1,Sk+1);
otherwise they are distinct. The average unique transitions
per 1000 instructions for each tool on six RISC-V CPUs are
shown in Table 4.

Overall, DRVFuzz consistently triggers the largest num-
ber of unique transitions across all targets, indicating that
transition-guided fuzzing effectively drives execution to tra-
verse a broader spectrum of data-sensitive behaviors. Com-
pared with DiveFuzz, DRVFuzz achieves a stable improve-
ment of 37.8%–43.1% on BOOM-V3/V4, Rocket, and CVA6,
and similarly improves by 42.1% on Kronos and 42.4%
on Srv32. The gap is even more pronounced when com-
pared with Cascade, where DRVFuzz triggers 104.7%–203.5%
more unique transitions, suggesting that Cascade tends to re-
visit similar state transitions due to its largely data-agnostic
operand generation. These results demonstrate that explic-
itly modeling sensitive-data predicates and prioritizing unex-
plored τk helps DRVFuzz escape transition saturation and
effectively explore many more transitions among diverse
data-sensitive behaviors, which is essential for exposing data-
dependent microarchitectural corner cases and detecting hid-
den bugs. These results adequately answer RQ2.

6.4 Ablation Study

To evaluate the specific contributions of the SDModel and the
Transition-Guided Fuzzing strategy, we conducted an abla-
tion study comparing three variants of our tool: (1) DRVFuzz,
the full version with both the SDModel and transition-guided
fuzzing enabled; (2) DRVFuzzm− , a baseline that disables
the SDModel and instead generates operands using purely
random bit-patterns; (3) DRVFuzzg− , a variant that retains
the SDModel but replaces the transition-guided strategy, in-
stead randomly mutating the instruction sequences identified
by SDModel. and (4) DRVFuzzmode, a mode-guided variant
that retains the SDModel but prioritizes seeds based only on
previously unseen data-sensitive modes, without considering
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Figure 9: Number of bugs detected by DRVFuzz, DRVFuzzg−

disabled transition-guided fuzzing, DRVFuzzm− disabled SD-
Model over time, and DRVFuzzmode using data-sensitive
modes instead of transitions.

transitions across consecutive instructions. We measured the
number of bugs detected by each variant over a 24-hour testing
period on the six RISC-V CPUs. In addition, we recorded the
detection time for each identified bug, as shown in Figure 9.

With the support of the SDModel and transition-guided
fuzzing, DRVFuzz detects all 22 bugs within 24 hours. In
contrast, DRVFuzzm− detects only 8 bugs, DRVFuzzg− de-
tects 15 bugs, and DRVFuzzmode detects 18 bugs. The 7 bugs
missed by both DRVFuzzm− and DRVFuzzg− (e.g., Bug #2
and #4, detailed in the case study) are triggered only when
(i) operands satisfy specific data-sensitive constraints and
(ii) execution reaches particular transitions between data-
sensitive modes; such conditions are unlikely to be activated
by purely random operand generation or unguided explo-
ration. Compared with DRVFuzzmode, DRVFuzz further de-
tects 4 additional bugs. This shows that reaching individ-
ual data-sensitive modes is insufficient for some bugs, be-
cause transition-guided fuzzing captures ordered interactions
across consecutive modes, which are critical for triggering
fragile multi-instruction behaviors. As shown in Figure 9,
DRVFuzz also detects bugs more efficiently, averaging 43
min per bug. This discovery speed is 2.80× faster than DRV-
Fuzzm− (120 min), 1.27× faster than DRVFuzzg− (55 min),
and 1.16× faster than DRVFuzzmode (50 min). Overall, these
results confirm the contribution of both components. Com-
pared to DRVFuzzm− , DRVFuzz demonstrates that the SD-
Model improves both the number of bugs found and the dis-
covery speed. Compared to DRVFuzzg− , the transition-guided
strategy further boosts these two metrics by effectively ex-
ploring transitions across execution states. More importantly,
compared to DRVFuzzmode, DRVFuzz shows that transition-
guided fuzzing provides stronger guidance than mode-based
feedback by preserving the ordering relation between consec-
utive data-sensitive modes. Together, they provide a compre-
hensive answer to RQ3.



7 Discussion

Scope and Extensibility of SDModel. While SDModel en-
ables DRVFuzz to effectively exercise data-sensitive paths, it
is not a complete semantic specification of all data-dependent
behaviors in RISC-V CPUs. First, SDModel focuses on
ISA-defined sensitive conditions, such as boundary values
and exception triggers. It does not codify core-specific in-
ternal policies that are not defined by the ISA, e.g., pre-
dictor update, replacement heuristics, and implementation-
dependent fast paths. However, SDModel can be extended
with microarchitecture-aware predicates and operand tem-
plates. For example, to more directly stress predictor-related
behaviors, predicates can encode targeted BTB training pat-
terns (e.g., saturating or aliasing predictor entries) before a
fault/return sequence, and templates synthesize the corre-
sponding branch streams and fault triggers. Because these
extensions reuse the same predicate-template interface, they
integrate seamlessly with transition-guided fuzzing.

Second, SDModel currently supports a broad set of RISC-
V extensions on both RV32 and RV64, e.g., I/M/F/D/C, Zicsr,
Zifencei, Zfh, Zaamo, Zalrsc, covering the majority of se-
mantics of real-world RISC-V CPUs (integer/floating-point
arithmetic, atomic operations, bit manipulation, compressed
encodings, and privilege control flows). However, certain ex-
tensions, such as the V(Vector) and K(Cryptography) exten-
sions, are not yet fully integrated into the SDModel. Inte-
grating these extensions necessitates hierarchically codifying
their unique semantics into predicates and operand synthesis
templates. For example, this involves modeling predicates for
element-wise boundary conditions and mask-register depen-
dencies for the vector extension. We plan to support these
extensions in our future work.

More Bug Types Support. DRVFuzz currently uses ISA-
level differential testing, which is effective for functional,
CSR/privilege, and exception-handling bugs, but it may miss
issues that are architecturally silent, such as side-channel ef-
fects. A straightforward extension for DRVFuzz is to add
complementary oracles: (1) Side-effect checks (cache foot-
prints, squash windows, privilege-check dominance) to cap-
ture transient behaviors, and (2) Trace-consistency checks to
validate precise-exception ordering and trap CSR integrity
(mepc/mtval/mcause) against committed control flow. De-
signing scalable detectors that make these checks practical
and precise can be explored in future research.

8 Related Work

Mutation-guided CPU Fuzzing. To explore the CPU bug
space efficiently, prior works employ mutation-guided fuzzing
driven by hardware-specific coverage. Early tools like DIFUZ-
ZRTL [27] track register-state and control-signal coverage,
while RFUZZ [34] and TheHuzz [31] focus on structural
signals such as multiplexer switching. Recent works have

introduced more sophisticated feedback metrics. Whisper-
Fuzz [7] targets timing channels by incorporating execution
latency and state-transition coverage Geier [18] employs dif-
ferential analysis across parallel executions to capture subtle
microarchitectural leakage signals. Trippel [51] applies tra-
ditional software coverage metrics, such as basic-block and
path coverage, to drive hardware testing. DiveFuzz [23] en-
hances feedback granularity by incentivizing diverse instruc-
tion writeback behaviors. However, these coverage metrics
are data-agnostic. By prioritizing structural or control-flow
coverage over operand semantics, they remain insensitive to
microarchitectural behaviors that are only activated under
specific data-dependent conditions.

Generation-based CPU Fuzzing. Beyond mutation, re-
search has evolved toward generating structured test pro-
grams to improve reachability and instruction interaction. Cas-
cade [47] entangles data and control flow to ensure instruction
reachability at a program-level granularity. RISCover [50]
performs post-silicon differential fuzzing by generating and
executing unprivileged RISC-V instruction sequences to iden-
tify user-exploitable architectural vulnerabilities. To explore
deep architectural states, HyPFuzz [12] and SymbFuzz [37]
integrate formal verification and symbolic execution to solve
complex path constraints. More recently, ChatFuzz [42] and
GenHuzz [52] leverage Large Language Models (LLMs) to
synthesize semantically rich instruction sequences. However,
they primarily focus on instruction-level reachability rather
than the data-sensitivity inherent in the ISA. Consequently,
they often fail to exercise data-dependent execution paths.

Main Difference. Different from the above work, DRVFuzz
focuses on detecting latent bugs that manifest under fragile
execution conditions and depend on tailored operand values.
To this end, DRVFuzz introduces a SDModel that explicitly
models data-sensitive semantics across heterogeneous ISA
classes, capturing boundary values and exception triggers
under relevant architectural contexts, e.g., privilege, rounding,
and alignment constraints. To effectively and continuously
explore data-dependent microarchitectural paths, DRVFuzz
employs transition-guided fuzzing that uses the SDModel
to label execution states and prioritizes testcases inducing
previously unseen state transitions.

9 Conclusion

In this paper, we present DRVFuzz, a data-sensitive fuzzing
framework for detecting RISC-V CPU bugs that manifest
under guarded microarchitectural states. DRVFuzz first intro-
duce SDModel to explicitly synthesize tailored operands, and
then employs transition-guided fuzzing to steer exploration
into data-sensitive paths. We evaluated DRVFuzz on six RISC-
V CPUs, and it successfully found 22 previously unknown
bugs (19 new CVEs). Our coverage experiments further show
that DRVFuzz consistently achieves higher microarchitectural
coverage than state-of-the-art fuzzers.
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A Instruction Categories

The instruction categories in DRVFuzz are dynamically de-
rived from the RISC-V UnifiedDB [15] opcode metadata.
This approach ensures that DRVFuzz remains synchronized
with the evolving RISC-V ecosystem, maintaining a com-
prehensive alignment with the latest ISA specifications and
extensions. Specifically, the supported instruction categories
are organized as follows:
• Base and Integer Arithmetic: Includes the base integer

set (I) and its 64-bit variants. It covers standard ALU oper-
ations, multiplications and divisions (M), and atomic mem-
ory operations (A) for both 32-bit and 64-bit architectures.

• Bit-Manipulation Extensions: Full support for the Zba,
Zbb, Zbc, and Zbs extensions, which are essential for mod-
ern high-performance computational workloads.

• Floating-Point Suites: Comprehensive coverage of single-
precision (F), double-precision (D), and quad-precision (Q)
floating-point instructions, as well as Zfa extension for ad-
vanced floating-point operations.

• Control Flow and Memory: Includes direct jumps (JAL),
indirect jumps (JALR), conditional branches (BRANCH),
compressed instructions (C), and cache-block management
extensions, including Zicbom, Zicboz, and Zicbop.

• System and Privilege States: This category encompasses
instructions for managing deep architectural states, in-
cluding reading and writing Control and Status Registers
(Zicsr), executing transitions between Machine, Supervi-
sor, and User modes (PPFSM, DWNPRV), and handling
complex trap logic such as exception delegation (MEDE-
LEG), trap vectoring (TVECFSM), and privilege preserva-
tion (EPCFSM).

• Synchronization and Fences: DRVFuzz supports rigorous
testing of memory ordering and instruction-stream synchro-
nization via Zifencei and standard FENCE instructions.
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