Configuration-Sensitive Linux Kernel Fuzzing

Yuheng Shen Jianzhong Liu Yuhan Chen
KLISS, BNRist, School of Software, School of Computer Science, School of Electronic Information,
Tsinghua University Shandong University Central South University
Beijing, China Qingdao, China Changsha, China
syh1308@gmail.com livjianzhong@sdu.edu.cn Chenyuhan@csu.edu.cn
Yifei Chu Qiang Zhang Guoyu Yin
KLISS, BNRist, School of Software, College of Computer Science, School of Electronic Information,
Tsinghua University Hunan University Central SouthHunan University

Beijing, China
chuyf24@mails.tsinghua.edu.cn

Heyuan Shi
School of Electronic Information,
Central South University
Changsha, China
hey.shi@foxmail.com

Abstract

Fuzzing operating system kernels to discover deep and complex
bugs is difficult to accomplish, as kernels reside between hardware
and user applications, exposing a variety of input vectors that af-
fect their internal state. Previous approaches mainly use a kernel’s
system call interface to deliver test payloads into the kernel, but
reaching states and triggering bugs also require collaborative ef-
forts from other input vectors, such as runtime parameters. Kernel
runtime parameters greatly affect the execution behavior of the
kernel under test, as they alter internal execution flows and thus
require kernel fuzzers to manipulate them in conjunction with in-
voking system calls to effectively root out bugs. In this paper, we
present CSGO, a kernel fuzzer that discovers more in-depth bugs
through fuzzing kernel runtime parameters in conjunction with
system calls. CSGO’s approach is achieved through the following
designs. First, CSGO generates valid test case generation syntax for
kernel configurations by extracting available parameters exposed
by the kernel. Then, for the extracted parameters, CSGO statically
deduces relations between the configurations and kernel system
calls for initial generation guidance. Finally, during fuzzing, CSGO
dynamically refines the relations between the configurations and
system calls by interpreting execution feedback. We implemented
CSGO and evaluated its approach on recent versions of the Linux
kernel. Our results show that CSGO achieves an average of 21%
improvement in overall coverage compared with existing state-of-
the-art kernel fuzzers and triggers 22 previously unknown bugs,
with 8 fixed by kernel maintainers.
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1 Introduction

The Linux kernel is important in modern infrastructure. Linux is
widely utilized across a range of platforms, from servers to embed-
ded devices, underscoring its importance within the software stack.
Given its critical role, the correctness and reliability of the kernel
are paramount, as any defects could lead to severe consequences,
such as system failures and potentially life-threatening situations.
However, the extensive and complex nature of the kernel codebase
presents significant challenges to maintaining a bug-free system.
For instance, Linux 6.13 includes over 27.9 million lines of code,
making it difficult to review and check the code manually.

Fuzz testing, also known as fuzzing [3, 16, 21], is an automated
testing technique for finding bugs. Over the past decade, building
an effective kernel fuzzer has been a topic of interest in the re-
search community. Many existing fuzzers [20, 29] have been in-
corporated into the kernel’s CI/CD pipeline to ensure the kernel’s
quality. Current kernel fuzzers usually use system call descriptions,
also known as Syzlang [30], as test input, by choosing random sys-
tem calls and their arguments to generate test cases. Then, fuzzers
use code coverage to determine whether the test case triggers new
code paths in the kernel and give those inputs higher priority for
further testing. State-of-the-art kernel fuzzers such as Syzkaller [29]
and Moonshine [20] have found many bugs in the kernel and have
been widely used in the kernel community.

While current fuzzers are effective in identifying many vulner-
abilities in the kernel, their focus is mostly on system call-based
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methods. However, this pure system call-based fuzzing approach
restricts their testing to a kernel’s dynamic configurations, lim-
iting their testing capabilities to a confined attack surface. Con-
sequently, these fuzzers may fail to detect bugs that are deeply
embedded within the kernel’s logic, manifesting only under spe-
cific and sophisticated runtime conditions. For instance, certain
kernel bugs may only appear when specific dynamic configura-
tions (runtime-adjustable settings exposed via sysfs or /proc/sys
that change subsystem behavior without reboot) are set to unusual
values or when particular subsystems are activated. Under normal
circumstances, these conditions might not be met during routine
fuzzing sessions, allowing potential vulnerabilities to remain un-
detected. As a result, the kernel contains latent bugs that emerge
only under certain runtime conditions.

Specifically, apart from system calls, the kernel offers an exten-
sive range of dynamic configurations. In our initial analysis, we dis-
covered around 2,300+ dynamic configurations for Linux 6.1 that
can affect the execution of the kernel. These configurations en-
compass functionalities from network-related settings (e.g., TCP
settings) and security directives (e.g., toggles for SELinux or Ap-
pArmor) to scheduler configurations and device-specific attributes.
Even simple modifications to a single parameter can alter the ker-
nel’s execution paths, thereby changing the overall kernel state
space. Take the dynamic configuration tcp_syncookies as an ex-
ample, as shown in Figure 1. Under the same system workload, by
default, the execution path is A to C. However, when we change
the parameter value to 2, the execution path changes from A to
B to C. Therefore, toggling this configuration can change the ker-
nel’s behavior. Despite the potential impact of these thousands of
configurations, they are often overlooked or entirely ignored in
typical fuzzing campaigns. By not adjusting for how these configu-
rations can transform kernel behavior, fuzz testing tools miss valu-
able opportunities to detect bugs in the kernel under a diverse set
of real-world conditions. Therefore, incorporating these dynamic
configurations into the fuzzing workflow can help uncover hidden
issues that purely system call-driven testing may never encounter.

net /ipva / tep_input.c LT T]
if (isn) {
__this_cpu_write(tcp_tw_isn, @); d>
syncookies = net-> A
ipv4.sysctl_tcp_syncookies; echo 2 > /proc/.../tcp_syncookies
if (syncookies == 2 || ...){ B
' c
¥

Figure 1: A Code example shows the impact of configuration
on the execution path. When tcp_syncookies is set to 2, the
execution path changes from A->C to A->B->C.

In the kernel domain, there are two types of configuration: static
and dynamic configurations. Static configurations are set via Kcon-
fig at compile time and determine whether entire kernel subsys-
tems or features are included, they are fixed post-boot. In contrast,
dynamic configurations are mutable at runtime and influence ker-
nel behavior based on current system state. As such, static and
dynamic configurations expose orthogonal regions of the kernel
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state space, the former controls structural presence, while the lat-
ter shapes runtime execution. Prior works have mainly addressed
configuration-related bugs from a static configuration perspective.
For example, Configfix [10] resolves compile-time conflicts using
SAT-based reasoning, while Abal [1] found that most such miscon-
figurations can lead to kernel errors. For dynamic configuration,
recent works like KeenTune [32] use dynamic configurations for
performance tuning, they do not explore fault-triggering behav-
iors. Our work aims to test the Linux’s dynamic configurations
alongside system calls, uncovering bugs that depend on runtime-
specific conditions unreachable by static configuration fuzzers.

To effectively leverage the kernel’s dynamic configuration to as-
sist fuzzers in rooting out bugs, we need to address the following
challenges: 1. Generate valid configuration payloads. The first
challenge is to generate valid dynamic configuration payloads. In
detail, dynamic configurations are often exposed via files within
the virtual file system, such as /proc/sys and /sys. However,
such files are scattered across these directories and are not well-
organized or documented, making them difficult to identify and ex-
tract. Furthermore, once extracted, it is challenging to identify the
values for each configuration, as these values are often diverse with
different types, such as integer and string. However, the configura-
tion files are often not well-formatted, and related documentation
is lacking, which complicates the identification and understanding
of these values and settings. To generate valid configuration pay-
loads, we need to extract the configuration parameters from the
kernel and understand the valid range of values for them.

2. Identify the relation between configuration and system
calls. Once we have the valid configuration payloads, the next chal-
lenge is to understand the relation between configurations and the
system calls. In detail, the kernel has thousands of configurations
and system calls, i.e., Linux 6.1 has around 2,300+ dynamic config-
urations, and Syzkaller has 1000+ system call specifications. Ran-
domly toggling configurations alongside arbitrary system call se-
quences often leads to redundant and nonsensical combinations,
wasting computing resources and failing to expose deeper kernel
bugs. For instance, tweaking a TCP congestion control setting migh
t have no observable impact on a purely filesystem-oriented sys-
tem call sequence. Without a structured method to pinpoint or
learn these configuration-system call relationships, fuzzing cam-
paigns can have poor efficiency.

In order to address the above challenges, we propose CSGO, a
configuration-sensitive kernel fuzzer that leverages dynamic ker-
nel configurations to improve fuzzing effectiveness. In detail, be-
fore the fuzzing process, CSGO first extracts the dynamic configu-
rations from the kernel, and based on each extracted configuration,
CSGO synthesizes the corresponding configuration calls, which
are special pseudo-system calls designed to modify kernel param-
eters at runtime. Then, CSGO analyzes the associations between
configuration calls and system calls using static mapping deduc-
tion and generates a relevance weighting table. During fuzzing,
based on the weighting table, CSGO generates test payloads that
combine system calls and configuration calls and feeds payloads
to the kernel. By using the dynamic mapping detection at runtime,
CSGO can further identify the runtime relation between configu-
ration calls and system calls, and CSGO can update the weighting
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table and generate more effective test payloads. This helps CSGO
to explore the kernel’s state space more effectively.

For evaluation, we demonstrate the viability of CSGO by eval-
uating the bug detection capability and achieved code coverage,
and by comparing it to three state-of-the-art kernel fuzzers on
four Linux versions, i.e., Linux 6.13, 6.12, 6.10, and 6.8. In summary,
CSGO detected 22 previously unknown bugs in the Linux kernel,
with 10 of which confirmed, 8 fixed by the kernel maintainers, and
2 are assigned with CVE IDs [18, 19]. In addition, compared with
vanilla Syzkaller and Moonshine, CSGO improves coverage by 22%,
33%, and 9% for Syzkaller, Moonshine, and Actor [9], respectively.

In summary, the contributions of this paper are as follows:

« We propose a new approach that leverages the kernel’s dy-
namic configuration during fuzzing. This allows us to test
the kernel under a diverse set of real-world conditions and
uncover hidden bugs.

» We propose CSGO, a configuration-sensitive kernel fuzzing
framework that leverages dynamic kernel configurations and
configuration-system calls relevance to enhance the overall
fuzzing performance.

« The results show that CSGO can detect 22 previously un-
known bugs in the Linux kernel, with 8 of them being fixed
by the kernel maintainers.

2 Background

In this section, we introduce the concept of dynamic configura-
tions in Linux, and provide a brief overview of kernel fuzzing.

2.1 Dynamic Configurations in Linux

The Linux kernel provides extensive support for dynamic config-
urations that can be modified at runtime via virtual file systems.
These dynamic configurations, accessible primarily through inter-
faces like sysfs and procfs, expose tunable parameters across di-
verse subsystems, including networking, memory management, se-
curity frameworks, and device-specific configurations. Unlike static
configurations set at compile time, dynamic configurations allow
real-time adjustments without requiring a system reboot, granting
system administrators and automated management tools signifi-
cant flexibility to optimize performance, adjust to varying work-
loads, and strengthen security measures dynamically.

Kernel Space

joctlq Fil Virtual Fil
System Call re irtual ke |—>|Block Device
Descriptor System
close() f

Configuration | f
(sysfs, procfs...) |

read() o + 5 ‘ o
P System Call Device File USB File USB Device
Y’ Descriptor System Driver

write()

User Space

AT

| Process

| User

Figure 2: Illustration of Linux’s dynamic configuration.

Dynamic configurations serve as an important interface within
the kernel, bridging user-space processes and kernel internals, as il-
lustrated in Figure 2. Although similar to system calls in providing
an interface for user-kernel interaction, dynamic configurations
differ fundamentally: system calls invoke specific kernel functions,
while dynamic configurations modify kernel policies, parameters,
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and internal settings that govern system-wide behavior. By alter-
ing these configurations, users gain the ability to finely tune kernel
operations to address specific requirements, resolve performance
issues, or trigger kernel behaviors unattainable by system calls
alone. For instance, adjusting memory management settings by
writing to /proc/sys/vm/swappiness directly influences swap us-
age patterns, improving memory efficiency under different work-
load scenarios. Similarly, modifying device-specific settings such
as USB power management parameters through /sys/module/usb
core/parameters/autosuspend helps optimize power consump-
tion and troubleshoot connectivity issues dynamically.

2.2 Kernel Fuzzing

Fuzz testing, also known as fuzzing, is an automatic program test-
ing technique that provides random data as input to the target
program and monitors the program’s behavior, for effects such as
crashes, hangs, or memory leaks, to detect potential bugs. Fuzzing
has been widely used to detect bugs in software [2, 8, 16, 24, 37],
and has been proven to be effective in finding bugs in the Linux
kernel. Traditional kernel fuzzing [5, 14, 23, 26, 27] usually uses
system calls as the input vector, then they use code coverage to de-
termine whether the test case triggers new code paths in the kernel,
and give those inputs higher priority for further testing. Currently,
the most famous kernel fuzzer, Syzkaller, has been integrated into
kernel’s CI/CD pipeline to ensure the kernel’s quality.

In detail, Syzkaller leverages system call descriptions, known
as Syzlang [30], to define how test payloads should be generated.
Each Syzlang file contains necessary header files, required system
resources, structures, and a set of system calls. Based on the Sy-
zlang, Syzkaller generates test payloads that simulate the kernel’s
real-world execution. During fuzzing, Syzkaller sends the gener-
ated test payloads to the target kernel. The executor running within
the target kernel then interprets the test payloads, invokes the
target system call using function pointers, and monitors the ker-
nel’s execution. After execution, Syzkaller collects feedback infor-
mation, such as code coverage and detected bugs. Based on this
feedback, Syzkaller saves those test payloads that trigger new sys-
tem behaviors, assigning them a higher weighted value for further
mutation and execution, and discards those test payloads that do
not trigger new system behaviors.

To simulate complex system behaviors that are hard to achieve
through primitive system calls alone, Syzkaller supports pseudo
system calls, which are a set of user-implemented functions that
directly run within the executor. To use the pseudo system call, the
user needs to provide the pseudo system call’s implementation and
the corresponding Syzlang description to Syzkaller, and Syzkaller
will use the provided information to generate test payloads that
can trigger the pseudo system call during fuzzing.

3 Motivation

In this work, we focus on leveraging the Linux kernel’s dynamic
configurations to synthesize payloads that enable a more effec-
tive exploration of the kernel’s state space. However, the Linux
kernel contains thousands of dynamic configurations, where ran-
domly selecting a configuration and a system call could lead to
poor testing performance. For a more concrete statistic, the Linux
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6.13 provides 450 system calls, and Syzkaller, at the time of writing,
defines 4,499 corresponding system call implementations. In addi-
tion, there are at least 3,565 dynamic configurations available in
the /proc/sys and /sys directories. Consider a typical system call
sequence usually consisting of 10 to 32 individual calls, the total
number of possible configurations and system call combinations

is around Zizzlo (Nsyscau X Nconﬁg)L, the total number would be
around 10232, where Niyscall is the total number of system call, and
Neonfig is the total number of configurations, and L is the length of
the system call sequence. Given that Syzkaller can execute around
100 system call sequences per second, it would take around 10223
years to explore the entire configuration and system call combina-
tion space. Such a huge search space makes it infeasible to explore
all possible configurations and system call combinations.

ice_service_task()
Lijce_reset_subtask()
E> Lice_do_reset()
L memset(&vsi->..., 0, ...)*—

Network Interface Reset Operation

echo 1 > /sys/class/net/<interface>/device/reset

Ethtool Operation
socket(AF_NETLINK, ...) = 3
setsockopt(s, ...) =0

bind(3, {sa_family=AF_NETLINK, ...) = 0 :>
getsockname(3, {sa_family=AF_NETLINK, ...) = 0
sendto(3, [{nlmsg_len=32, ...) = 32

Null Pointor Deference|

___sys_sendto()
L netlink_sendmsg()

L coalesce_prepare_data()
L ice_get_coalesce()
L ice_get_q_coalesce(vsi, ...)—

Figure 3: Illustration of CVE-2024-46770.

However, not all configuration and system call combinations are
equally important , only under certain combinations of configura-
tions and system calls would the kernel expose potential bugs; we
use CVE-2024-46770 depicted at Figure 3 as a motivating exam-
ple. In detail, this bug is located in the network module. To trig-
ger the bug, the attacker first induces a state change in the net-
work’s dynamic configuration that triggers a reset operation. Dur-
ing this process, the network interface transitions into an interme-
diate state where some internal structures are partially reset, but
the interface has not yet been globally detached from the network
core. Then, during this resting period, if another socket operation is
executed, it will access the interface’s data that is being reset. Since
the reset procedure has not been fully completed and the global
state remains inconsistent, this access can lead to a null pointer
dereference, triggering the bug. As we can see from the motivat-
ing example, to coordinate the configuration and system call, we
need to (1) choose the proper configuration with a value that can
cover the potential error state and (2) understand the relation be-
tween the configuration and the system call and generate effective
test payloads that combine configurations and system calls. Con-
cretely, to leverage the kernel’s dynamic configuration in fuzzing,
we need to address the following challenges:

Generate Valid Configuration Payloads. To effectively uti-
lize dynamic configurations in kernel fuzzing, the first challenge
is to accurately extract and generate valid dynamic configuration
payloads that can induce specific kernel behaviors. Dynamic con-
figurations in the Linux kernel are typically exposed via files within
virtual filesystems such as /proc/sys and /sys. However, identi-
fying which files contain configuration information is inherently
difficult because these files are scattered throughout various di-
rectories and often lack clear, structured documentation or consis-
tent formatting. Furthermore, configurations may possess diverse
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value types, such as integers, booleans, and strings, and each type
can have distinct semantics and constraints. Without precise knowl-
edge of the valid value ranges and expected formats for each config-
uration, fuzzers risk generating invalid payloads that fail to trigger
meaningful or interesting kernel behaviors. As we can see from the
motivating example, to trigger the bug, the user first needs to iden-
tify the corresponding network configuration that can trigger the
reset operation and have the corresponding value that can induce
the error state. Therefore, we need to accurately identify and ex-
tract this dynamic configuration in the kernel to generate a valid
configuration payload.

Perceive the Relevance Between Configurations and Sys-
tem Calls. After generating valid configuration payloads, the next
challenge is to understand the relevance between dynamic config-
urations and system calls to construct meaningful test inputs. The
Linux kernel exposes thousands of configuration parameters and
hundreds of system calls, resulting in a vast and sparse combina-
tion space. As shown in our motivating example, certain bugs only
surface when specific configurations interact with system calls in
precise sequences. Randomly combining them is inefficient and of-
ten ineffective. While static analysis could theoretically infer these
dependencies, it is largely impractical in practice. Even when lim-
ited to known registration patterns, it must resolve pointer alias-
ing, macro expansions, and deep struct nesting, often spread across
translation units and obscured by preprocessor logic. Additionally,
many configurations affect control flow only under specific run-
time conditions, such as memory pressure or socket state, which
static analysis cannot capture. Therefore, dynamic inference is es-
sential for mapping configuration and system call interactions and
enabling targeted fuzzing that reaches deeper kernel states.

4 Design

In this paper, we propose CSGO, a configuration-sensitive kernel
fuzzing framework that leverages dynamic kernel configurations
to enhance the overall fuzzing performance.

Configuration Extraction

s S s )
s X Configuration List
1L Iaml Conﬁgurz.itlon /sys/module/.../crt:0
Extraction

./}n‘oc/sys/ .../lock:1
L PTOC/5YS [ 0CR7

( Fuzzing Engine

Mapping Deduct Config-Syscall

Static Mapping Mapping Table Test Payload
Deduction C1C2 .. Cn Generation
S11 0 .. 1

S2 0 .0

Dynamic Mapping
Deduction

Config-Sensitived Fuzzing Feedback

Test Payload
Execution
S —/

Figure 4: Workflow of CSGO.

The overall workflow of CSGO is shown in Figure 4, and consists
of two phases: dynamic configuration extraction and configuration-
sensitive fuzzing. In the extraction phase, CSGO performs a dry
run of the target kernel to scan system interfaces and collect a
list of writable configuration files and their values. From this data,
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CSGO generates a configuration corpus composed of user-defined
pseudo-functions, each capable of setting a specific configuration
value. It also constructs an initial configuration-system call weight-
ing table that captures potential relevance between configuration
entries and system calls. In the fuzzing phase, CSGO uses this table
to guide test generation, constructing payloads that combine rele-
vant configuration writes with system calls. During each fuzzing
iteration, CSGO gathers feedback, such as code coverage and crash
reports, and updates the weighting table based on observed ex-
ecution behavior, enabling iterative refinement of configuration-
system call relations and deeper exploration of kernel states.

4.1 Configuration Extraction

The goal of configuration extraction in CSGO is to identify dy-
namic kernel configurations exposed via the virtual file system
and synthesize corresponding call descriptions that can be used
during fuzzing. To achieve this, CSGO performs a dry run of the
target kernel to enumerate accessible configuration files under di-
rectories like /proc/sys and /sys. Each extracted configuration
is represented as a tuple (M, P), where M denotes the associated ker-
nel module, and P is a vector of (Arg, Type) pairs that describe the
argument names and their types. Similarly, each system call is rep-
resented as a tuple (M, D), where M again refers to the kernel mod-
ule, and D is a vector of (Name, Arg, Type) describing the system
call name and its arguments. These unified representations allow
CSGO to later analyze and match configuration entries with sys-
tem calls for relevance inference and guided fuzzing.

Dynamic Configuration Extraction. To extract dynamic con-
figurations from the kernel, CSGO scans the /sys and /proc/sys
directories to identify configuration files that can be modified at
runtime. This scanning process evaluates each file’s writability, sinc
e those read-only files are unlikely to be changed and are less rele-
vant for fuzzing. Next, CSGO examines the content of each file to
determine its data format. Given the fact that configuration values
can vary widely, CSGO restricts extraction to numeric variables
because such configurations have a well-defined, finite range that
can be manipulated during fuzzing, whereas string variables are
harder to generate reliably and lack formal documentation of valid
options. Files meeting these criteria are then added to the configu-
ration list, with CSGO recording the corresponding file path, con-
figuration name, type, and valid range of values.

In detail, CSGO first initializes an empty configuration list and
iterates over the /sys and /proc/sys directories to locate con-
figuration files. For each file, it verifies writability and reads the
file’s contents. If the content represents an integer, CSGO classi-
fies the configuration as an integer type and adds it to the list.
In cases where the content is formatted as a key-value pair (e.g.,
PCI_CLASS=10180), CSGO records it as a key-value configuration.
Finally, the completed configuration list is returned, providing the
dynamic configurations that can be used in the fuzzing process.

Configuration Call Synthesis. Once CSGO acquires the con-
figuration list, it generates configuration call descriptions and cor-
responding pseudo functions that can be used in the fuzzing pro-
cess. Specifically, for each configuration in the list, CSGO extracts
the configuration’s name and type and generates a configuration
call that sets the configuration to a random value and a reset call
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that restores the configuration to its default value. CSGO then gen-
erates a configuration call description that indicates the configura-
tion’s name and type. The configuration call description is stored
in the initial specification list, and the configuration call and reset
call are added to the configuration corpus.

4.2 Configuration Relevance Deduction

To minimize the search space and improve the efficiency of the
fuzzing process, CSGO needs to perceive the relevance between
configuration and system call so that it can generate an effective
test payload that combines configuration and system call. To this
end, CSGO first conducts a static mapping deduction, by analyz-
ing the targeting module of the configuration and the system call,
CSGO generates a initial weighting table that indicates the poten-
tial relevance between configuration and system call. Furthermore,
during fuzzing, based on the feedback information such as code
coverage, CSGO conducts dynamic mapping deduction to unveil
the relation between system calls and configurations and updates
the table to guide further generation.

Static Mapping Deduction. The goal of static mapping deduc-
tion is to generate an initial weighting table that indicates the po-
tential relevance between configurations and system calls. If a con-
figuration and a system call targets the same module, CSGO marks
them as relevant. Concretely, considering s = (M(s), D(s)) and
¢ = (M(c), P(c)), the relevance score is as follows:

v(M(s)) - v(M(e))
(M) - V(M)

This composite score R(s, c) lies in the interval [0, 1] and en-
capsulates both the structural and semantic similarities between
the module names. The first term computes the normalized longest
common substring (LCS) similarity, reflecting the degree of charac-
ter level overlap, while the second term calculates the cosine sim-
ilarity between the module names, capturing their semantic prox-
imity. In detail, such metric identifies similarity between different
texts regardless of their length, so it is robust to sizes (e.g., /sys/de-
vices/virtual/ptp/ptp0/max_vclocks vs. openat$ptp0). For example,
if the module names of a system call and a configuration share a
significant common substring and exhibit high cosine similarity
in their embeddings, R(s, c) will be close to 1, indicating a strong
relevance. Here, CSGO deems a system call and a configuration as
relevant if R(s, c) exceeds a predefined threshold of 0.6.

For the initial weighting table MP, CSGO assigns a relevance type
to each system call and configuration pair based on the relevance
score R(s, c). In detail, if R(s, ¢) exceeds the threshold 7, the rele-
vance type is set to 15, indicating a strong relevance. If there exists
another system called s’ targeting the same module as s and shar-
ing a strong relevance with ¢, MP(s',c) is set to 10, indicating a
moderate relevance. Otherwise, the relevance type is set to 0, indi-
cating weak relevance. This process generates an initial weighting
table that outlines the potential relationships between configura-
tions and system calls, allowing CSGO to narrow down the search
space and combine configurations and system calls effectively.

Dynamic Mapping Deduction. Once the fuzzing starts, CSGO
conducts dynamic mapping deduction and updates the weighting

RGs.c) = LCS(M(s), M(c))

= max(MGs)), MO} @
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table based on the coverage statistics. In detail, based on the orig-
inal execution payload, CSGO generates a mutated payload that
combines the original payload with the corresponding configura-
tion calls. Then, CSGO executes the mutated payload and collects
the code coverage between the original payload and the mutated
payload. Based on the coverage information, CSGO updates the
weighting table and assigns a higher priority to the corresponding
configuration call-system call elements that can increase the cover-
age and decreases the priority to the configuration calls that have
not been observed to increase the coverage.

Algorithm 1: Coverage Guided Weighted Value Update

Input: p;: Original payload sequence (e.g., [S1, So, .-, S, ])
Cow;: Coverage metric from executing p;
Output: ct: Updated configuration choice table
1 Function UpdatePriorityTable(p;, Cov; ):
2 S; < pilrand(len(py))]; // select a system call
3 G;, resetC; « choiceCon figcall(S;) ; // select config
4 py < insertConfigCall(py, S;, G, resetC;);
5 Covy < Exec(p,) ; // get runtime coverage
6 if Cov; < Cov, then
// get system call and configuration
call's index

7 syscall_idx < getSyscallIndex(S;);
8 config_idx « getConfigcalllndex(C,);
// update the configuration choice table
9 MP[syscall_idx][config_idx] <
MP[syscall_idx][con fig_idx] + 5
10 else
// lower priority, if coverage no changes
11 MP[syscall_idx][config_idx] <
MP[syscall_idx][con fig_idx] — 1
12 return MP;

The detailed process is illustrated in Algorithm 1. By randomly
selecting a system call S; from the original payload p; (line 2), then
using a helper function to choose a corresponding configuration
call G; along with its reset call resetC; (line 3). Next, these calls are
inserted into p; around §; to form a mutated payload p, (line 4),
which is then executed to obtain a new coverage metric Cov, (line
5). The algorithm compares Cov; (from p;) with Cow,; if the two
differ (line 6), indicating that the configuration call has an impact
on the system call, the weighting table entry corresponding to (S,
G) is increased by 5 (line 9). Otherwise, if there is no difference
in coverage, the weighting table entry is decreased by 1 (line 11).
Finally, the updated weighting table is returned (line 12), guiding
further payload generation by emphasizing configuration-system
call pairs that meaningfully affect kernel behavior.

4.3 Configuration-Sensitive Generation

During fuzzing, CSGO needs to generate test payload that contain
both system call and configuration and feeds it to the kernel.
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Payload Generation. To generate test payloads that contain
system call and configuration, CSGO first randomly selects a sys-
tem call from the system call list, and then, based on the weighting
table, CSGO chooses a configuration call that is relevant to the se-
lected system call. Last, CSGO generates the payload that combines
the selected system call and corresponding configuration call.

Algorithm 2: Weighted Configuration Call Selection
Input: MP: The static weighting table

1 Function choiceConfigcall(syscall):

2 syscall_idx < GetSysCallIndex(syscall);

// get system call's

3 row <« MP[syscall_index] ;
location in the table

4 runningSum < 0;  // compute cumulative value

5 for j < 0 torow.len() — 1 do

6 runningSum <« runningSum + row(j];
7 row|j] < runningSum;

8 runSum < row[row.len() — 1];

9 if runSum > 0 then

10 x « rand(runSum) + 1;

// search the smallest index where the
cumulative sum is at least x

1 res < BinarySearch(row, x);

12 config_call < GetConfigCall(res) ; // get
corresponding config call

13 | return config;

14 else

15 L return GetCon figCall(rand(len(MP[0])))

The detailed algorithm is shown in Algorithm 2. In particular,
CSGO takes a system call as input and uses a static weighting table
MP to select a corresponding configuration call. First, it retrieves
the index of the given system call in the weighting table via Get-
SysCallIndex (line 2) and extracts the corresponding row from
MP (line 3). Then, it computes a cumulative sum for that row by
iterating through each element (lines 4-7), which effectively trans-
forms the row into a cumulative distribution of weighted values. If
the total cumulative sum (runSum) is greater than zero (line 9), a
random integer x between 1 and runSum is generated (line 10). A
binary search is then performed on the cumulative row (line 11)
to find the smallest index at which the cumulative sum is at least
x. The resulting index is mapped to the corresponding configura-
tion call via GetConfigCall (line 12), and that configuration call
is returned (line 13). Otherwise, if runSum is zero, a random con-
figuration call is selected from the available options (line 15). This
approach ensures that configuration calls are chosen in a weighted,
randomized manner according to their assigned priorities.

4.4 Implementation

We implemented CSGO by extending Syzkaller, reusing core com-
ponents such as the executor and corpus manager, and customiz-
ing key modules to support configuration-sensitive fuzzing. The
system consists of two main components:
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Configuration Extractor. We boot the target kernel in QEMU
and use Python scripts to identify writable configuration entries in
/proc/sys and /sys. Each entry is examined to extract permission
and structural metadata. We then use regular expressions to trans-
late the entries into pseudo-functions and Syzlang call descriptions,
enabling configuration writes to be expressed as valid fuzzing oper-
ations. These pseudo-functions are inserted into Syzkaller’s system
call interface, allowing dynamic configurations to be incorporated
into fuzzing inputs like regular system calls.

Configuration-Sensitive Fuzzing. During the fuzzing process,
CSGO builds a weighted relevance table that captures the likeli-
hood of interaction between dynamic configurations and system
calls. This table guides the generator to prioritize configuration
calls that are more likely to affect the selected system call. CSGO
augments Syzkaller’s default input construction by pairing system
calls with relevant configuration writes to form combined payloads.
After execution, a deflaking process compares coverage between
the original and mutated inputs to reduce nondeterminism. Cov-
erage differences are used to refine the weighted relevance table,
allowing the fuzzer to iteratively improve its configuration—-system
call pairing strategy. This dynamic feedback loop enables CSGO to
reach deep kernel states influenced by runtime configurations and
uncover bugs beyond the scope of static configuration fuzzing.

5 Evaluation

In order to evaluate the effectiveness of CSGO, we conducted a se-
ries of experiments on recent versions of the Linux kernel. First,
we examined CSGO’s bug detection capabilities by listing previ-
ously unknown bugs and presenting case studies on its findings.
Second, we demonstrate CSGO capabilities to explore more execu-
tion paths and kernel state space by comparing the coverage infor-
mation between CSGO and other existing tools. Last, we evaluate
the contributions of each component to its ability to explore the
kernel state space and the correctness of the identified relations.
We design experiments for the following research questions:

« RQ1: How does CSGO perform in bug detection?

« RQ2: How does CSGO perform in exploring the kernel state
space compared to other existing tools?

« RQ3: What is the effectiveness and accuracy of each com-
ponent of CSGO.

5.1 Evaluation Setup

We conduct our evaluation of CSGO on four recent versions of the
Linux kernel, namely Linux 6.8, 6.10, 6.12, and 6.13. We compare
CSGO with three state-of-the-art kernel fuzzers, Syzkaller (Commit
ID 489e2d) and Moonshine, and Actor, where Actor [9] is a re-
cent kernel fuzzer that uses kernel’s memory allocation and free
patterns to guide the test case generation.

To answer RQ1, all kernels are compiled with the default con-
figuration, with CONFIG_KCOV [25] enabled to collect code cover-
age information and with CONFIG_KASAN [11] enabled to detect
memory corruption bugs. To answer RQ2, we further implement
CSGO on top of Moonshine (denoted as CSGO-ms) and compare
the code coverage and number of unique bugs that CSGO and
CSGO-ms achieved with vanilla Syzkaller, Moonshine and Actor.
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To answer RQ3, we first remove the mapping deduction compo-
nent from CSGO (denoted as CSGO-NoMD) and CSGO-ms (de-
noted as CSGO-MsNoMD) and compare the code coverage and
number of unique bugs detected between CSGO, CSGO-NoMD and
CSGO-MsNoMD. We then sample and statistic the identified rela-
tion between configurations and system calls to evaluate the effec-
tiveness of the mapping deduction component.

We perform the evaluation on a 64-core AMD EPYC 7742 CPU
running Ubuntu 22.04 server. For bug detection, we run CSGO on
the latest Linux kernel release version (6.13) for a week to detect
previously unknown bugs. For the other comparisons, we run each
fuzzer with the same QEMU configurations (2 VM, with 2 CPU for
each fuzzing instance) for 24 hours, each repeated for five times,
and following the fuzzing evaluation best practices [15].

5.2 Bug Detection Capability

To answer RQ1 and evaluate CSGO’s bug detection capabilities,
we collected and analyzed the crashes reported by CSGO.

Table 1: Previously Unknown Bugs Detected by CSGO.

Index Source File Bug Function

sock_kmalloc()
max_bytes_store()
min_bytes_store()
hugetlbfs_get_inode() null-ptr-deref
ext4_writepages() kernel panic
ext4_map_blocks() deadlock
current_gfp_context() kernel panic
max_vclocks_store() kernel panic

Bug Type

null-ptr-deref
divide error

1 net/core/sock.c
mm/backing-dev.c

3 mm/backing-dev.c divide error

4 fs/hugetlbfs/inode.c

5 fs/ext4/inode.c

6 fs/ext4/inode.c

7 mm/page_alloc.c

8 drivers/ptp/ptp_sysfs.c

10 kernel/locking/lockdep.c down_write_nested() deadlock

11 kernel/time/posix-timers.c common_nsleep() deadlock

12 mm/util.c __kvmalloc_node_noprof() kernel panic
13 kernel/rcu/rcutorture.c rcu_sr_normal_complete() kernel panic
14 kernel/workqueue.c detach_worker() use-after-free

15 mm/hugetlb.c update_and_free_pages_bulk()  kernel panic

16 kernel/time/clockevents.c clockevents_program_event() deadlock

17 fs/ext4/extents.c ext4_find_extent() slab-out-of-bounds
18 drivers/acpi/acpica/utobject.c acpi_ut_valid_internal object() slab-use-after-free
19 fs/ext4/inode.c ext4_invalidate_folio() kernel panic

20 fs/extd/extents.c extd_ext_rm_leaf() use-after-free

21 fs/ext4/extents.c ext4_ext_binsearch() use-after-free

22 net/ipv6/ip6mr.c ip6mr_rules_exit() kernel panic

Bug Statistics. As listed in Table 1, CSGO successfully identi-
fied vulnerabilities across multiple modules and subsystems within
the Linux kernel. Among the identified bugs, 10 have been con-
firmed (bugs #1-4, 12-16, 22), with 8 already addressed and patched
by maintainers (bugs #1, 4, 12-16, 22), and 2 are assigned CVE IDs
#14 [18] and #22 [19]. It is worth noting that the file system module
exhibited the highest concentration of vulnerabilities, totaling 7
cases (bugs #4-6, 17, 19-21), emphasizing its complexity and suscep-
tibility to configuration-induced faults. Additionally, the memory
management subsystem also displayed significant bug, contribut-
ing another 5 bugs (bugs #2, 3, 7, 12, 15). The detected vulnerabili-
ties encompassed a wide spectrum of bug types, including kernel
panics (bugs #5, 7, 8, 12, 13, 15, 19, 22), deadlocks (bugs #6, 10, 11,
16), and memory corruptions (bugs#1-4, 14, 17-18, 20-21), demon-
strating the diversity and severity of bug uncovered.

Severity Analysis. Bugs in the Linux kernel can result in criti-
cal system failures. For instance, kernel panic bugs such as #7, 12,
15, and 19 typically stem from unsafe memory access or improper
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resource handling, which can abruptly terminate the system and
result in data corruption or loss. Use-after-free vulnerabilities like
#14, 20, and 21 can lead to unpredictable behavior or privilege es-
calation, posing serious threats to the integrity of the system. Ad-
ditionally, deadlock bugs, including #6, 10, and 16, can cause the
kernel to hang indefinitely, rendering the system unresponsive and
interrupting critical operations.

// configuration triggers the bug
static long set_virtual_ptp_ptp@_max_vclocks(long val) {
char command[2567;
sprintf(command, "echo %ld >
/sys/devices/virtual/ptp/ptp@/max_vclocks", val);
return system(command);
}
static ssize_t max_vclocks_store(struct device *dev, struct
device_attribute *attr, const char *buf, size_t size) {
struct ptp_device *ptp = dev_get_drvdata(dev);
u32 max;
// This ensures 'max' is nonzero, but failed check upper
limits.
if (kstrtou32(buf, @, &max) || max == @) {
return -EINVAL;

3

if (max == ptp->max_vclocks) {
return size;

3

ptp->max_vclocks = max;

return size;

Figure 5: CSGO triggers a kernel panic in the driver module.

Bug Sample. We use bug #8 as an example to illustrate the ef-
fectiveness of the CSGO, as shown in Figure 5. In detail, this bug
is triggered when user space writes an excessively large integer
value to the max_vclocks sysfs entry in the Linux PTP subsys-
tem, which originally lacked an upper bound check. Specifically,
the function max_vclocks_store() receives the input string buf,
which it then converts into an unsigned integer max using kstr-
tou32() (line 12). Although this conversion checks for errors or
a zero value, there was no explicit check for an excessively large
value, allowing an unrealistic configuration. As a consequence, the
driver incorrectly accepts and stores this oversized value into the
ptp->max_vclocks field (line 15). Following this step, the PTP dri-
ver tries to allocate memory and schedule operations based on the
provided max_vclocks value, assuming it to be a legitimate user-
defined number of virtual clocks. However, due to the absence of
an upper limit validation, the kernel attempts to satisfy impracti-
cally large allocation requests. This scenario generates overwhelm-
ing memory pressure on the VM subsystem, causing allocation fail-
ures, unhandled exceptions, and ultimately leading to this bug.

CSGO can trigger this bug because first, it identifies the relation-
ship between the configuration parameter max_vclocks and its as-
sociated PTP system call operations, and it generates test payloads
that combine this correlated configuration modification with the
relevant system calls. Specifically, by recognizing that modifying
the max_vclocks setting (line 3) directly impacts the virtual clock
handling logic (lines 11-13), CSGO can craft payloads to trigger
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this bug, by inducing the oversized memory allocation request and
ultimately revealing the underlying kernel panic.

5.3 Overall Effectiveness Analysis

To answer RQ2 and evaluate the effectiveness of CSGO, we com-
pare the code coverage achieved and the number of detected unique
bugs between CSGO and other existing tools. We implemented
CSGO on top of Moonshine (denoted as CSGO-ms). By compar-
ing CSGO and CSGO-ms with vanilla Syzkaller, Moonshine, and
Actor, we demonstrate CSGO’s fuzzing performance.

Table 2: Performance Comparison of CSGO, CSGO-ms,
Moonshine, Syzkaller, and Actor.

Version Moonshine CSGO-ms Syzkaller CSGO Actor
6.8 69108.2 (+28%) 88641.8 78085.6 (+23%)  96280.8  81822.8 (+18%)
6.10  67576.8 (+32%)  89476.4  84526.4 (+16%) 98320.0  93902.8 (+5%)
6.12 69135.2 (+33%) 92110.2 82625 (+21%)  100247.4  94721.2 (+6%)
6.13 68640.2 (+39%) 95202.2 82830.2 (+25%) 103778.0 94472.2 (+10%)
Average 68615.1 (+33%)  91357.7  82016.8 (+22%) 99656.6  91,229.8 (+9%)

Coverage Statistics. The detailed coverage statistics are shown
in Table 2. As illustrated, CSGO achieves the highest code coverage
across all evaluated kernel versions. Specifically, CSGO achieves
96280.8, 98320.0, 100247.4, and 103778.0 coverage on Linux ker-
nels 6.8, 6.10, 6.12, and 6.13, respectively, with an average coverage
of 99656.6. Compared with vanilla Syzkaller, CSGO demonstrates
an improvement of approximately 22% on average. Additionally,
CSGO-ms achieves 88641.8, 89476.4, 92110.2, and 95202.2 coverage
across the corresponding kernel versions, averaging 91357.7, out-
performing Moonshine by roughly 33%. Furthermore, CSGO out-
performs Actor by an average of 9% across all kernel versions.

Syzkaller = = Moonshine ==+ CSGO-MS CSGO-MS

— CSGO Actor

Syzkaller = = Moonshine =+~
— CSGO Actor

Number of Branches Covered
Number of Branches Covered

02

. . . 0 . | . . I
0 4 8 12 16 20 24 0 4 8 12 16 20 24
Time [h] Time [h]

Coverage Growth Curve on Linux 6.8 Coverage Growth Curve on Linux 6.10

Syzkaller = = Moonshine -~ Moonshine ==+ CSGO-MS

— cs6o Actor

CSGO-MS| Syzkaller - -

— CsGo Actor

Number of Branches Covered
Number of Branches Covered

Time [h]

Coverage Growth Curve on Linux 6.13

Coverage Growth Curve on Linux 6.12

Figure 6: Coverage growth for CSGO, CSGO-MS, Syzkaller,
Moonshine, and Actor for 24 hours.

Furthermore, we plot the coverage growth curves of CSGO in
comparison to other fuzzing methods, depicted in Figure 6. From
the graph, we observe an initial rapid increase in code coverage
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for all evaluated fuzzing methods within the first 4 hours. After
this period, the coverage growth rates begin to stabilize. However,
throughout the fuzzing process, CSGO can grow faster and achieve
higher coverage compared to other methods. This can be attributed
to two main factors. First, CSGO can extract dynamic configura-
tion information from the kernel and synthesize an enriched initial
corpus consisting of configuration calls. This enriched corpus pro-
vides the fuzzing engine with high-quality seed inputs, allowing
CSGO to efficiently explore kernel paths at an early stage, thus
achieving higher coverage more rapidly. Second, during fuzzing,
CSGO generates test payloads by combining system calls with con-
figuration calls. By leveraging payloads that contain configuration-
system call pairs, CSGO can trigger execution paths that are less
frequently covered or unreachable by traditional fuzzing methods,
ultimately achieving higher overall coverage.

Table 3: Unique Bug Number Detected by CSGO, CSGO-ms,
Moonshine, Syzkaller, and Actor.

Version Moonshine CSGO-ms Syzkaller CSGO Actor

6.8 2.6(+4.85x) 15.2 6.4(+1.09x) 134 5.2 (+2.58x)
6.10 2.6 (+3.69%) 12.2 56 (+1.14x) 120  15.8(—0.82x)
6.12 2.4 (+4.83x) 14.0 6.6 (+1.09%) 13.8 12.6(+1.10x)
6.13 2.6 (+5.62x) 17.2 7.2(+1.38%)  17.2  17.4(—0.99%)
Average 2.6 (+4.75%) 14.7 6.5 (+1.19x)  14.1  12.7(+1.11%)

Bug Detection Statistics. We further compare the number of
unique bug detected by CSGO, CSGO-ms, Moonshine, Syzkaller,
and Actor, as shown in Table 3. As observed, CSGO and CSGO-ms
detect an average of 14.1 and 14.7 bugs separately, outperforming
Moonshine and Syzkaller by approximately 1.19 and 4.75 x, respec-
tively. Also, compared with Actor, CSGO and CSGO-ms achieve an
average improvement of 1.11 x on average. Still, we find that Actor
can detect more bugs than CSGO-ms on Linux kernel 6.10 and 6.13,
this is due to the fact that Actor is designed to explore the kernel
memory operation and therefore it is capable of detecting more
memory-related bugs. These improvements demonstrate the effi-
cacy of the configuration-sensitive fuzzing approach employed by
CSGO, as combining configuration information with system calls
can enable CSGO to trigger more diverse and complex kernel be-
haviors, leading to the discovery of a wider range of vulnerabilities.

5.4 Component-Wise Effectiveness Analysis

To answer RQ3 and assess the individual contributions of each
component to CSGO’s ability to explore the kernel state space,
we first compared the code coverage achieved and bug detected
by CSGO, CSGO-NoMD, CSGO-ms, and CSGO-MsNoMD. By re-
moving the mapping deduction component from both CSGO and
CSGO-ms, we quantified the specific impact of this component on
the overall fuzzing performance. Then, we sampled and analyzed
the identified relations between configurations and system calls to
evaluate the effectiveness of the mapping deduction component.
Coverage Statistics. The detailed coverage statistics in Table 4
provide a comparison of the code coverage achieved by CSGO and
its variants. Compared to these variants, CSGO and CSGO-ms can
achieve higher coverage, with an average improvement of 13% and
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Table 4: Coverage Statistics of CSGO and Its Variants.

Version CSGO-MsNoMD CSGO-ms CSGO-NoMD CSGO

6.8 73454.6 (+6%)  88641.8 (+21%) 872124 (+12%)  96280.8 (+10%)
6.10 72564.0 (+7%)  89476.4 (+23%) 89011.6 (+5%)  98320.0 (+10%)
6.12 75056.8 (+8%)  92110.2 (+23%) 90742.2 (+10%) 100247.4 (+10%)
6.13 76476.4 (+10%)  95202.2 (+24%) 86140.4 (+4%)  103778.0 (+20%)
Average  74387.9 (+8%)  91357.7 (+23%) 882767 (+8%)  99656.6 (+13%)

23%, respectively. This improvement mainly comes from the map-
ping deduction component, which helps identify relevant combina-
tions of configurations and system calls. By focusing on these rele-
vant combinations, CSGO reduces the overall search space, avoid-
ing unnecessary or redundant testing efforts. Consequently, it can
generate more targeted and efficient test cases, improving fuzzing
efficiency. This approach allows CSGO to quickly explore deeper
or previously untouched kernel code paths, achieving higher over-
all code coverage in less time.

We further compare CSGO-NoMD and CSGO-MsNoMD with
Syzkaller and Moonshine. Specifically, CSGO-NoMD shows an av-
erage coverage improvement of about 8% compared to Syzkaller
and Moonshine. Because both CSGO-MsNoMD and CSGO-NoMD
only differ from Syzkaller and Moonshine by having an enhanced
initial configuration corpus, these results indicate the benefits pro-
vided by a better initial corpus. This improved corpus allows CSGO
to explore kernel states more quickly and effectively from the be-
ginning of the fuzzing process.

Bug Detection Statistics. We further compare the unique bug
number and previously unknown bugs that were detected by CSGO,
CSGO-MsNoMD, CSGO-ms, and CSGO-NoMD to quantify the im-
pact of each component on the overall fuzzing performance.

Table 5: Unique Bug Number Detected by CSGO and CSGO-
MsNoMD, CSGO-ms, and CSGO-NoMD.

Version CSGO-MsNoMD CSGO-ms CSGO-NoMD CSGO

6.8 13.4 (+4.15x) 152 (+0.13x) 118 (+0.84x)  13.4 (+0.13x)
6.10 114 (+3.48x) 122 (+0.07x) 118 (+1.11x)  12.0 (+0.02x)
6.12 12.8 (+4.33x)  14.0 (+0.09x)  13.2 (+1.00x)  13.8 (+0.05%)
6.13 16.2 (+5.23x)  17.2 (+0.06x)  14.0 (+0.94x)  17.2 (+0.23x)
Average 13.5 (+4.27x) 14.7 (+0.09x)  12.7 (+0.97x)  14.1 (+0.11x)

First, we evaluated how many previously unknown bugs listed
in Table 1 could be identified by the variants CSGO-MsNoMD and
CSGO-NoMD. Specifically, CSGO-MsNoMD was able to detect 13
of these bugs (bugs #1-9, 11, 15, 18, and 21). Meanwhile, CSGO-
NoMD detected slightly more, finding a total of 16 bugs (bugs #1-9,
11, 15-18, 20, and 21). Next, we compared the number of distinct
bug counts discovered by each variant (CSGO, CSGO-MsNoMD,
CSGO-ms, and CSGO-NoMD). The detailed statistics are summa-
rized in Table 5. From these results, CSGO-MsNoMD and CSGO-
NoMD identified an average of 13.5 and 12.7 bugs, respectively.
After incorporating the mapping deduction component, the vari-
ants CSGO-ms and CSGO detected slightly more bugs, improving
by approximately 0.09 and 0.11 x on average. Moreover, compared
to other fuzzing methods like Syzkaller and Moonshine, CSGO-
NoMD achieved an average improvement of around 0.97 x in the
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number of bugs detected. Similarly, CSGO-MsNoMD also showed
an improvement of about 4.27 x on average over Syzkaller and
Moonshine. These comparisons further highlight the benefits pro-
vided by the initial configuration corpus and mapping deduction
in enhancing the fuzzing performance of CSGO.

Relevance Deduction Correctness. We further evaluate the
accuracy of the configuration-system call relevance mappings gen-
erated by CSGO. In detail, we assess whether the relations learned
by our weighted deduction are accurate across different kernel
modules. In total, CSGO extracted 1,571 writable dynamic config-
uration entries from a Linux 6.13 kernel, while Syzkaller (Commit
489e2d) includes 4,499 system call descriptions, to minimize the
search space, we sampled approximately 10% of configurations from
each module, and we manually inspected the inferred relations and
labeled any incorrectly associated system calls as false positives.

Table 6: Relevance Deduction Statistics for Kernel Modules.

Module Total Sampled Learned Incorrect  False
Configs Configs Relations Relations Positive
Block Devices 59 6 242 11 4.55%
Drivers 298 30 4394 129 2.94%
File System 70 7 453 29 6.40%
Kernel 134 13 702 48 6.84%
Memory 124 12 132 7 5.30%
Network 886 89 7150 79 1.10%
Summary 1571 157 13073 303 2.32%

As shown in Table 6, among the 157 sampled configurations,
CSGO inferred a total number of 13,073 configuration-system call
relations, of which 303 were identified as incorrect, resulting in an
overall false positive rate of 2.32%. Notably, the network and dri-
ver modules together account for the majority of learned relations,
yet exhibit the lowest false positive rates, due to their well-defined
interfaces and clearer access patterns. By contrast, modules such
as file system, kernel, and memory show higher error rates, which
attribute to complex internal dependencies, indirect access paths,
and configuration semantics that vary by execution context. Re-
sults indicate that CSGO can capture relevant configuration—-system
call relations and maintain moderate accuracy.

6 Related Works

In this section, we review prior works related to kernel fuzzing and
configuration-related testing techniques.

6.1 Kernel Fuzzing

Syzkaller [29], as the most well-known kernel fuzzer, has been in-
tegrated into the Linux kernel’s CI/CD pipeline. By far, there are
many works based on Syzkaller [12, 26, 27] that attempt to improve
the quality of initial payloads. KSG [26] leverages runtime probes
and path-sensitive static analysis to extract the kernel’s submod-
ule entries and corresponding arguments to generate test cases for
certain kernel modules. SyzGen [4] automates system call specifi-
cation inference for closed-source macOS drivers by refining sys-
tem call knowledge and extrapolating dependencies from execu-
tion traces. SyzDescribe [12] extracts system call specifications by
modeling invariant kernel driver contracts, capturing initialization
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procedures, and system call construction logic. These works pri-
marily focus on analyzing the kernel’s API interface and extracting
system call information. In contrast, CSGO focuses on the dynamic
configuration information and generates test cases that combine
system calls with relevant configuration calls to explore more ker-
nel state space.

There are works that target fuzzing for specific kernel subsys-
tems. Hydra [6] provides modular primitives for file system fuzzing,
enabling developers to build specialized checkers on top of a com-
mon framework. Saturn [34] focuses on the USB subsystem and in-
troduces a host-gadget synergistic fuzzing approach to reveal bugs
that emerge through cross-device interactions. KRACE [33] detects
file systems’s concurrency bugs by tracking thread information
and modeling happens-before relationships across multithreaded
system call sequences. StateFuzz [36] models kernel driver behav-
ior as state machines and steers fuzzing based on detected state
transitions, improving the discovery of semantic bugs in device
drivers. BVF [28] generates eBPF programs that pass the verifier
and uses runtime indicators to detect illegal behaviors, effectively
turning verifier correctness checking into automatic discovery of
logic bugs. Unlike these works that focus on specific subsystems
or device interfaces, CSGO explores the kernel’s dynamic config-
uration interface. Rather than targeting a fixed driver or protocol
stack, CSGO discovers and test the kernel’s dynamic configuration
parameters exposed via virtual files, which influence control flow
across a wide range of kernel components.

6.2 Configuration-Related Testing Techniques

Configuration is a critical factor in software systems, and its values
can significantly impact the behavior and performance of these sys-
tems. Due to the complexity of the configuration space, many stud-
ies have aimed at improving the effectiveness of fuzzing by incor-
porating configuration information. ConfigFuzz [35] encodes pro-
gram configuration options into fuzzable inputs, enabling simul-
taneous exploration of different configurations and input spaces
during fuzzing. ECFuzz [17] employs multi-dimensional mutation
strategies and unit-testing validation to explore complex configura-
tion spaces in large-scale systems. ConFu [7] dynamically mutates
runtime configurations at specific execution points to uncover vul-
nerabilities that manifest only under particular configuration con-
ditions. CarpetFuzz [31] uses natural language processing tech-
niques to extract and analyze relationships among configuration
options from program documentation, enabling informed and con-
straint awared fuzzing. However, these works primarily focus on
user-space applications and do not consider the unique challenges
and complexities associated with kernel configurations.

For the Linux kernel, current works mostly leverage the kernel’s
static configurations to enhance fuzzing effectiveness or bug repro-
duction. For example, KernJC [22] uses patch-based version veri-
fication and graph-based configuration analysis to automate the
construction of vulnerable environments necessary for kernel bug
reproduction. Hasanov and Nagy [13] analyze and recommend ker-
nel static configurations to maximize the inclusion of recent kernel
patches, significantly improving the effectiveness of continuous
fuzzing. However, static configuration mostly exposes compile-time
or boot-time options that remain fixed for an entire boot; once the
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kernel is up, those parameters never change, so each fuzzing in-
stance can only exercise one point in a huge configuration lattice.

7 Discussion

Our current design of CSGO allows for some potential enhance-
ments and improvements that can significantly increase its effec-
tiveness further in finding deeply rooted bugs.

Leverage Static Configurations. Our current design primar-
ily addresses dynamic configurations, those that can be modified
at runtime and does not yet support static configurations set dur-
ing compilation. Supporting static configurations introduces new
challenges, such as analyzing kernel build-time options, resolving
compile-time conflicts, and managing kernel image switching with-
out interrupting fuzzing execution. These requirements pose both
technical and logistical difficulties. Furthermore, many dynamic
options are conditionally dependent on static ones. Therefore, fu-
ture work can leverage both static and dynamic configurations
to enhance the fuzzing efficiency. To improve completeness and
configuration coverage, future work should aim to jointly analyze
static and dynamic configurations.

Diversity of Configuration Values. While our current focus
is on configurations with relatively simple value types, many ker-
nel parameters are string-based and accept only a limited set of
valid values. Unfortunately, these accepted values are often sparsely
documented and must be inferred from kernel source code or scat-
tered discussions, complicating automated extraction and valida-
tion. Given Linux’s design philosophy, where source code often
serves as the primary reference, this poses a significant barrier. In
the future, we can address this limitation by incorporating hybrid
fuzzing strategies, static analysis, and mining of runtime logs or
documentation to identify valid string options, thereby enhancing
both the depth and the breadth of configuration-sensitive fuzzing.

8 Conclusion

In this paper, we present CSGO, a kernel fuzzing framework that
leverages dynamic configuration information to enhance the effec-
tiveness of kernel fuzzing. CSGO identifies the kernel’s dynamic
configuration information and generates configuration calls as the
initial corpus. During fuzzing, CSGO generates test payloads that
combine both system calls and configuration calls. By leveraging
the coverage as the indicator, CSGO can unveil the hidden relation-
ship between extracted configurations calls and system calls, there-
fore generating test payloads focusing on configuration—-system
call combinations that are likely to trigger deeper or previously un-
explored kernel paths. In our evaluation, CSGO identified 22 previ-
ously unknown bugs, with 10 confirmed, 8 fixed by the correspond-
ing kernel maintainers, and 2 assigned CVE IDs. Moreover, CSGO
can achieve a average of 21% higher code coverage compared to
state-of-the-art kernel fuzzers.
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