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Abstract
Access control mechanisms in DBMSs enforce user privileges for
executing SQL operations. They are critical for protecting the con-
fidentiality and integrity of stored data. However, implementation
errors can lead to privilege escalation, allowing unauthorized ac-
tions that appear legitimate to the system. We refer to such errors
as privilege escalation vulnerabilities (PEVs), which can result in
severe consequences, including denial of service, data leakage, and
data tampering. Despite their serious impact, the characteristics of
PEVs remain largely unexplored, and systematic detection methods
are still lacking.

In this paper, we present a motivation study of 63 real-world
privilege escalation cases from 5 widely used DBMSs. Our analy-
sis shows that many vulnerabilities stem from missing privilege
checks, incorrect privilege resolution, or operation-privilege mis-
matches. Detecting these PEVs requires careful reasoning about the
interactions between SQL operations, user privileges, and execution
contexts. Guided by these insights, we design and implement Accio,
which detects privilege escalation vulnerabilities via minimum priv-
ilege set calculation. It models privilege hierarchies, computes the
minimum set of privileges required for each SQL command, and
checks consistency against expected policies. We evaluated Accio
on seven widely used DBMSs, discovering 26 previously unknown
PEVs, all confirmed, and 23 of which have been fixed. Accio also
successfully detects historical privilege escalation cases and has
been positively recognized by developers for its practical impact.
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1 Introduction
Database Management Systems (DBMSs) are fundamental com-
ponents of modern software infrastructure, serving as the back-
end for a wide range of applications to store, query, and manage
data [29, 35, 47]. As multi-user systems, DBMSs implement fine-
grained access control mechanisms [31] that allow administrators
to assign different privileges to different users, ensuring that regu-
lar users can execute only authorized SQL operations. To enforce
this policy, each database operation is checked against the cur-
rent user’s assigned privileges, and the DBMS should enforce these
checks correctly and consistently.

In practice, however, DBMSs may allow users to perform opera-
tions beyond their assigned privileges. Such behaviors are known as
privilege escalation [26, 36], which enables unauthorized actions to
be executed while appearing legitimate to the DBMS [39]. Privilege
escalation can lead to serious consequences, including unautho-
rized access, data leakage, and data tampering, thereby threatening
the confidentiality and integrity of stored data. A key reason for
privilege escalation is the complexity of correctly implementing
access control in DBMSs. Privilege semantics must be enforced
consistently across multiple semantic layers, database objects, and
execution contexts, which makes the implementation prone to sub-
tle errors or oversights. We refer to such implementation errors
as privilege escalation vulnerabilities (PEVs), which may be
exploited by unprivileged or malicious users to obtain capabilities
beyond the intended design. In this paper, we specifically focus on
PEVs in SQL DBMSs, where privileges are defined over database objects
and configured using SQL commands, such as GRANT commands.

For example, Figure 1 illustrates a PEV in OceanBase, a widely
deployed SQL DBMS. OceanBase provides the SHOW PROCESSLIST
command to display commands executed by logged-in users. Under
the default privilege configuration, its output should be limited
to the user’s own sessions. However, in this case, the incorrect
privilege enforcement allows a regular user to observe commands
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ID User Command

1 Alice SHOW PROCESSLIST;

2 Root CREATE USER ‘bob’ IDENTIFIED BY ‘secret pass’;

OceanBase Database Server
3. Output

SHOW PROCESSLIST;
Alice

2. Query1. Execute

Root User

CREATE USER ‘bob’
IDENTIFIED BY 
‘secret pass’

Root User Session Regular User Session

Figure 1: A PEV in OceanBase detected by Accio. It enables
regular users to access command content from the root ses-
sion (e.g., other users’ passwords in plain text), which exceeds
their intended privileges.

from all sessions, including those of the root user. Consequently,
when the root user executes CREATE USER 'bob' IDENTIFIED BY
'secret pass', a regular user with low privileges (e.g., Alice) can
directly observe the command and obtain the plaintext password
“secret pass”. With valid credentials, the attacker can log in as the
compromised user, inherit its privileges, and further manipulate
database objects or user grants, leading to complete compromise
of the database system. The root cause of this vulnerability is an
implementation error in OceanBase’s access control logic, which
fails to correctly enforce the privilege checks of SHOW PROCESSLIST
command for session visibility at runtime.

Despite the severe consequences of PEVs in DBMSs, the un-
derstanding of their characteristics remains limited, and effective
techniques for systematically detecting them are still lacking. DBMS
developers primarily rely on large-scale regression test suites [29]
to validate command behavior under different privilege configura-
tions, yet these tests are costly to develop and maintain, and are
inherently limited in covering boundary cases and subtle privilege
interactions, leaving many security-critical behaviors undetected.
Researchers have also explored automated approaches such as static
analysis to examine privilege enforcement [24]. However, access
control in DBMSs is highly dynamic and context-dependent, as
privilege checks may vary with execution phases, runtime database
states, user sessions, and internal components. Such characteristics
make static analysis imprecise in this domain, often leading to a
large number of false positives.

To better understand PEVs and facilitate their detection, we
present a motivation study of 63 real-world cases from 5 popular
DBMSs, namely MySQL, MariaDB, TiDB, Firebird, and ClickHouse.
We carefully examined each bug report along with the correspond-
ing source code to analyze two main aspects: the symptoms of
PEVs, such as the types of unauthorized actions observed, and the
trigger conditions, including which SQL operations and database
objects cause PEVs. We found that PEVs are triggered by various
SQL commands: about 41.3% by DQL commands, 25.4% by adminis-
tration commands, 19.0% by DDL commands, and 14.3% by DML
commands. Regarding root causes, about 85.7% of the vulnerabili-
ties are caused by missing privilege checks, while the remaining
cases are due to incorrect privilege resolution or operation-privilege
mismatch. Our findings indicate that detecting such vulnerabilities
requires consideration of the interactions between SQL operations,
user privileges, and execution contexts.

Even with these findings, detecting PEVs in DBMSs remains
challenging. First, DBMSs manage multiple types of privileges or-
ganized hierarchically across various objects, making it difficult
to precisely model and reason about the privileges required for
each operation. Second, determining which privileges are actually
required to execute a given SQL command is non-trivial, especially
when commands interact with multiple objects or depend on dy-
namic, context-sensitive conditions. Finally, the documentation of
required privileges for some commands is ambiguous or incom-
plete, making it difficult to determine whether observed behavior
constitutes a true access control violation.

To address these challenges, we designed a tool named Accio
to detect PEVs in SQL DBMSs in three stages. First, it constructs
a privilege model that captures privilege types and database ob-
jects. Second, Accio generates SQL commands and calculates the
minimum privilege set required to execute each command using an
iterative, feedback-driven strategy. Finally, it performs consistency
analysis by comparing the calculated privilege set against expected
policies, identifying privilege escalation such as missing privilege
checks or incorrect privilege scopes.

We implemented and evaluated Accio on seven widely used
DBMSs, namelyMySQL [29],MariaDB [5], OceanBase [28], TiDB [37],
ClickHouse [15], Firebird [10], and Oracle [35]. The tool discovered
26 previously unknown privilege escalation vulnerabilities, all of
which have been confirmed, and 23 have been fixed. We also tested
Accio against historical versions with known privilege escalation
cases, successfully detecting 91.7% of them. In summary, the paper
makes the following contributions:

• We find that privilege escalation vulnerabilities in DBMSs
pose substantial risks, yet their characteristics remain largely
unexplored, and systematic methods for detecting such vul-
nerabilities are still lacking.

• We analyze the root causes and trigger conditions of 63 real-
world PEVs and design Accio to detect them via minimum
privilege set calculation, systematically reasoning about the
privileges required for SQL commands.

• Using Accio, we discovered 26 previously unknown PEVs
across 7 widely deployed SQL DBMSs, all of which have been
confirmed, and 23 have been fixed.

2 Background
2.1 Basic Concepts
Database Management Systems (DBMSs) [47] are software systems
that enable users to define, create, maintain, and control access
to databases. They serve as the backbone of modern information
infrastructure, managing vast amounts of data for various appli-
cations. Structured Query Language (SQL) [52] is the standard
language for interacting with DBMSs, used for querying, updating,
and managing data.

SQL commands can be classified into four main types based on
their operations and functionality:
• Data Definition Language (DDL) commands (e.g., ALTER, CREATE)
are used to define ormodify the database structure or schema [49].

• Data Manipulation Language (DML) commands (e.g., UPDATE,
DELETE) are used to manage data within schema objects [50].
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• Data Query Language (DQL) commands (e.g., SELECT) are used
to retrieve data from the database [51].

• Data Control Language (DCL) commands (e.g., GRANT, REVOKE)
are used to control access to data [48].

Most DBMSs support multiple users with different privileges, in-
cluding administrators and regular users. Administrators are able to
execute most types of SQL commands and configure the privileges
of regular users through the corresponding DCL commands. In
contrast, regular users can execute only a limited set of DQL, DDL,
and DML commands according to the privileges assigned to them.

2.2 Access Control in DBMSs
Access control in DBMSs determines whether each SQL command
is allowed to execute under the privileges of the current session.
In this section, we describe how DBMS access control works in
practice, including privilege types, privilege configurations for users
and roles, and privilege checks during SQL command execution.

Privilege types. The privilege types specify different operations
that a user is allowed to perform on target database objects, such
as CREATE, SELECT, and INSERT [33]. Some systems further distin-
guish privilege scopes, such as the entire database or schema [33].
In addition, many systems provide system-scope administrative
privileges for tasks such as the CREATE USER privilege, which apply
at the global scope rather than to a single table.

Privilege configurations. Privileges inDBMSs are configured using
commands such as GRANT and REVOKE [32].These commandsmodify
the DBMS’s internal privilege configuration. In DBMSs, privileges
can be attached not only directly to users, but also via roles [34]: A
role in DBMSs is a group of privileges that can be granted to users
or other roles, and users can choose which roles to activate in a
session. In this case, DBMSs check both the privileges owned by
the user and the privileges from all active roles when executing
SQL commands.

Privilege checks. When the DBMS receives a SQL command, it
applies privilege checks by validating the command against the cur-
rent user’s privilege configuration. The real-world privilege checks
are often complex, since the checks are determined by multiple fac-
tors, including the SQL semantics, the current database state, and
the assigned privileges of the current user. Moreover, depending on
the implementation of the DBMS’s access control, these privilege
checks may be performed at different stages, such as during parsing,
optimization, or execution of the command. These factors increase
the complexity of privilege checks in DBMSs.

Access Control Core

Check 1: SELECT(col) ON v1
Check 2: SELECT(col) ON t2 
Check 3: SELECT(col) ON t1 

Parser

Planner

Executor
Regular 

User 

Database State
TABLE t1(col INT)
TABLE t2(col INT)
VIEW v1 AS
 SELECT * FROM t1

DBMS Server

3.validate

Regular 
User 

       Assigned Privileges
     SELECT      ON t1
        ALL         ON t2
  SELECT(col) ON v1

2.check

1.execute

4.result

     SELECT col 
 FROM t2 
NATURAL
JOIN v1

SQL Command

Figure 2: An example of the privilege check in DBMS.

Figure 2 illustrates how a SELECT command induces a series of
privilege checks during execution. The regular user tries to execute
the command SELECT col FROM t2 NATURAL JOIN v1, where v1 is
a view defined as SELECT * FROM t1. When the DBMS receives this
command, it processes it through the parser, planner, and executor
components, based on the current database state. During this pro-
cess, the DBMS may apply privilege checks at any of these stages,
depending on its detailed implementation. It needs to check three
privileges: the SELECT privilege for column col on table t2, view
v1, and its base table t1. Then, it validates whether the current
user has the required privileges to execute the command according
to its assigned privileges. The user owns the table-scope SELECT
privilege on t1, ALL PRIVILEGES on t2, and the SELECT privilege
for column col on v1. Its privileges cover all required checks for
the command, and the DBMS allows the command to execute.

The example shows that even a simple SQL command may in-
volve complex privilege checks due to the complexity of DBMS
access control. Such complexity makes it challenging to ensure the
correctness of privilege checks in DBMSs. An implementation flaw
at any step in this process could result in an incorrect privilege
check, leading to privilege escalation. In this paper, we specifically
focus on privilege escalation vulnerabilities (PEVs), where the DBMS
incorrectly allows a user to execute a command without satisfying
the necessary privilege requirements.

3 Motivation Study
To better understand privilege escalation behavior in DBMSs, we
conducted an in-depth motivation study across five widely used
DBMSs: MySQL, MariaDB, TiDB, Firebird, and ClickHouse. We col-
lected PEV reports from their issue trackers and commit histories.

Threat Model. In this paper, we focus on detecting PEVs caused
by flaws in the DBMS access control implementations. The at-
tacker’s goal is to exploit such PEVs to perform operations beyond
their assigned privileges, resulting in: (1) Accessing or tampering
with database objects (e.g., tables, views) without the necessary
privileges (e.g., SELECT, INSERT). (2) Executing restricted adminis-
trative commands (e.g., CREATE USER) that should be denied.

Our attack model assumes that the attacker operates through a
legitimate low-privileged DBMS user or a valid low-privileged ses-
sion. The attacker can submit SQL commands through the interface
exposed to that account or session.Thismainly covers two scenarios:
(1) The attacker may already own a legitimate but low-privileged
DBMS account. Such accounts commonly exist in enterprise data
warehouses and multi-tenant database services [8]. (2) The attacker
may obtain the ability to interact with the DBMS through a valid
low-privileged session by other means, such as application-level
vulnerabilities (e.g., SQL injection) or weakly protected database
access (e.g., guest accounts) [7].

We assume that user privileges are correctly configured by ad-
ministrators and exclude attacks on authentication mechanisms and
the host operating system. Our focus is strictly on the correctness
of the internal access control implementation within the DBMS.

Study Methodology. Table 1 summarizes the PEVs collected in
our study. Since manually inspecting all reports to identify PEVs
is time-consuming, we applied filtering rules to identify relevant
reports. We used keywords like “GRANT”, “REVOKE”, “privilege”,
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Table 1: The number of collected PEVs in popular DBMSs.

DBMSs MySQL MariaDB TiDB Firebird ClickHouse
Studied Bugs 10 7 20 22 4
Age (years) 30 16 9 25 9
GitHub Stars 11.9k 6.7k 39.4k 1.4k 44.4k

“permission”, and “access control” to retrieve potentially relevant
reports, as DBMS developers typically do not label reports as related
to PEVs. We then filtered to include only reports with a status of
confirmed or fixed, excluding potential false positives. Then, we
reviewed the descriptions and developer comments. If a report
ultimately indicated that a command could execute beyond its
intended privileges, we classified it as a PEV. Through this process,
we identified 63 PEVs in total.

Threats to Validity. Similar to other studies, our research has
several limitations that should be considered. (1) Regarding the se-
lection of target DBMSs, we chose the bug trackers of MySQL [30],
MariaDB [6], TiDB [38], Firebird [10], and ClickHouse [15] as our
collection sources. This is because their bug trackers clearly indi-
cate whether a bug’s status is confirmed and fixed, and their bug
descriptions are detailed, which facilitates analysis. Furthermore,
their access control designs generally follow the SQL standard, so
an investigation into their privilege escalation issues has general
applicability. (2) Regarding bug accessibility, some reports involv-
ing severe privilege escalation issues may be restricted from public
access by MySQL and MariaDB [29]. Consequently, our sample
may not include some of the most critical privilege escalation is-
sues. Nevertheless, since these issues are also typically caused by
incorrect privilege checks, these publicly accessible bugs can still
provide an effective understanding of privilege escalation.

3.1 Manifestations of PEVs
To understand the potential damage of PEVs, we examined the
manifestations of the collected bugs by manually reviewing the bug
descriptions and reproducing them. Regarding their manifestations,
we have the following findings:

Finding 1. Among the 63 studied bugs, about 41.3% (26/63)
manifest as unauthorized data modification, about 38.1%
(24/63) as unauthorized information disclosure, and about
20.6% (13/63) as database state corruption.

Unauthorized Data Modification. Unauthorized data modifi-
cation is a prominent issue, potentially leading to integrity viola-
tions, occurring in 41.3% of the studied cases. This problem typically
arises when a DML command (i.e., INSERT, UPDATE, and DELETE) or
DDL command (e.g., ALTER) bypasses the required privilege checks.
If the write privilege is not properly maintained, the regular user
may modify other users’ tables to which it do not have access,
causing data tampering or data loss.

Unauthorized Information Disclosure. Our investigation in-
dicates that approximately 38.1% of the bugs result in unauthorized
information disclosure, undermining the confidentiality of returned
data. These PEVs allow attackers to access database objects without
the necessary privileges. Such manifestations arise when a DQL

command (e.g., SELECT) or a restricted administration command
(e.g., SHOW GRANTS) fails to enforce read access control correctly. As
a result, users can view sensitive user information or system status
that they are not authorized to see, leading to data leakage.

Database State Corruption. Database state corruption is an-
other severemanifestation, accounting for 20.6% of the studied cases.
These cases do not directly cause data leakage or overwrite, but they
can still lead to data loss, denial-of-service attacks, or functional
failures. This includes issues such as unauthorized DDL operations
(e.g., DROP TABLE), administration commands (e.g., KILL), or incor-
rect privilege enforcement that blocks legitimate administrative
actions. This typically occurs when the DBMS engine fails to check
administrative privileges or incorrectly resolves them, affecting the
entire DBMS instance or preventing authorized operations.

3.2 Root Causes of PEVs
We manually checked each bug report and further analyzed the
root causes of these bugs. We categorize the root causes into three
categories, and we have the following findings:

Finding 2. Among the 63 studied bugs, the most common
root cause is missing privilege checks (about 85.7% (54/63)),
while the remaining cases are due to incorrect privilege reso-
lution or operation-privilege mismatch.

Missing Privilege Checks. The absence of required privilege
checks is a prevalent root cause, responsible for 54 cases. This
often occurs in implicit internal operations where the security
context is lost, or when developers overlook the need for checks in
complex execution paths. For example, developers may correctly
implement checks for standard SQL commands but fail to enforce
themwhen the same functionality is triggered via internal functions.
This indicates that most privilege issues are context-specific.

Incorrect Privilege Resolution. This category involves logic
errors in calculating the user’s effective privileges (7 cases). The
system correctly identifies the required privilege type and object
for the target command, but fails to correctly resolve whether the
user possesses that privilege. This typically occurs when the system
mishandles complex authorization rules, such as scope hierarchies,
role inheritance, or context matching.

Operation-Privilege Mismatch. This category represents a
semantic error where the system performs a check, but enforces a
privilege type that does not align with the semantic nature of the
operation (2 cases). It involves vulnerabilities where the privilege
type is mismatched or the object binding is incorrect.

3.3 Trigger Conditions of PEVs
Following the identification of root causes, we analyze the specific
conditions that trigger these bugs.

Finding 3. Among the 63 studied bugs, about 41.3% (26/63)
are triggered by DQL commands, about 25.4% (16/63) by
administration commands, about 19.0% (12/63) by DDL com-
mands, and about 14.3% (9/63) by DML commands.
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DQL Commands. Our investigation indicates that approxi-
mately 41.3% of the bugs are triggered by DQL commands. These
bugs often occur when the system incorrectly evaluates privileges
for reading data or metadata. For SELECT commands, the bugs
frequently involve complex query structures, such as views, sub-
queries, or joins, where the permission checks fail to propagate
correctly to the underlying tables or columns.

Administration Commands. Administration commands (e.g.,
SHOW, SET, KILL) trigger about 25.4% of the bugs. These often in-
volve system-level operations where privilege checks are missed
or incorrectly enforced for specific parameters or contexts.

DDL Commands. DDL commands account for a significant por-
tion of the triggers (about 19.0%). CREATE commands are particularly
problematic, often causing privilege escalation when modifying
table structures or renaming objects. Similarly, DROP and ALTER
commands can lead to inconsistent privilege states if the system
fails to clean up permissions correctly.

DML Commands. DML commands trigger about 14.3% of the
bugs. Although less frequent than query issues, these bugs are criti-
cal because they directly affect data integrity. Bugs in this category
often involve fine-grained access controls, where the system fails
to verify permissions for specific columns being modified.

We further examine the target objects of the trigger commands
in the collected PEVs.

Finding 4. For the affected object types among the studied
bugs, about 23.8% (15/63) affect the access to user tables, about
19.0% (12/63) affect the system tables, and about 11.1% (7/63)
affect user views.

Tables. Our investigation indicates that tables are the most
frequently targeted objects in privilege escalation (about 23.8%).
This is expected, as tables are the fundamental storage units in
DBMSs and are involved in most data operations.

System Tables. System tables account for a significant portion
of PEVs (about 19.0%). These bugs are critical because they can lead
to unauthorized access to metadata or system configurations.

Other Objects. A variety of other objects are affected (about
36.5%), including sequences, procedures, functions, users/roles, and
global system variables, showing the diverse attack surface of priv-
ilege escalation vulnerabilities.

3.4 Status of Existing Approaches
DBMS developers have made efforts to test access control in DBMSs.
They usually design various unit tests and regression tests to avoid
incorrect privilege checks. Current access control testing in DBMSs
still primarily relies on these unit test cases. These manually con-
structed test cases can cover specific functionalities, but they cannot
systematically or comprehensively test the complex logic of the
access control system, leaving many PEVs undetected.

Existing DBMS fuzzing and testing approaches focus on finding
crashes, logic errors, and performance bugs during SQL execution.
However, these approaches do not specifically target access con-
trol testing. Although they can generate various SQL commands,
they cannot distinguish whether a command execution is correctly
checked against the expected privileges. For example, DBMS fuzzing

usually relies on AddressSanitizer [41] to find memory bugs and
customized test oracles based on query results to detect logic bugs.
Such test oracles cannot validate whether the current user has
the necessary privileges to execute the command. The lack of test
oracles or ground truth models for access control makes them inef-
fective in identifying PEVs.

Other access control testing approaches often rely on static anal-
ysis to locate privileged operations and then check whether the
corresponding permission checks appear on all reachable execution
paths in the source code. However, their assumptions are hard to
validate in DBMS access control. In DBMSs, privileges are defined
over rich SQL-specific types and multiple object scopes, and the re-
quired checks depend on the SQL semantics, runtime database state,
and execution context. Moreover, these privilege checks can be en-
forced across multiple stages of SQL processing. A SQL command is
usually processed through complex components such as the parser,
optimizer, and executor. This makes it difficult for static analysis
to precisely track the execution path and determine whether all
required privilege checks are performed. Such characteristics limit
the effectiveness of these approaches for detecting PEVs in DBMSs.

Basic Idea of Accio. Finding 2 shows that most PEVs are caused
by missing privilege checks. Based on this observation, the core
insight of Accio is that PEVs in DBMSs arise when a command
succeeds without enforcing privilege checks on some referenced
objects. For each command, Accio determines whether there exists
a privilege configuration under which the command still executes
successfully while certain objects lack the required privileges. Any
object that remains accessible without a covering privilege reveals
a potential PEV. Findings 3 and 4 further indicate which commands
and objects should be prioritized during PEV detection. Specifically,
Finding 3 suggests that Accio should mainly generate DDL, DQL,
DML, and administration commands. Finding 4 suggests that Accio
should focus on the database objects that are most frequently in-
volved in PEVs, including tables, system tables, views, sequences,
and procedures. These findings together guide the design of Accio,
which is presented in the following section.

4 Accio Design
Design Goal. A practical PEV detection approach should have the
following properties:
• General: Accio targets DBMSs that follow the SQL standard
(e.g., MySQL, TiDB, and Oracle). It assumes that the target DBMS
exposes privilege information through system tables and config-
ures privileges via GRANT commands. Accio can be adapted to
other DBMSs with minor adjustments.

• Efficient: Accio is able to frequently exercise the privilege
checking logic and effectively detect PEVs in real-world DBMSs
within a reasonable time.

• Accurate: Accio is designed to have satisfactory precision to
avoid reporting false positives.
Workflow. Figure 3 shows the overall workflow of Accio, which

consists of three key components: Privilege Model Construction,
Minimum Privilege Set Calculation, and Missing Privilege Check
Detection. (1) Privilege Model Construction: Accio first analyzes
the target DBMS to obtain essential authorization information,
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Figure 3: The overall workflow of Accio.

including privilege types and object scopes. Based on this, it con-
structs a comprehensive privilege model that represents the full set
of privileges and their inclusion relationships. (2) Minimum Privi-
lege Set Calculation: For a given SQL command, Accio calculates
the minimum set of privileges required for execution. It employs a
top-down approach, utilizing the constructed model to decompose
high-level privileges and iteratively refine object scopes to identify
precise permissions. (3) Missing Privilege Check Detection: Accio
analyzes the consistency between the calculated minimum privilege
set and the observed behavior. By checking for missing coverage
and uncovered exposed objects, it identifies potential PEVs.

4.1 Privilege Model Construction
In this section, we detail the construction of the Dual-Hierarchy
PrivilegeModel, which serves as the foundation for precise privilege
analysis. Formally, we define a privilege as a tuple 𝑃 = ⟨𝑇 , 𝑂⟩, where
𝑇 represents the Privilege Type and 𝑂 denotes the Object Scope.
To effectively capture the complex authorization logic of DBMSs,
Accio establishes two orthogonal hierarchical structures: a static
Privilege Type Hierarchy and a dynamic Object Scope Hierarchy.
This dual-hierarchy design enables Accio to model the inclusion
relationships between privileges comprehensively, i.e., whether a
privilege 𝑃𝑖 implies another privilege 𝑃𝑗 .

Static Privilege Type Hierarchy Construction. Accio first parses
the DBMS system tables (e.g., system.privileges) to obtain essen-
tial information about privilege definitions and their static depen-
dencies. For DBMSs that do not expose such information through
system tables, the required privilege information can be obtained
from the official documentation. It then extracts the inclusion re-
lationships where a high-level privilege (e.g., ALL) encompasses
multiple sub-privileges (e.g., SELECT, ALTER). Based on these rela-
tionships, Accio constructs a static directed tree to represent the
Type Hierarchy. In this hierarchy, the root node represents the full
privilege, while leaf nodes correspond to atomic operations. For ex-
ample, in ClickHouse, the ALTER privilege implicitly includes ALTER

TABLE, ALTER VIEW, and ALTER INDEX. Our model represents this
by creating directed edges from the ALTER node to its child nodes.
This static structure is built once during the initialization phase and
remains constant throughout the analysis.

Dynamic Object Scope Hierarchy Construction. Simultaneously,
Accio constructs the Object Scope Hierarchy. To ensure the hierar-
chy covers a wide range of objects, Accio first prepares the database
state by executing a sequence of object creation commands. Ac-
cording to Finding 4, Accio employs a SQL generator to produce
creation commands for a variety of user objects, including TABLE,
VIEW, PROCEDURE, and SEQUENCE. Then, Accio executes these cre-
ation commands to update the database state, and traverses the
system tables to retrieve the current schema information. Unlike
privilege types, the objects (e.g., databases, tables, columns) are dy-
namic and user-defined. It initializes a root node representing the
global scope and then recursively identifies all existing databases,
tables, and columns, adding them as child nodes of their respective
parents. For instance, a table t1 within database db1 is modeled as
a child of the db1 node, which in turn is a child of the global node.
Accio incorporates this structural information to enable granular
privilege analysis at different object scopes.

Model Instantiation. To construct the final privilege graph, Accio
instantiates privilege tuples by mapping privilege types to their
compatible object scopes. This process ensures that only valid com-
binations are included, as not all privilege types are applicable to
every object scope (e.g., CREATE TABLE applies to table scopes but
not to column scopes). Accio employs a dynamic probing strat-
egy to determine these valid combinations efficiently. Specifically,
Accio enumerates all available privilege types. It generates test priv-
ilege configuration commands on representative objects for each
object-scope granularity according to the grammar of the target
DBMS (e.g., the GRANT grammar). It then executes these commands
and observes the feedback. By observing the execution feedback,
Accio identifies valid privilege–scope combinations and incorpo-
rates them into the privilege graph. Since the compatibility rules
are constant for a given DBMS version, this model is constructed
once and reused throughout the subsequent testing process.

Figure 4 illustrates how Accio constructs the Dual-Hierarchy
Privilege Model from a DBMS’s privilege semantics. Accio first
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Figure 4: The Privilege Model Construction in Accio.
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builds a privilege type hierarchy that captures static inclusion rela-
tionships among privilege types (e.g., ALL subsumes SELECT, ALTER,
and their refined variants such as ALTER TABLE), enabling type-level
implication during reasoning. Then, for each privilege type, Accio
constructs an object scope hierarchy that represents the dynamic ob-
ject scopes of privileges, organized from the global scope (e.g., *.*)
down to database, table, and column scopes, where privileges natu-
rally inherit along containment. Given these two hierarchies, Accio
synthesizes a privilege node for each concrete grant by pairing its
privilege type with its object scope; for example, GRANT SELECT
ON db1.t1 is mapped to the node ⟨SELECT, 𝑑𝑏1.𝑡1⟩. This unified
representation allows Accio to reason consistently about privilege
subsumption via the type hierarchy and scope coverage via the
object scope hierarchy when analyzing whether a SQL command
is properly covered by current privileges.

4.2 Minimum Privilege Set Calculation
Based on the privilege model, the second component is Minimum
Privilege Set Calculation. For a specific SQL command, identifying
the precise set of privileges required for its execution is challenging
due to the complexity of SQL syntax and authorization logic. Accio
addresses this by calculating the minimum set of privileges through
a divide-and-conquer process.

First, Accio generates target SQL commands for privilege anal-
ysis. According to Findings 3 and 4, Accio focuses on the SQL
commands and database objects most commonly involved in PEVs.
Specifically, it generates DDL, DML, DQL, and administration com-
mands, and focuses on objects including tables, views, sequences,
and procedures. During generation, Accio first chooses a command
type and constructs its base AST. It then adds different clauses ac-
cording to the command types. Finally, Accio binds them to existing
database objects to ensure that the generated commands are valid
under the current schema.

Second, Accio validates the command with the superuser privi-
lege. It checks if the command can be executed successfully with the
privilege ALL ON *.*. If the execution fails even with the highest
privilege, the command is likely invalid or contains syntax errors,
and Accio discards it. If successful, Accio proceeds to decompose
the ALL privilege into its constituent sub-privileges according to
the constructed model.

Then, Accio determines which specific privilege types are neces-
sary to execute the command. It iterates through the sub-privileges
and tests whether the command can still be executed with each
subset. When the number of privilege types is large, checking them
one by one is inefficient. To accelerate this process, Accio employs
a divide-and-conquer strategy. It divides the privilege set into two
halves and tests if the required privilege lies within one of them.
By recursively narrowing down the candidate privilege set, Accio
efficiently isolates the necessary privilege types. This results in a
minimum set of required privilege types for the SQL command.

Next, Accio refines the object scopes to find the most precise
scope. It starts by splitting the global scope (*.*) into database-
scoped entries (e.g., db1.*, db2.*). For each database, it calculates
the necessary privilege set. Subsequently, it further drills down to
table-scoped entries (e.g., db1.tbl1, db2.tbl2). Through this iter-
ative splitting and checking process, Accio obtains the minimum

Algorithm 1: Minimum Privilege Set Calculation
Input :SQL command: 𝑐𝑚𝑑 , Privilege model: model
Output :Minimum privilege set: min_set

1 min_set ← ∅;
2 foreach 𝑝 ∈ model.𝑎𝑙𝑙_𝑡𝑦𝑝𝑒𝑠 do
3 min_set ← min_set ∪ {⟨𝑝, GLOBAL⟩};
4 end
5 min_set ← refine_priv(min_set, ∅);

6 foreach ⟨𝑝, 𝑜𝑏𝑗⟩ ∈ min_set do
7 cur ← min_set − ⟨𝑝, 𝑜𝑏𝑗⟩;
8 child_privs ← get_children(model, ⟨𝑝, 𝑜𝑏𝑗⟩);
9 refine ← refine_priv(child_privs, cur);

10 min_set ← cur ∪ refine;
11 end
12 return min_set;

13 Function refine_priv(privs, ctx):
14 if |privs| == 1 then
15 return execute (ctx) ? ∅ : privs;
16 end
17 L,R ← split(privs);
18 res_L ← execute(R ∪ ctx) ? ∅ ∶ refine_priv(L,R ∪ ctx);
19 res_R ← execute(L ∪ ctx) ? ∅ ∶ refine_priv(R, L ∪ ctx);
20 return res_L ∪ res_R;

set of required privileges in terms of both privilege type and object
scope. For example, if a command accesses a table t1, Accio will
determine that the SELECT privilege on t1 is required, rather than
SELECT on the entire database.

Algorithm 1 illustrates how Accio calculates the minimum priv-
ilege set for a given SQL command. Accio first initializes an over-
privileged configuration by granting all supported privilege types
at the global scope, ensuring the command is executable before
refinement (Lines 1–4). It then invokes a feedback-driven mini-
mization procedure that iteratively removes privilege entries and
re-executes the command to retain only those that are necessary
(Line 5). After minimizing required privilege types, Accio further
refines privilege object scopes by replacing coarse-grained entries
with their finer-grained children in the object hierarchy (e.g., from
database to table and column), again guided by execution outcomes
(Lines 6–11). To reduce trials, the refinement procedure applies a
divide-and-conquer strategy that splits candidates and recursively
minimizes only the subset whose removal causes execution failure
(Lines 13–20). Finally, Accio returns a compact privilege set that
is sufficient for executing the command and is minimum for the
target DBMS (Line 12).

4.3 Missing Privilege Check Detection
After Accio computes the minimum privilege set required by a SQL
command, it further checks whether the DBMS enforces this set
consistently during execution. In particular, according to Finding 2,
we target missing privilege checks, where the system executes a
command successfully but fails to validate the privileges needed to
protect the objects that the command may access or expose. To this
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end, Accio combines the command semantics, the observed execu-
tion outcome, and the computed minimum set to decide whether
the behavior constitutes a privilege escalation.

Accio performs the detection in two steps. First, it identifies
exposed objects by expanding the SQL command and collecting all
object references that are potentially revealed through execution.
This step is necessary because the surface form of a SQL command
often omits the concrete objects actually accessed at runtime. Accio
therefore normalizes the command into an expanded form and then
extracts object names from the expanded SQL command, using
the current database state as the reference to resolve which tokens
correspond to real objects. Accio also collects exposed objects from
the returned result sets of the SQL commands. Specifically, the
result set typically consists of two parts: the column headers and
the row values. Accio records an object as exposed if its name
appears in either the headers or the returned data.

Target SQL Command
SELECT t1.c1 FROM t1 NATURAL JOIN t2

Minimum Privilege Set
{<SELECT, t1.c1>}

Step 1: Exposed Object Identification

Exposed Objects
• Column (t1.c1)
• Column (t1.id)
• Column (t2.id)

Step 2: Uncovered Object Detection

Privilege Set
{<SELECT, t1.c1>}

Column (t1.c1)
Column (t1.id)
Column (t2.id)

Covered

Uncovered Privilege Escalation
Vulnerabilities

Uncovered

+

Expanded SQL Command
SELECT t1.c1 FROM t1

INNER JOIN t2 
ON t1.id = t2.id

Result Set

t1.c1

...

Figure 5: The Missing Privilege Check Detection in Accio.

The expansion step is necessary for handling implicit object us-
age. For example, SELECT * FROM tbl is incomplete from an access-
control perspective, as * represents all columns of tbl; the effective
access is closer to SELECT col1, col2, col3 FROM tbl, and the ex-
posed objects should include these concrete columns. Similarly,
SELECT col FROM tbl1 NATURAL JOIN tbl2 implicitly depends on
the join keys: the DBMS matches columns with the same name
across the two tables, meaning that the query references those
columns even if they are not explicitly listed. By unfolding such im-
plicit semantics, Accio obtains a precise exposed object set that re-
flects what the command actually reveals under the current schema.

Second, Accio cross-checks the exposed-object set against the
computed minimum privilege set. Specifically, Accio verifies that
every exposed object is covered by at least one matching privilege
entry in the minimum set. Coverage is defined with respect to ob-
ject scopes and the object hierarchy: a column can be covered by a
column-scope privilege on that column, a table-scope privilege on
its parent table, a database-scope privilege on the containing data-
base/schema, or a global-scope privilege, depending on the DBMS’s
privilege model. Intuitively, an object is considered protected if
some privilege in the minimum set grants the required operation
at the same or a broader scope that subsumes the object.

Figure 5 shows an example of how Accio detects a missing
privilege check after obtaining the minimum privilege set. Given
the target query SELECT t1.c1 FROM t1 NATURAL JOIN t2 and its
computed minimum set SELECT on t1.c1, Accio first performs
exposed object identification by expanding the query into an equiv-
alent form with explicit join predicates, e.g., ... INNER JOIN t2
ON t1.id = t2.id, and then extracting all object names involved
in the expanded command. It also collects the column names as
exposed columns from the result set. In this case, besides the se-
lected column t1.c1, the natural join implicitly references the join
keys t1.id and t2.id. Accio then conducts uncovered object de-
tection by checking whether each exposed object is covered by at
least one entry in the minimum privilege set. Since only t1.c1 is
covered while t1.id and t2.id remain uncovered, Accio reports
such execution as a PEV candidate.

This detection becomes effective precisely because we have al-
ready minimized the required privileges. The minimum set removes
privilege types and scopes that are unrelated to executing the com-
mand in the target DBMS, making the remaining entries a tight
approximation of what should be checked. Under this condition,
if Accio still observes that a command succeeds and exposes ob-
jects that are not covered by any privilege entry in the minimum
set, the most plausible explanation is that the DBMS omitted (or
incorrectly bypassed) the corresponding privilege check along the
execution path. Accio then reports the case as a candidate PEV,
together with the uncovered exposed objects and the execution
evidence, to facilitate developer confirmation and debugging.

5 Implementation
We implemented Accio in approximately 18,500 lines of Python on
top of the SQLGlot framework [25].

SQL Generation. To create database states and target SQL com-
mands, we use SQLGlot to generate valid SQL commands for differ-
ent DBMSs. Accio’s SQL generator constructs ASTs for different
command types and converts them into SQL commands in the di-
alect of the target DBMS. In the current implementation, the SQL
generator covers 21 SQL command types and 27 clause types, and
each command contains up to 10 clauses. It currently supports
objects including TABLE, VIEW, PROCEDURE, and SEQUENCE.

Privilege Configuration Generation. For the Privilege Model
Construction component, Accio synthesizes GRANT commands to
instantiate privilege nodes and check their validity against the tar-
get DBMS. We summarized the documented forms of GRANT com-
mands from the official documentation of each DBMS and grouped
them by object scope, such as global, database, table, and column
scopes. We then implemented these forms as context-free gram-
mars using Python’s NLTK library [40]. During model construction,
Accio instantiates these forms with representative objects in the
current database state and executes the resulting GRANT commands
to check whether a privilege type is valid on a specific object scope.
Based on the execution feedback, Accio retains valid privilege–
scope combinations.

Parallel Execution. For the Minimum Privilege Set Calculation
component, we implemented a multi-threaded framework to im-
prove performance. We implemented a connection pool to manage
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Table 2: The PEVs detected by Accio in seven DBMSs within 24 hours, including 1 in MySQL, 3 in MariaDB, 7 in OceanBase, 10
in TiDB, 2 in ClickHouse, 2 in Firebird, and 1 in Oracle.

ID DBMS Command Description Status

1 MySQL CREATE Privilege checks for CREATE TABLE ... LIKE are missing Confirmed
2 MariaDB CHECK TABLE Privilege checks for CHECK TABLE are inconsistent Fixed
3 MariaDB INSERT INSERT ... RETURNING exposes columns for which the user lacks SELECT privilege Fixed
4 MariaDB SHOW TABLES SHOW TABLES allows users with only GRANT OPTION privilege to read all table names Fixed
5 OceanBase CHECK TABLE Privilege checks for CHECK TABLE are missing Fixed
6 OceanBase SHOW PROCESSLIST Results of SHOW PROCESSLIST leak unauthorized information Fixed
7 OceanBase CALL Privilege checks for procedures in the DBMS_UDR packages are missing Fixed
8 OceanBase CALL Privilege checks for procedures in the DBMS_WORKLOAD_REPOSITORY packages are missing Fixed
9 OceanBase CALL Privilege checks for procedures in the DBMS_XPLAN packages are missing Fixed
10 OceanBase INSERT INSERT command can expose unauthorized column names Fixed
11 OceanBase SELECT Results of information_schema.parameters leak unauthorized information Fixed
12 TiDB DROP STATS Privilege checks for DROP STATS are missing Fixed
13 TiDB SPLIT TABLE Privilege checks for SPLIT TABLE are missing Fixed
14 TiDB ALTER RANGE Privilege checks for ALTER RANGE are missing Fixed
15 TiDB SHOW TABLE Results of SHOW TABLE ... REGIONS leak unauthorized information Fixed
16 TiDB ADMIN Privilege checks for ADMIN PLUGINS are missing Fixed
17 TiDB INSERT Privilege checks for columns in INSERT values are missing Fixed
18 TiDB ALTER TABLE Privilege checks for TRUNCATE PARTITION are insufficient Fixed
19 TiDB SELECT Results of information_schema.statements_summary leak unauthorized command content Fixed
20 TiDB SELECT Results of information_schema.statements_summary_history leak unauthorized command content Fixed
21 TiDB SELECT Results of information_schema.user_attributes leak unauthorized attributes Fixed
22 ClickHouse SYSTEM Privilege checks for SYSTEM SYNC FILE CACHE are missing Fixed
23 ClickHouse EXPLAIN Privilege checks for EXPLAIN are broken Confirmed
24 Firebird COMMENT Privilege checks for COMMENT ON PARAMETER are missing Fixed
25 Firebird DROP FILTER Privilege checks for DROP FILTER are bypassed Fixed
26 Oracle SELECT Results of table SYS.ORA_KGLR7_DEPENDENCIES leak unauthorized information Confirmed

the database connections for multiple users and sessions concur-
rently. Since each validation task executes the same target command
under a different privilege subset, these tasks can be processed in-
dependently. We therefore assign each validation task to a separate
worker thread and use a thread pool to maximize parallelism. This
implementation can reduce the time cost of calculating the mini-
mum privilege set for complex SQL commands.

6 Evaluation
We evaluated Accio in terms of its ability and efficiency to detect
PEVs on real-world DBMSs. Our evaluation aims to answer the
following research questions:

• RQ1: Can Accio successfully discover new and critical PEVs
in widely-used DBMSs?

• RQ2: Can Accio perform better on DBMSs than other PEV
detection approaches?

• RQ3: What is the effectiveness of components of Accio?
• RQ4: Can Accio reproduce historical PEVs?

6.1 Experimental Setup
Test DBMSs. To demonstrate the generality and PEV-finding ability
of Accio across various database architectures, we applied Accio
to seven widely used DBMSs: MySQL [29], MariaDB [5], TiDB [37],
OceanBase [28], ClickHouse [15], Firebird [10], and Oracle [35].
These DBMSs represent different categories of database systems, in-
cluding traditional relational databases (MySQL, MariaDB, Firebird,
Oracle), distributed HTAP databases (TiDB, OceanBase), and OLAP
databases (ClickHouse). They are extensively used in industrial
production environments and have been rigorously tested by their

vendors and the open-source community. Specifically, the chosen
versions for evaluation were MySQL v9.2.0, MariaDB v12.1.1, TiDB
v8.5.2, OceanBase v4.3.5, ClickHouse v25.3.10, Firebird v5.0.3, and
Oracle Database Free 26ai. These versions were the latest stable
releases at the time of our experiments.

Environment. The evaluation was performed on a machine
running 64-bit Ubuntu 22.04 LTS with 128 cores (AMD EPYC 7763
Processor) and 504 GiB of main memory. To ensure a clean and
consistent experimental environment, each DBMS was deployed
in an isolated Docker container. We allocated 10 CPU cores and 50
GiB of RAM for each DBMS instance. We ran Accio on each DBMS
for 24 hours with 5 times repeated under identical conditions, and
the median results are used in this paper.

6.2 PEV Detection
Overall Results. We evaluated Accio in terms of its ability to
find new PEVs in real-world DBMSs. Despite these seven tested
DBMSs being mature systems that have undergone rigorous test-
ing by their vendors, Accio demonstrated effective PEV-finding
capabilities. Accio successfully detected 26 previously unknown
PEVs. Table 2 summarizes the statistics of these PEVs across the
seven DBMSs. Accio found 1 PEV in MySQL, 3 in MariaDB, 7 in
OceanBase, 10 in TiDB, 2 in ClickHouse, 2 in Firebird, and 1 in
Oracle. These detected PEVs enable unprivileged users to perform
restricted operations. Specifically, 8 of them cause unauthorized
data modifications, 9 lead to sensitive information leakage, and 9
allow database state corruption. We have reported all the detected
PEVs to the corresponding DBMS vendors through their official
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bug trackers and security contact email addresses. All of these PEVs
have been confirmed by the developers, with 23 of them fixed.

Case Studies. To provide insights into how Accio detects subtle
PEVs, we present detailed case studies of three vulnerabilities found
in OceanBase, MariaDB, and TiDB. We selected these cases because
they represent diverse categories of privilege escalation vulnerabil-
ities (e.g., unauthorized state modification, metadata leakage, data
deletion) and demonstrate the capability of Accio to discover PEVs
in different DBMSs.

Listing 1: Unauthorized creation of query rewrite rules in
OceanBase via the CALL command.
-- Privilege: SELECT ON testdb .*
CALL DBMS_UDR.CREATE_RULE('rule1', 'testdb ',

'SELECT ?', 'SELECT ?+1');
--Expected: Permission denied to create rule
--Actual: Query OK, rule 'r1' created successfully

Case Study 1: Unauthorized creation of query rewrite rules in Ocean-
Base. Accio detected a missing privilege check in OceanBase in the
DBMS_UDR package. In this scenario, when the user-defined rewrite
rule feature is enabled, a user with only the SELECT privilege on the
target database can execute procedures such as DBMS_UDR.CREATE_-
RULE. This allows an attacker to define rules that rewrite legitimate
queries (e.g., `SELECT ?') into arbitrary forms (e.g., `SELECT ? +
1'), tampering with the query logic of other users. Accio identified
this vulnerability because the system successfully executed the
command despite the user lacking the necessary administrative
privileges to modify global rewrite rules.

Listing 2: Unauthorized disclosure of user table names and
definitions in MariaDB.
--Privilege: USAGE ON *.* WITH GRANT OPTION
SHOW TABLES FROM other_db;
SHOW CREATE TABLE other_db.other_tbl;
--Expected: Access denied for database 'other_db '
--Actual: Returns all table names in 'other_db '

and the definition of 'other_tbl '

Case Study 2: Unauthorized disclosure of table names and defini-
tions in MariaDB. Accio discovered an information leakage vul-
nerability in MariaDB involving the SHOW TABLES command. This
vulnerability allows a user possessing only the GRANT OPTION priv-
ilege to list all table names in any restricted database (other_db
in the case study). Moreover, SHOW CREATE TABLE has a similar is-
sue, which allows the user to view the definitions of tables in the
other_db database. In this way, users with the GRANT OPTION priv-
ilege can first retrieve all table names in the database and then
obtain their table definitions, leading to unauthorized disclosure.
Normally, accessing the metadata of system tables requires specific
SELECT or SHOW TABLE privileges. Accio detected this issue because
the command returned a list of sensitive system tables that were
not covered by the user’s assigned privileges.

Case Study 3: Unauthorized deletion of table statistics in TiDB.
Accio identified a missing privilege check in TiDB regarding the

Listing 3: Unauthorized deletion of table statistics in TiDB.
--Privilege: SELECT ON test.another_tbl
DROP STATS test.tbl;
--Expected: ERROR: DROP command denied
--Actual: Query OK , statistics for 'tbl ' deleted

DROP STATS command. In this case, a user with the SELECT privilege
on any table in the database can successfully execute DROP STATS
to remove the statistical data of other tables. This operation causes
unauthorized deletion of other users’ statistics information, which
can impact the query optimizer’s performance and stability. Accio
detected this vulnerability because the command succeeded on a
target table for which the user had no DROP privileges on the target
table, violating the expected access control policy.

6.3 Comparison with Existing Approaches
To evaluate the effectiveness of Accio compared to static analysis
approaches, we conducted a comparative experiment by adapting
MPChecker [24], a missing permission check vulnerability detector
originally designed for Java distributed systems. MPChecker mod-
els privileged operations in the system and the permission checks
that are expected to guard them. It reports a potential vulnerabil-
ity when a privileged operation is reachable without a required
check on the corresponding execution path. Since MPChecker’s
implementation is not directly compatible with DBMSs, we im-
plemented its core detection logic using CodeQL, referred to as
CodeQLMPChecker. We applied CodeQLMPChecker to MySQL, Mari-
aDB, TiDB, ClickHouse, and Firebird to detect missing permission
check vulnerabilities. We skipped the evaluation of MPChecker
on OceanBase due to the difficulty in compiling OceanBase with
CodeQL support. The Oracle database is also excluded since it does
not provide source code.

PEV detection. Among the five DBMSs, CodeQLMPChecker re-
ported 57, 14, 11, 47, and 23missing permission check issuesMySQL,
MariaDB, TiDB, ClickHouse, and Firebird, respectively. However,
upon manual verification, we found that only 5 in TiDB and 1 in
ClickHouse of these reports were true positives. By contrast, within
24 hours, Accio detected 1, 3, 10, 2, and 2 PEVs in the five DBMSs,
respectively, including the 6 PEVs identified by CodeQLMPChecker.
CodeQLMPChecker misses many PEVs for two reasons: On the one
hand, CodeQLMPChecker cannot identify cases where a privilege
check exists but is still insufficient for DBMS privilege semantics.
The tool treats a path as safe once it observes any privilege check,
but DBMSs often require checks with multiple types and object
scopes. For example, we observed a PEV case detected by Accio
where a database-scope check exists, while the required table-scope
check is missing. CodeQLMPChecker cannot detect it since this ex-
ecution path already contains a permission check, although this
check is insufficient. On the other hand, some DBMSs enforce ac-
cess control implicitly through SQL query logic rather than explicit
check functions in programming languages. For example, for some
SQL commands in Firebird, the DBMS checks the users’ privileges
via specific SQL commands in the system table. PEVs in these com-
mands are caused by incorrect privilege-check queries (e.g., missing
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necessary WHERE clauses to filter out those objects where the user
does not have privileges). CodeQLMPChecker is unable to identify
such mistakes in SQL commands, leading to missing PEVs.

False Positives. CodeQLMPChecker reports 146 false positives,
including 57, 14, 6, 46, and 23 in the five DBMSs, respectively. We
attribute the high false positive rate of CodeQLMPChecker to the
way privilege enforcement is implemented in DBMS access control.
In DBMSs, privilege checks are often not placed at a single entry
point. Instead, they are distributed across different execution stages,
including parsing, optimization, and execution. As a result, some
basic privilege checks may be applied during parsing the SQL com-
mand, while the other checks happen deeper in the optimization
or execution stage. Due to the complex logic of the SQL parser
and optimizer, it is difficult to correctly capture all of the privilege
checks together. In addition, DBMS execution has complex control
flow. It uses dynamic dispatch based on object types, operational
modes, and configuration switches. Some commands also enforce
privileges through loops that iteratively verify objects. These pat-
terns are hard to recognize as guaranteed checks by static analysis,
which further increases false positives of CodeQLMPChecker.

In contrast, at 24 hours, Accio generated two false positives in
total when detecting PEVs in the tested DBMSs, including one in
ClickHouse and one in OceanBase. both of them are caused by
silently failed SQL commands. In these cases, the command does
not report an error when the privileges are insufficient, but it also
skips the actual execution and does not affect the database state.
For example, in ClickHouse, the SYSTEM DROP REPLICA command
does not report an error when the user lacks the required privi-
lege, but it performs no operation. Since Accio determines PEVs
based on the observed execution status, such silently failed com-
mands are treated as successful executions by Accio, leading to
false positives. This behavior originates from the special design of
specific DBMS commands. In contrast, most SQL commands in the
tested DBMSs explicitly report errors when privilege checks fail,
and Accio produces no false positives on these commands.

6.4 Effectiveness of Accio Components
To understand the contribution of the Privilege model Construction
in Accio, we applied the Privilege Model Construction component
to seven DBMSs. Note that model construction is used to identify
privilege types and object scopes and to ensure model correctness
by hierarchy checking. Table 3 shows the statistics of the privilege
models constructed by Accio on seven DBMSs. Across the seven
DBMSs, Accio covers 659 privilege types in total, accounting for
97.5% (659/676) of all documented privilege types supported by
these DBMSs. This indicates that the Privilege Model Construction
component is effective in constructing accurate privilege models
for diverse DBMSs. For instance, Accio identified all 66 distinct
privileges and four object scopes in MySQL. It also modeled 206
distinct privileges in ClickHouse and 217 in Oracle, which have
complex access control systems. The remaining 17 privilege types
currently remain unsupported because they require object types
or preconditions that are not covered by the current generator.
This result shows that the privilege model constructed by Accio
covers most of the privilege types exposed by real-world DBMSs.
For example, ClickHouse’s ALTER_COLLECTION privilege requires

user-defined collections, while the current database-state generator
does not create such objects.

Table 3: Statistics of privilege types in vendor documentation
and in the privilege models constructed by Accio on seven
DBMSs. Note that the same privilege types can appear in
multiple object scopes.

DBMS # Documented Privs.
# Modeled Privs. by Each Object Scope

GLOBAL DATABASE TABLE COLUMN

MySQL 66 66 20 14 4
MariaDB 42 42 22 15 4
OceanBase 38 38 16 13 4
TiDB 49 49 20 14 –
ClickHouse 218 206 105 98 19
Firebird 41 41 – 5 2
Oracle 222 217 – 11 3

Total 676 659 183 170 36

To understand the effectiveness of the Privilege Model Con-
struction and Minimum Privilege Set Calculation in Accio, we im-
plemented two variants: Accio!𝑀𝑖𝑛

!𝑀𝑜𝑑𝑒𝑙 and Accio!𝑀𝑖𝑛 . Accio!𝑀𝑖𝑛
!𝑀𝑜𝑑𝑒𝑙

disables both Privilege Model Construction and Minimum Priv-
ilege Set Calculation. Accio!𝑀𝑖𝑛 disables Minimum Privilege Set
Calculation. Due to the absence of Privilege Model Construction,
Accio!𝑀𝑖𝑛

!𝑀𝑜𝑑𝑒𝑙 can only construct GRANT commands that do not de-
pend on database states (i.e., privileges with the global scope). In
contrast, Accio!𝑀𝑖𝑛 can construct GRANT commands with different
scopes based on database states. However, since both variants lack
Minimum Privilege Set Calculation, they enumerate all possible
GRANT commands for each target command to attempt execution
and detect potential PEVs under different privileges. We compare
Accio against these two variants on the seven DBMSs for 24 hours,
using the number of tested SQL commands and the number of
detected PEVs as the metrics.

Table 4: The number of tested SQL commands by Accio and
its variants in 24 hours.

DBMS Accio!𝑀𝑖𝑛
!𝑀𝑜𝑑𝑒𝑙 Accio!𝑀𝑖𝑛 Accio

MySQL 3,851 844 12,312
MariaDB 6,574 890 13,043
OceanBase 1,628 1,171 8,605
TiDB 6,662 623 21,948
ClickHouse 1,608 188 11,976
Firebird 5,446 1,513 24,785
Oracle 1,680 1,209 38,760

Total 27,449 6,438 131,429

Table 4 shows the number of tested commands by Accio and
its variants. From the table, we can see that Accio tested more
commands than Accio!𝑀𝑖𝑛

!𝑀𝑜𝑑𝑒𝑙 and Accio!𝑀𝑖𝑛 . Specifically, Accio!𝑀𝑖𝑛

tested the fewest commands. This difference is mainly caused by
the number of privilege sets that need to be tested for each SQL
command. Without Minimum Privilege Set Calculation, Accio!𝑀𝑖𝑛

needs to enumerate all possible privileges and test whether the com-
mand can be executed under each of them. For example, for a table
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with one column, MySQL exposes 104 possible privileges across
different object scopes, and Accio!𝑀𝑖𝑛 needs to test all of them sep-
arately. Consequently, the number of tested SQL commands in 24
hours is much reduced compared to Accio. Accio!𝑀𝑖𝑛

!𝑀𝑜𝑑𝑒𝑙 tests more
commands than Accio!𝑀𝑖𝑛 since it can only enumerate global-scope
privilege nodes that are independent of database states, which re-
duces the number of privilege attempts required for each command.
In contrast, Accio completes the detection of each target command
with fewer attempts through Minimum Privilege Set Calculation.
In our evaluation, the minimum privilege set for each command in
MySQL can be computed within 20 privilege attempts by Accio’s
divide-and-conquer strategy, which highly improves the overall
testing throughput.

Table 5: The number of PEVs detected by Accio and its vari-
ants in 24 hours.

DBMS Accio!𝑀𝑖𝑛
!𝑀𝑜𝑑𝑒𝑙 Accio!𝑀𝑖𝑛 Accio

MySQL 0 0 1
MariaDB 0 1 3
OceanBase 0 1 7
TiDB 3 1 10
ClickHouse 1 0 2
Firebird 0 0 2
Oracle 0 0 1

Total 4 3 26

Table 5 shows the number of PEVs detected by Accio and its
variants. From the table, we can see that Accio detected the most
PEVs, followed by Accio!𝑀𝑖𝑛

!𝑀𝑜𝑑𝑒𝑙 , and Accio!𝑀𝑖𝑛 detected the least.
Although Accio!𝑀𝑖𝑛

!𝑀𝑜𝑑𝑒𝑙 tested more commands than Accio!𝑀𝑖𝑛 , it
cannot construct GRANT commands with specific scopes due to
the lack of Privilege Model Construction. Consequently, it fails to
trigger the PEVs that depend on specific database states. As for
Accio!𝑀𝑖𝑛 , the number of detected PEVs is less than Accio due
to the much slower execution speed. By contrast, Accio detects
the most PEVs because it supports more privileges and achieves
higher throughput during testing. We also measured how quickly
Accio detects unique PEVs under the same time budget. Figure 6
shows that Accio detected 8 unique PEVs within 2 hours, while
both Accio!𝑀𝑖𝑛

!𝑀𝑜𝑑𝑒𝑙 and Accio!𝑀𝑖𝑛 detected only one PEV. Within 24
hours, Accio detected 26 unique PEVs, compared with 4 detected
by Accio!𝑀𝑖𝑛

!𝑀𝑜𝑑𝑒𝑙 and 3 detected by Accio!𝑀𝑖𝑛 .

6.5 Rediscovery of Historical PEVs
To evaluate Accio’s ability to rediscover known historical PEVs, we
ran historical versions of the DBMSs that contain known PEVs and
used Accio to attempt to reproduce them. Note that we excluded
21 PEVs because they are more than 10 years old, and the corre-
sponding DBMS binaries cannot run on current OS environments.
We further excluded 6 PEVs because they were introduced and
fixed only in internal development builds and did not appear in any
released version of DBMSs. Among the remaining 36 reproducible
PEVs across the five studied DBMSs, Accio successfully reproduced

0 2 4 6 8 10 12 14 16 18 20 22 24

Test time (h)

0

5

10

15

20

25

U
n

iq
u

e
P

E
V

n
u

m
b

er

Accio!Min
!Model Accio!Min Accio

Figure 6: The number of unique PEVs detected over time by
Accio in 24 hours.

33 of them, showing that Accio is effective in detecting historical
PEVs in their corresponding DBMS versions.

Table 6: Rediscovery of historical PEVs by Accio. Among
the 63 historical PEVs collected in our motivation study, we
exclude 21 cases whose corresponding DBMS versions are too
old to run on current OS environments, and 6 cases that only
existed in internal development builds and never appeared
in released versions.

DBMS MySQL MariaDB TiDB ClickHouse Firebird Total

Historical 3 4 17 2 10 36
Reproduced 3 4 17 2 7 33

Accio failed to reproduce 3 PEVs in the study since these cases
fall outside the detection boundary of Accio. Accio is designed
to identify missing privilege checks by detecting uncovered data-
base objects, while these three PEVs do not trigger the uncovered-
database-object condition. Onemissed case is rooted in an operation-
privilege mismatch, where the DBMS applies the privilege check
to the command but enforces an incorrect privilege type. Accio
misses this PEV because it cannot distinguish cases where the user
already has some privileges on the objects, even if the privilege
type is incorrect. The other two missed cases depend on specific
database environments and configurations. For example, one of
them requires the presence of a specific shared library (.so) file in
the file system. It can only be triggered by crafting SQL commands
that reference the file path to this external library file. Such PEVs
are difficult for Accio to detect, since Accio’s privilege model is
constructed over database objects in the database state, while the
external files cannot be modeled by Accio’s current design.

7 Discussion
Coverage of Accio’s SQL Generator. Currently, Accio focuses
on the SQL command types that are most likely to trigger PEVs
according to our motivation study, including DDL, DML, DQL,
and administration commands on tables, views, sequences, and
procedures. Although this coverage already enables Accio to detect
previously unknown PEVs in widely used DBMSs, it does not cover
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all SQL grammars and privilege–object combinations supported by
modern DBMSs. In particular, some DBMS-specific SQL commands,
object types that require special database states, and commands
that depend on specific runtime environments remain outside the
current SQL generator and privilege model. As a result, Accio may
miss PEVs that can only be triggered by these unsupported SQL
commands. A possible direction for improvement is to extend the
SQL generator with more command types and clause combinations.
It can also further combine coverage-guided DBMS fuzzing so that
more complex SQL commands can be explored, with minimum
privilege set calculation deployed as the test oracle.

Adapting Accio to other DBMSs. Accio mainly targets SQL
DBMSs whose privileges are defined over database objects and
can be configured through GRANT commands. Adapting Accio to
these DBMSs requires minimal effort and involves two primary
steps. (1) The first step is to configure the system table queries. We
need to write the SQL commands to retrieve the privilege types,
object scopes, and schema information from the DBMS’s system
tables (e.g., information_schema). This step typically requires un-
derstanding the DBMS’s metadata structure. (2) The second step
is to implement the client interface. This interface encapsulates
the functions for connection management, query execution, and
error handling. Since most DBMSs provide standard Python drivers,
developers only need to implement wrappers around these drivers
to adapt Accio to the target system.

For DBMSs that do not directly follow the Information Schema
and the GRANT privilege model, Accio can still be adapted. However,
this adaptation requires more vendor-specific effort in privilege
model construction. In such cases, the privilege types and their de-
pendencies may need to be collected from vendor-specific system
tables or documentation. The grammar rules of privilege configura-
tion commands may also need adaptation. Therefore, the current
design of Accio is general for SQL DBMSs with object-scoped
privileges, but its adaptation effort still depends on the metadata
interface and privilege design of the target DBMS. Beyond SQL
DBMSs, the idea of minimum privilege set calculation may still be
useful for non-SQL DBMSs and other systems with configurable
privilege entries. However, these systems usually define privileges
over different resources and operations. They need a different priv-
ilege model and a corresponding oracle for checking whether the
required privileges are enforced correctly.

8 Related Work
Access Control Testing. Access control testing has been exten-
sively explored in systems such as the Linux kernel, operating sys-
tems, and distributed cloud systems. Existing techniques generally
fall into two categories: static analysis and dynamic analysis. Static
methods typically perform rule-based analysis of code paths and
policy specifications [13, 14, 22–24, 27, 56]. For example, BolaRay
automatically infers object-level authorization models from data-
base schemas and application code, then reports object accesses that
miss the required object-level checks [14]. MPChecker combines
log analysis and static analysis to identify privileged operations
in distributed cloud systems and then detects missing permission
checks [24]. PeX statically maps Linux kernel permission checks to
their privileged functions, and scans all user-reachable paths to find

incorrect checks [56]. Dynamicmethods run the target systemswith
different users or roles, and check at runtime whether the observed
permissions match basic security expectations [4, 9, 23, 57, 58].
BACScan relies on runtime feedback from HTML responses to tell
whether attacker-issued requests succeed in accessing or altering
victim-specific data [23]. DYNAMO uses runtime instrumentation
to log all security checks on each API call, then detects missing or
inconsistent checks as permission vulnerabilities [9].

Accio differs from theseworks because it neither analyzes source
code nor relies on HTTP-level interaction. Focusing on DBMSs
rather than applications or OSs, Accio bases its test oracle on a
privilege model and the minimum privilege set that allows the
execution of SQL commands, instead of on response similarity,
taint tracking, or manually crafted scenarios.

Permission Mining and Refinement. Researchers have ex-
plored approaches that infer or refine permission configurations
from source code, historical logs, audit records, and existing poli-
cies [19, 46, 54, 55]. These works aim to help administrators or
system components obtain reasonable permission settings in de-
ployed systems. For example, AutoArmor automatically generates
inter-service access control policies for microservices from invoca-
tion logic extracted by static analysis [19]. P-DIFF infers policies
from historical access logs to support continuous validation and
forensics [54]. CASPR recommends and refines SELinux policy rules
based on context-aware information such as policy rules, file loca-
tions, audit logs, and attribute information [55]. These approaches
are useful for policy generation and policy repair.

However, these works do not test whether a target system cor-
rectly enforces permissions during execution. They derive an ap-
proximate privilege set from the available context rather than a
minimum one, which is not suitable for PEV detection. In contrast,
Accio targets PEVs caused by incorrect access control implementa-
tion in DBMSs. It calculates the minimum privilege set required for
each SQL command through execution feedback, and then detects
PEVs by checking for uncovered exposed database objects.

DBMS Testing. Due to their complexity, DBMSs often suffer
from a wide range of vulnerabilities. Accordingly, researchers have
developed various testing frameworks to detect bugs, primarily
focusing on performance, logic, and crash issues. Performance bug
testing aims to find unexpected slowdowns or inefficient execution
in DBMSs [2, 21, 53]. For instance, Mozi transforms the config-
urations of DBMSs into equivalent variants and compares query
runtime to uncover performance bugs [21]. CERT checks whether
estimated cardinalities decrease when a query is rewritten to be
more restrictive [2].

Logic bug testing focuses on finding cases where the DBMS fin-
ishes execution but produces wrong results [1, 3, 42–44]. These
works usually rely on test oracles, such as comparing outputs of
equivalent queries or cross-checking multiple executions, to expose
inconsistencies. For example, PQS generates queries that must re-
turn a randomly chosen pivot row and reports a bug whenever the
pivot row is missing from the result [44]. QPG guides the optimizer
to produce different query plans for the same SQL command and
then checks whether all these plans return identical results [1]. EET
applies equivalent expression transformation and checks whether
the transformed query still returns the same result as the original
query [18]. TxCheck detects logic bugs in database transaction by
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constructing semantically equivalent test cases from fine-grained
statement-level dependencies in transactions [17].

Crash bug testing aims to identify inputs or runtime conditions
that cause a DBMS to crash, hang, or exit unexpectedly [11, 12, 20,
45, 59].Theseworks typically focus on generatingmany valid and di-
verse SQL commands, feeding them to DBMSs, and reporting a bug
when an abnormal termination is observed. For example, SQLsmith
generates test cases by modeling the grammar rules of the target
DBMSs and constructing ASTs [45]. Griffin utilizes a grammar-
free mutation-based method to generate SQL commands [11]. Lego
learns affinities between SQL command types and uses them to
generate diverse SQL sequences [20]. DynSQL proposes a stateful
fuzzing approach that incrementally generates complex and valid
SQL commands by collecting DBMS-specific state information after
each command execution [16].

Accio differs from these works by treating access control as the
primary test target rather than query logic, crash, or performance.
It varies privilege assignments and object scopes instead of fixing a
single user configuration. Accio builds a privilege model, computes
the minimum privilege set for each SQL command, and detects
potential missing privilege checks. This process enables Accio to
expose subtle PEVs that are invisible to prior DBMS fuzzers.

9 Conclusion
In this paper, we focus on detecting privilege escalation vulnerabili-
ties (PEVs) caused by implementation flaws in DBMS access control.
We first conduct an in-depth motivation study of such PEVs across
several widely-used DBMSs. Our study revealed that the main root
cause of PEVs is missing privilege checks of related database ob-
jects in the access control implementation. Based on these findings,
we designed Accio, a testing framework aimed at detecting PEVs
in DBMS implementations. Accio constructs a privilege model
to capture privilege semantics and employs a divide-and-conquer
strategy to calculate the minimum privilege set required for each
SQL command. Finally, it performs missing privilege check detec-
tion, which checks for uncovered objects in the SQL commands
and result sets against the calculated minimum privilege set. We
evaluated Accio on seven widely used DBMSs and discovered 26
previously unknown PEVs. All these PEVs have been confirmed,
and 23 have been fixed by the developers. Our future work will
focus on enhancing Accio to support more complex access control
scenarios and applying it to more DBMSs.
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