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Abstract
Modern operating systems increasingly implement core func-
tionality in IPC based OS services. Existing syscall and IPC
fuzzers model producer-consumer dependencies to generate
structured inputs and reach service handlers. However, han-
dler reachability is insufficient when resources persist across
requests, clients, and threads. Without tracking accepted re-
sources, fuzzers may miss bugs requiring multiple requests.
In this paper, we present RAIF, a fuzzer for IPC based OS ser-
vices. RAIF organizes fuzzing around service-side resource
dependencies rather than isolated IPC messages. It first gen-
erates workloads that connect resource creation, operations,
and update APIs around the same service resources. It then
dispatches test cases across clients, so related resources are
exposed to the service in a compact request order. Finally,
RAIF collects resource dependency information after IPC
unmarshalling and uses it to guide subsequent fuzzing. Eval-
uation shows that RAIF identified 23 bugs on OpenHarmony,
Android, and D-Bus. On the three Android services, it im-
proved branch coverage by 25.8% and triggered 3.5× more
resource state transitions than baselines.

CCS Concepts: • Security and privacy→ Operating sys-
tems security.
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1 Introduction
Modern operating systems increasingly move core function-
ality out of the kernel and into long-running system services
that are accessed through inter-process communication (IPC).
Applications usually interact with these services by sending
IPC requests rather than invoking all functionality directly
through traditional system calls. Graphics, input, and me-
dia subsystems are commonly implemented in this way. For
example, OpenHarmony’s RenderService module and An-
droid’s SurfaceFlinger module provide graphics and display
functionality through IPC interfaces. Bugs in these services
can crash privileged service processes, causing denial-of-
service to the entire system. Therefore, testing IPC based OS
services is critical for OS robustness.
Background. Fuzz testing (fuzzing) generates inputs to

trigger abnormal behavior such as memory corruption and
system hang. Fuzzing has successfully found bugs in oper-
ating system kernels [4, 24, 27, 29, 30] and libraries [6, 18].
Kernel fuzzers such as Syzkaller [32] use system call descrip-
tions [33] to generate structured system call sequences and
use coverage to evolve the corpus. Current fuzzers model
dependencies among kernel resources, like file descriptors,
so that later syscalls can operate on objects created by ear-
lier syscalls. Prior IPC fuzzers generate valid IPC requests
and reach service handlers by modeling message schemas
and argument constraints. For example, BinderCracker [9]
records kernel IPC transactions, reconstructs transaction
schemas, and replays dependent transactions. FANS [19] and
NASS [21] recover Android service interface models and
dependencies, while MachFuzzer [35] infers message for-
mat and ordering constraints for macOS Mach IPC services.
These techniques help requests reach service handlers.

Limitations. Syscall fuzzers commonly adopt resource
aware techniques to model producer–consumer dependen-
cies or maintain valid resource inputs, while IPC and pro-
tocol fuzzers model message formats, request ordering, and
protocol states. These dependencies help generate valid in-
puts and reach service handlers. For stateful IPC services,
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however, handler reachability is not enough. A request may
exercise only shallow validation logic if it is not connected to
the resource state maintained inside the service. Such state
is usually established, updated, and submitted across IPC
requests under a client context. Therefore, the important de-
pendency is not only whether requests are connected in the
input, but whether they are connected through service side
resource state during execution. Input dependency models
do not directly capture this service level relation.
Even with well-defined API signatures, testing resource

dependencies requires more than generating well-formed
IPC requests. The test case must carry service resource state
across the requests that create, update, and submit it under
the proper client context. Thus, the effective testing unit is
a resource based client transaction rather than a single IPC
request. This raises three requirements for a fuzzer. First, it
must generate transaction based workloads that preserve
resource dependencies across requests and clients. Second, it
must dispatch transactions based on resource dependencies,
so that related resource updates are exposed to the service
in nearby execution windows. Third, it must use runtime
information collected after IPC unmarshalling to preserve
resource dependencies that are actually exercised by the
service and guide later mutation toward deeper service logic.
These requirements lead to three challenges.

Challenges. First, resource based IPC workloads are hard
to generate because IPC interfaces do not expose resource
roles. A syntactically valid IPC request is often not a se-
mantically effective service operation. The interface exposes
callable methods and argument types, but it does not tell
the fuzzer which earlier requests should create a required
resource, which later requests should reuse it, or which sub-
mit API should make the update visible. For example, a layer
update becomes meaningful only when the workload has
created the layer and the current client can still reference
it. If the fuzzer randomly combines valid requests, later re-
quests may refer to missing objects, so the service rejects
them early or executes only shallow error handling logic.

Second, related client transactions are hard to align during
execution. Simply creating multiple clients or threads is not
enough to exercise cross-client service behavior. For many
IPC based OS services, the effective operation unit is not an
isolated request, but a client transaction, including a group of
requests that updates related resources and ends at an update
API such as commit or flush. Two clients may both issue valid
transactions, but they will not interact if they operate on
unrelated resources or if their update points are far apart in
the service execution timeline. Therefore, to expose cross-
client behavior, the fuzzer must make transaction blocks
from different clients operate on the same or related service
resources and dispatch these blocks around submit APIs.

Third, useful resource dependencies are hard to preserve
during mutation. The fuzzer must distinguish the resource
identifiers it intended to use from the resources that the

service actually accepted. The input records what the fuzzer
intended to send before IPC unmarshalling, but not what
the service actually executed. It does not reveal whether a
resource identifier was accepted, whether two transaction
blocks touched the same service resource, or whether an
update crossed a submit boundary. Without this information,
mutation may destroy useful identifiers. Therefore, feedback
must be collected after unmarshalling to preserve and extend
resource dependencies observed during execution.

Solutions. In this paper, we propose RAIF, an IPC service
fuzzer that organizes fuzzing around resource-dependent
client transactions. RAIF first uses an API list to identify
which service APIs create resources, operate on existing re-
sources, and submit pending updates. Based on this informa-
tion, it builds client transactions that keep related operations
on the same service resource. It then dispatches transactions
from different clients according to their resource dependen-
cies, so related updates are exposed to the service in nearby
request windows. Finally, RAIF instruments resource oper-
ations after IPC unmarshalling and uses this feedback to
preserve useful resource dependencies during mutation.
Evaluation. We evaluate RAIF on RenderService, Sur-

faceFlinger, InputFlinger, MediaCodec, and D-Bus. Results
show that RAIF found 23 bugs in total, of which 14 OpenHar-
mony bugs have been fixed. On the three Android services,
RAIF achieves an average of 25.8% branch coverage improve-
ment and triggers 3.5× more resource state transitions than
baseline fuzzers.

In summary, this paper makes the following contributions:

• We propose RAIF, a fuzzer for IPC based OS services
that targets the service state exploration gap between
reaching IPC handlers and exercising service logic.
• We present a fuzzing technique that uses service re-
source dependencies to guide workload generation,
transaction dispatch, and mutation.
• We evaluate RAIF on representative IPC based OS ser-
vices. RAIF detects 23 bugs and improves coverage by
25.8% over baseline fuzzers.

2 Background
In this section, we introduce the concept of IPC based OS
services and the workflow of kernel fuzzing, which provide
the basis for our motivation and design.

2.1 IPC Based OS Services
An inter-process communication (IPC) based OS service is
a system component that exposes OS functionality through
IPC APIs. Applications send IPC requests to a service pro-
cess, which validates the request, unmarshals its arguments,
and dispatches it to the corresponding service handler. Mod-
ern OSes commonly implement display, input, camera, and
media functionality in this way, such as OpenHarmony Ren-
derService, Android SurfaceFlinger, and MediaCodec.
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Figure 1. Illustration of the IPC based OS service model.

As shown in Figure 1, the IPC transport delivers requests
between clients and services, while the service layer inter-
prets these requests as service operations. These operations
create, or update service resources that persist beyond a sin-
gle IPC request. The service usually tracks these resources
together with the client that owns or updates them. Many
IPC services also batch updates rather than applying each re-
quest immediately. A client may first accumulate changes in
local transaction state, and the service applies these changes
to the global service state only when an update API such as
commit or flush is executed. This creates resource dependen-
cies across IPC requests, where a later operation may depend
on a resource created or updated by earlier operations under
the same client context. Individual request formats do not
fully capture these runtime resource dependencies.

2.2 Operating System Fuzzing
Fuzz testing, or fuzzing [26, 28], generates malformed inputs
to expose abnormal behaviors such as crashes and system
hangs. Operating system fuzzers test OS components by gen-
erating inputs that cross system interfaces, executing them
on the target system, and using runtime feedback to evolve
later inputs. For kernel fuzzing, tools such as Syzkaller [32]
generate syscall programs from syscall descriptions [33]. For
IPC service fuzzing, tools instead generate IPC messages that
are marshalled into concrete service requests.

OS Attack 
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Test Case 
Generation Executor

Runtime 
Coverage Bug ReportsCorpus

Target Module

Driver

Network

File System

…

Figure 2. OS fuzzing overview.

The overall workflow is illustrated in Figure 2. A fuzzer
starts from a model of OS interfaces, such as syscall descrip-
tions or IPC interface specifications. These models specify

callable operations, argument types, resource types, and ba-
sic constraints. The fuzzer then generates test cases, executes
them on target modules, and monitors crashes. Coverage
feedback is commonly used to evolve the corpus. Inputs that
reach new code are kept and mutated in later iterations.
Resource modeling is important for generating valid OS

inputs. In syscall fuzzing, later syscalls often depend on re-
sources produced by earlier syscalls, such as file descriptors
or device handles. For example, a test case may open a device
file and pass the returned file descriptor to later ioctl or
read calls. This producer-consumer model helps the fuzzer
construct valid syscall sequences. IPC service fuzzers also
model message formats and interface level dependencies,
requests from different clients may need to operate on the
same service resource, such as a layer or display.

3 Motivation
In this section, we use a reported SurfaceFlinger heap use
after free bug [10] to illustrate why reaching an IPC handler
is not sufficient for testing IPC based OS services.
As shown in Figure 3, SurfaceFlinger maintains an in-

ternal resource set mOffscreenLayers, which stores off-
screen layer objects (middle column). During the commit
path (right column), the SurfaceFlinger main thread executes
commitOffscreenLayers() and traverses this set to apply
pending layer transactions. Meanwhile, a binder thread (left
column) processes a layer destruction request and frees a
layer that is referenced by mOffscreenLayers. If the destroy
path overlaps with the commit path, the main thread may
dereference the freed Layer* and trigger a use after free.

Binder Client Path

① Layer destroy request

② Binder IPC Thread

Heap Use After Free

If ③ frees Layer* while ⑧
traverses mOffscreenLayers

SurfaceFlinger Resource

⑤ mOffscreenLayers

⑥ offscreen Layer*

Main Commit Path

⑧ commitOffscreenLayers

⑨ doTransaction()

⑦ SurfaceFlinger main 
thread

③ onLayerDestroyed()

T0 read:
commitOffscreenLayers()
for Layer* in mOffscreenLayers

T1 free:
Binder thread
GraphicBufferProducer::onTransact()
SurfaceFlinger::onLayerDestroyed()

references

Figure 3. A use-after-free bug in Android’s SurfaceFlinger.

To trigger this bug, a direct approach is to extend existing
fuzzers with more IPC APIs and generate valid requests that
reach the vulnerable code path. However, reaching the path
is not enough; the bug requires the workload to create valid
layer resources in mOffscreenLayers, make later update
or destruction requests consistently operate on the same
previously created layer, and submit these related operations
near the commit path where SurfaceFlinger traverses the
pending state of those layers. Otherwise, the same APIs may
execute without exposing the bug.



This pattern is common in IPC services. Many IPC services
organize behavior around resources that are created by one
request, updated by later requests, and made visible at sub-
mit points. For example, SurfaceFlinger has 86 binder APIs,
with 71 transaction APIs over layer and display resources.
RenderService exposes 455 APIs, 342 of which are resource
dependent. However, existing fuzzers improve message valid-
ity by modeling input dependencies or protocol states. These
models alone do not ensure that related requests operate
on resources actually accepted by the service. Testing these
interactions also requires maintaining client contexts and
dispatching related transactions around submit boundaries.

A preliminary study shows that, using the same IPC wrap-
pers, targets, and permissions, a Syzkaller-style IPC baseline
sends about 40K requests on SurfaceFlinger, but only about
10K requests are accepted and about 1K resource transitions
are executed. Manual inspection shows that many requests
lose resource dependencies because they refer to missing
resources or generate updates that are never submitted. This
suggests that reaching handlers alone is not enough; effective
fuzzing must generate resource-based workloads, dispatch
related transactions around submit APIs, and preserve re-
source dependencies observed during execution.

Challenge 1: Generating Resource Based IPC Work-
loads.Generating IPC requests that reach layer management
handlers is not enough. The fuzzer must know which APIs
create service resources, which APIs operate on existing re-
sources, andwhich APIs submit pending updates. These roles
are usually not explicit in IPC interfaces; they are implied
by API names, argument usage, return values, and service
side command wrappers. In the motivating bug, the work-
load must create layer resources and drive them into service
side structures such as mOffscreenLayers; otherwise, later
update or destruction requests may reach handlers but miss
the resource state where the bug occurs.

Challenge 2: Dispatching Transactions Based on Re-
source Dependencies. Simply running multiple clients or
threads does not guarantee meaningful service interaction.
Different clients may operate on unrelated resources, or their
requests may be applied too far apart in the service execu-
tion timeline. For IPC based OS services, the effective unit
is often a client transaction, with a group of requests issued
under one client context, operating on related resources, and
ending at an update API. The challenge is to keep related
transactions close without assuming control over the ser-
vice’s internal thread scheduling. In the SurfaceFlinger bug,
the layer destruction path must be placed close to the commit
path that traverses mOffscreenLayers; otherwise, the same
operations may execute without exposing the use after free.
Challenge 3: Using Resource Behavior to Guide the

Fuzzing. The input records what the fuzzer intended to send,
but not what the service actually executed. It does not show
whether an identifier was resolved to a service resource,
whether two transaction blocks touched the same object, or

which resource dependencies should be preserved during
mutation. For the SurfaceFlinger bug, the fuzzer needs to
know whether the generated layer identifier became a live
Layer*, entered mOffscreenLayers, and was later accessed
by both the destruction and commit paths. This information
is needed to distinguish resource dependencies from requests
that only look related in the input. Without such feedback,
later mutation may break useful identifiers or add operations
around resources that were never exercised.

4 Design
To address the above challenges, we propose RAIF, a fuzzer
for IPC based OS services. As shown in Figure 4, RAIF main-
tains service resource dependencies with three components.
First, resource based workload generation constructs can-
didate resource dependencies around persistent service re-
sources. Second, resource aware transaction dispatch inter-
leaves related blocks across clients so the service observes
their effects in close update cycles. Third, resource behavior
guided mutation collects runtime resource dependency and
leverages it to guide subsequent fuzzing.

4.1 Resource Based Workload Generation
Independently generated calls may reference missing or un-
related resources or leave updates unsubmitted. RAIF ad-
dresses this by generating same-resource transaction blocks
that end at submit APIs. To cover resource dependent service
logic, RAIF generates workloads around service resources
rather than isolated requests. The key idea is to make each
generated workload carry the resource context needed by
later operations. Instead of selecting IPC APIs independently,
RAIF first groups APIs by the service resources they manip-
ulate, then generates short transaction blocks that create
or reuse these resources, bind later operations to existing
resource identifiers, and end at update APIs when available.
Finally, RAIF assembles these blocks into multi client work-
loads, where each client sequence preserves its own context.
Classifying Resource Operations. Before generating

resource dependent workloads, RAIF identifies how IPC APIs
manipulate service resources. However, IPC interfaces usu-
ally expose only callable methods and argument types. They
do not explicitly specify which APIs create resources, which
APIs operate on existing resources, which arguments carry
resource identifiers, or which APIs submit pending updates.
Therefore, RAIF builds an IPC API list that records the re-
source role of each supported API. The API list only provides
lightweight role annotations; service side feedback later de-
termines which generated resources are actually executed.
To draft the IPC API list, we give the LLM the service’s

interface header files and the corresponding developer docu-
mentation. The prompt specifies the expected pseudo-call
structure and argument template, and the model generates
pseudo-call signatures and arguments. We then manually
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validate the generated entries. Each entry records the API
name, its role, the resource kind, and all resource-bearing
argument positions. RAIF uses three roles: create, operate,
and submit. A create API introduces a resource that later
requests can use; an operate API consumes or modifies an
existing resource; and a submit API makes accumulated
changes visible to the service. With this list, the generator
can choose APIs according to available resources, bind later
operations to existing resource identifiers, and group related
requests into client transactions.

Take RenderService as an example. As shown in Figure 5,
CreateDisplayNode() is classified as a createAPI because
it creates a display node and returns an identifier that later re-
quests can use. SetBounds() is classified as an operate API
because it updates an existing surface render node through
the nodeId argument. Some APIs carry multiple resource
arguments. For example, RSBaseNodeAddChild consumes
the parent and child resources; RAIF maps their positions
to separate typed placeholders, such as parent ↦→R1 and
child ↦→R2. The resources are tracked separately, blocks
sharing either placeholder are related during dispatch, and
mutation preserves their observed identifiers. Commit() is
classified as a submit API because it submits accumulated
operations and forms a transaction boundary. Based on these
entries, RAIF can generate a transaction that first creates
a resource, then applies operations to the same resource
identifier, and finally ends the block with a submit API.
Generating Resource Based Transactions. Using the

IPC API list, RAIF builds transaction blocks around selected
service resources. A later IPC request is often meaningful
only when it refers to the same service resource prepared by
earlier requests. If IPC requests are selected independently,
they may be well formed but still operate on unrelated or
nonexistent resources. Therefore, RAIF first generates trans-
action blocks that preserve resource dependencies, instead
of directly generating isolated IPC calls.

1 {

2 "api": "CreateDisplayNode",

3 "role": "create",

4 "resource": "DisplayNode",

5 "resource_args": {"return": "R1"}

6 },

7 {

8 "api": "SetBounds",

9 "role": "operate",

10 "resource": "SurfaceRenderNode",

11 "resource_args": {"nodeId": "R1"}

12 },

13 {

14 "api": "RSBaseNodeAddChild",

15 "role": "operate",

16 "resource": "RenderNode",

17 "resource_args": {"parent": "R1", "child": "R2"}

18 },

19 {

20 "api": "Commit",

21 "role": "submit",

22 "resource": "Transaction",

23 "resource_args": {}

24 }

Figure 5. Example entries in the RenderService IPC API list.

In detail, a transaction block is a short sequence of IPC
APIs issued under one client context and ended by a submit
API. A blockmay introduce a resource, operate on an existing
resource, or remove a resource. It does not need to contain
a complete create, operate, and submit pattern. For each
block, RAIF selects compatible service resources, chooses
matching create, operate, or submit APIs from the IPC
API list, and maps every resource-bearing argument position
to a placeholder such as R1 or R2. For example, RAIF can



end blocks containing CreateNode(R1), SetBounds(R1), or
RemoveNode(R1) with Commit(). These blocks are resource
centered, as they preserve the same resource placeholder
across multiple operations before concrete arguments are
generated. In Figure 4, argument generation denotes prepar-
ing argument templates while retaining resource placehold-
ers, rather than instantiating concrete arguments.
Generating Multi Client Workloads with Resource

Dependencies. After generating transaction blocks, RAIF
assembles them into multi client workloads. However, sim-
ply creating multiple clients is not enough if their requests
operate on unrelated resources. Therefore, RAIF places trans-
action blocks that share at least one resource into different
client sequences. Each client sequence keeps its own request
order and will later be executed under a separate client con-
text. This preserves per client state while exposing resource
dependencies across clients.

IPC API List

Transaction Generation

Select
Resource

Select API
Create Operate Submit

Client A

Workload Assembly

B1: [ CreateNode(R1), SetBounds(R1), Commit() ]
Transaction Block List

B2: [ RemoveNode(R1), Commit() ]… Generate Arguments

Assemble Client Sequences

Client B

…

B1: create(R1) + submit
B2: RemoveNode(R1) + submit

B3: remove(R1) + submit

Figure 6. Resource dependent workload generation.

In Figure 6, the workload assembler places blocks over the
same resource placeholder into different client sequences.
For example, client A receives B1 and B2, which create and
remove R1, while client B receives B3, which also removes
R1. At this point, R1 is still a placeholder that preserves the
intended resource dependencies across clients. After assem-
bly, RAIF generates concrete IPC arguments by instantiating
placeholders and filling other non resource arguments.

4.2 Resource Aware Transaction Dispatch
Multi-client workloads may still operate on unrelated re-
sources or update them far apart. RAIF addresses this by
preserving client contexts and scheduling blocks that share a
resource at submit boundaries. After generating amulti client
workload, RAIF executes it at transaction block granularity.
The goal is not to control the internal thread scheduling, but
to reduce the distance between related client transactions
in the request order exposed to the fuzzer. If the fuzzer fin-
ishes one client sequence before running another, related
cross-client operations may be separated by many unrelated
requests and applied in different update windows. Instead,
RAIF executes one transaction block until its submit API,
and then tries to schedule another client’s block that shares
a resource placeholder.

Transaction Execution. Each client sequence is bound to
a stable client identifier, so requests in the same sequence are

handled under the same service side client context. This is
necessary because many IPC services store pending changes
in client local transaction state. For example, an update re-
quest may modify one client’s pending transaction, and a
later submit from the same client makes the update visible
to the service. Therefore, RAIF does not switch clients in the
middle of a transaction block. A block ends at a submit API
recorded in the IPC API list, such as commit or flush.

Resource Guided Scheduling. As shown in Algorithm 1,
at each fuzzing iteration RAIF either generates a new work-
load (lines 1–3) or mutates a corpus seed using its recorded
resource feedback (lines 4–7). To execute the current work-
load, RAIF first initializes stable client contexts and execution
positions (lines 8–10). It considers only each client’s next
unexecuted block and selects an initial block (line 11). RAIF
executes the selected block under its client context through
the final submit (lines 12–13). After execution, it advances
only that client’s position and retains the executed block’s
resource references (lines 14–15). For the next selection, it
prioritizes a block from another client sharing a resource
placeholder with the executed block; otherwise, it falls back
to the next unfinished client sequence (line 16). This policy
preserves each client’s order while keeping related transac-
tions close at submit boundaries.

Algorithm 1: RAIF Fuzzing Loop.
Input: IPC API list 𝐴 and corpus 𝐶

1 for each fuzzing iteration do
2 if generating a new workload or 𝐶 = ∅ then
3 𝑊 ← GenerateResourceWorkload(𝐴);
4 else
5 𝑆, 𝐹𝑆 ← SelectSeed(𝐶);
6 𝑊 ← PreserveResourceRelations(𝑆, 𝐹𝑆 );
7 𝑊 ← InsertResourceBlocks(𝑊, 𝐹𝑆 , 𝐴);
8 InitClients(𝑊 );
9 next [𝑐] ← 0 for each client 𝑐;

10 previous← None;
11 𝐵 ← SelectNextBlock(𝑊, next, previous);
12 while 𝐵 ≠ None do
13 ExecuteBlock(𝐵,Client(𝐵));
14 next [Client(𝐵)] ← next [Client(𝐵)] + 1;
15 previous← 𝐵;
16 𝐵 ← SelectNextBlock(𝑊, next, previous);
17 𝐾, 𝐹 ← CollectFeedback(𝑊 );
18 if NewCoverage(𝐾,𝐶) or

NewResourceBehavior(𝐹,𝐶) then
19 𝐶 ← SaveSeed(𝐶,𝑊 ,𝐾, 𝐹 );

This dispatch policy does not guarantee a particular inter-
nal service thread order. Instead, it gives the service a request
order in which related resource updates, removals, and sub-
mits are placed near each other. For bugs that depend on



asynchronous update windows, this is only a request-level
control point. RAIF does not force a binder, render, or call-
back thread interleaving. Instead, it improves request-level
locality by avoiding schedules where related transactions
are separated by many unrelated requests or executed under
unrelated client contexts. Runtime feedback and later mu-
tation then preserve the resource dependencies that were
actually executed by the service.

4.3 Resource Behavior Guided Mutation
Intended resource identifiers may fail lookup, and mutation
may break dependencies that the service executed. RAIF
addresses this by recording resolved dependencies after un-
marshalling and lookup, then preserving or extending them
during mutation. Coverage feedback tells RAIF which code
was reached, but it does not tell whether a request operated
on a resource, or whether two transactions touched the same
service resource. RAIF therefore records resource behavior
after IPC unmarshalling and lookup to guide later mutation.
Runtime Behavior Collection. During workload exe-

cution, source level hooks record which service operations
and resources are actually exercised. This is necessary be-
cause generated inputs describe intended requests, but do
not show whether they reach service logic or which resource
identifiers are used after unmarshalling. Therefore, RAIF col-
lects runtime feedback at source level, after the service has
unmarshalled an IPC request and dispatched it to a concrete
resource operation. This position is different from the IPC
transport layer, since the service has already interpreted
the request, resolved the operation name, and exposed the
resource identifier used by the operation.

For each executed resource operation, RAIF records a com-
pact event containing the operation name, resource kind, re-
source identifiers when available, and a small state category
such as create, update, remove, or submit. The identifiers are
not treated as a complete model of the internal objects. In-
stead, they are used as stable keys when the service exposes
them, such as node and layer identifiers. When a service does
not expose a stable identifier, RAIF falls back to operation
level feedback for that resource kind.
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Figure 7. Illustration of resource behavior collection and
feedback-guided mutation.

As shown in Figure 7, RAIF uses two types of source level
instrumentation, which may be placed at multiple service-
specific sites. Schema registration records static metadata

such as the operation name, type, resource kind, and re-
source argument positions. Execution hooks report resolved
operations and resource identifiers after unmarshalling and
lookup. This allows RAIF to interpret an executed command
as a concrete service operation rather than only as a numeric
command identifier. These records are written to the runtime
feedback log and later used by mutation.

The instrumentation is target specific but follows the same
pattern across services. For RenderService, RAIF records
events in the command processing path after command un-
marshalling. For Android services, RAIF records events at
the corresponding transaction or lifecycle operation paths,
such as layer or display transaction handling in Surface-
Flinger and codec lifecycle operations in MediaCodec. The
inserted code only emits compact resource events and does
not participate in workload generation or scheduling.
Feedback Guided Mutation. After all client sequences

finish, RAIF collects coverage and runtime resource feed-
back (Algorithm 1, line 17). A workload is kept with its
feedback for new coverage or resource behavior, including
newly observed resource identifiers or dependencies across
client sequences (lines 18–19). This allows RAIF to preserve
workloads that may not immediately increase coverage but
already exercise useful resource behavior.
In later fuzzing iterations, RAIF selects a seed together

with the feedback recorded for its earlier execution (line 5).
This is necessary because a valid workload may depend on
multiple requests operating on the same resource to trigger
meaningful behavior. If mutation changes resource identi-
fiers independently, it may break this dependency and turn
a resource-centered workload into disconnected requests.
Therefore, when an observed resource identifier appears in
multiple related transactions, RAIF either keeps these oc-
currences unchanged or rewrites them consistently to the
same new identifier (line 6). Then, RAIF extends the work-
load around observed resources. If runtime feedback shows
that a certain operation was performed on a resource, RAIF
selects additional APIs that operate on that resource and
inserts compatible transaction blocks (line 7). If no runtime
feedback is available for a resource, RAIF falls back to the
default resource-centered generation strategy.

As shown in Figure 7, RAIF applies two feedback-guided
mutation strategies. First, executed resource preservation
keeps identifiers consistent across related transactions. If
two observed transactions operate on resource 𝑁 , mutation
keeps both occurrences of 𝑁 or rewrites them to the same
new identifier. This preserves resource dependencies exer-
cised during execution, rather than only encoded in the input.
Second, resource behavior extension adds new operations
around observed resources. Given an observed resource 𝑁 ,
RAIF queries the API list for APIs operating on the same re-
source kind and inserts compatible transaction blocks using
𝑁 . For example, after observing SetBounds(N), RAIF may
add RemoveFromTree(N) over the same node 𝑁 .



5 Implementation
We implement RAIF on top of Syzkaller and reuse its cor-
pus management, executor framework, crash detection, and
coverage collection. We extend Syzkaller’s generation, muta-
tion, program encoding, and executor to represent resource
dependent multi client workloads as pseudo call sequences,
serialize per client stream metadata, execute each stream un-
til submit boundaries, and attach runtime resource feedback
to the corresponding seeds. The API list is drafted from in-
terface header files and developer documentation with LLM
assistance, then manually validated.
Target Adaptation. Adapting RAIF to a new IPC ser-

vice requires three service specific components, while the
generation, scheduling, feedback management, corpus man-
agement, and crash detection logic are shared across targets.
First is to generate an API list that records each API’s role
and resource kind. The AOSP and OpenHarmony headers
define their interfaces; RAIF converts and validates these
definitions as pseudo calls and wrappers rather than guess-
ing APIs. The prompt specifies the expected pseudo-call
structure and argument template, and the model generates
signatures and arguments. The validation checks whether
an API creates reusable service resources, consumes existing
resource identifiers, submits pending updates, and uses the
recorded argument positions after unmarshalling.

Second is to write pseudo call wrappers that map Syzkaller
arguments to concrete IPC requests and transaction com-
mands. These wrappers are target-specific because each ser-
vice has its own marshaling format, command encoding,
and client setup logic. However, they only connect RAIF’s
target-independent workload representation to the target
IPC interface. They do not decide which resources to gener-
ate, how transactions are scheduled, or which feedback is
preserved for mutation. Thus, most wrapper code is mechan-
ical interface glue rather than new fuzzing policy.
Third is to add feedback hooks that register operation

metadata and record resource events after IPC unmarshalling.
For RenderService, the hooks are placed after RSCommand
unmarshalling and around paths that bind clients or commit
transactions. For Android services, the hooks record service-
specific resource events, such as layer transactions in Sur-
faceFlinger, dispatcher and window events in InputFlinger,
and codec lifecycle or buffer queue events in MediaCodec.
Most adaptation code consists of mechanical wrappers,

syscall specifications, and generation glue; the semantic work
is validating resource metadata, identifying submit APIs, and
locating feedback paths and fields. For SurfaceFlinger, Input-
Flinger, MediaCodec, and RenderService, manual validation
covered 71, 27, 102, and 215 API-list entries; adaptation added
704, 295, 1,006, and 7.8K lines of target-specific code and 3, 2,
1, and 2 hook sites, respectively. All hooks reuse a shared 379-
line runtime. Each Android service took about one person-
day, while RenderService took seven person-days. The D-Bus

adaptation required 1,642 lines of code for 38 pseudo-calls
and a 1,597-line execution wrapper.
The LLM generated 394 of 415 complete pseudo-call en-

tries without correction, including 66 of 71 for SurfaceFlinger,
26 of 27 for InputFlinger, 98 of 102 for MediaCodec, and 204
of 215 for RenderService; we manually corrected the remain-
ing 21, mainly involving nested structures. Separately, 410 of
415 resource annotations were correct; correcting five errors
took minutes. These errors can cause invalid bindings or
rejected requests; runtime feedback can discard unaccepted
dependencies but cannot recover missing or misclassified
APIs. Extraction takes about 1–2 hours per service and ap-
proximately 260–520 total tokens per pseudo-call.

6 Evaluation
In this section, we evaluate RAIF with the following three
research questions.

• RQ1: How effective is RAIF in detecting real bugs in
IPC based OS services?
• RQ2: How does RAIF compare with existing fuzzers
in exploring service logic and resource behavior?
• RQ3:How do RAIF’s design components affect overall
fuzzing effectiveness?

6.1 Evaluation Setup
Targets. Our main evaluation covers four IPC based OS
services from OpenHarmony and Android. On OpenHar-
mony, we use RenderService [23], a graphics service with
persistent render nodes, surfaces, and display resources. On
Android, we use SurfaceFlinger [3], InputFlinger [1], and
MediaCodec [2], covering graphics, input, and media ser-
vices. We additionally evaluate RAIF on D-Bus to examine
its applicability beyond these platforms.
Baselines.We compare RAIF with Syzkaller, NASS [21],

and FANS [19]. All baselines use the same time budget, device
configuration, permissions, and target services when appli-
cable. Syzkaller uses the same IPC wrappers and Syzlang
resource and type annotations as RAIF, but does not use
resource based workload generation, resource aware trans-
action dispatch, or resource behavior guided mutation. NASS
and FANS are evaluated on Android targets because they
are designed for Android native services and do not support
OpenHarmony’s ZIDL and RSCommand model. The service
side instrumentation used for resource metrics is passive for
all baselines and is not used to guide their fuzzing.

Metrics.We use branch coverage to measure service logic
exploration and service side resource metrics to measure
resource behavior exploration. Specifically, we report seven
metrics. (1) branch coverage counts unique branches reached
during fuzzing. (2) Resource state counts unique tuples of
service, resource kind, operation kind, and compact state
category recorded at resource operation sites. (3) Transition



counts state-changing resource events executed by the ser-
vice. (4) Tran/S reports transitions per resource state as an
auxiliary density metric. (5) Attempted counts generated IPC
operations that target service resources. (6) Accepted counts
attempted resource operations executed at service side re-
source operation sites after IPC unmarshalling. (7) Same-Res

counts how often executed operations in the same workload
reuse the same service resource identifier.

Running Configuration. For bug detection on OpenHar-
mony, Android services, and D-Bus, we run RAIF for one
week on each target and manually analyze reported crashes.
We then use ThreadSanitizer to identify potential data races
exposed by the generated workloads. RAIF controls trans-
action and submit order rather than internal service thread
interleavings. For effectiveness analysis, each fuzzer runs
for 24 hours on each target, repeated five times following
fuzzing evaluation best practices [17]. All experiments are
conducted on a 64 core AMDmachine running Ubuntu 22.04.

6.2 Bug Detection Capability
To answerRQ1 and evaluate RAIF’s bug detection capability,
we collected and analyzed the findings reported by RAIF.

In total, RAIF identified 23 bugs on OpenHarmony, An-
droid services, and D-Bus. Of the OpenHarmony bugs, 14
have been confirmed and fixed.

Table 1. List of bugs identified by RAIF.

# System Failure Type Function(s) Status

1 OHOS Logic error RSSurfaceRenderNodeDrawable Fixed
2 OHOS Stack overflow RSRenderParams Fixed
3 OHOS Stack overflow RSPaintFilterCanvas Fixed
4 OHOS Stack overflow GetAllSubSurfaceNodes Fixed
5 OHOS Stack overflow node_cast Fixed
6 OHOS Data race lastSendingPid Fixed
7 OHOS Data race RSVsyncRateReduceManager Fixed
8 OHOS Data race RSRenderNodeDrawable Fixed
9 OHOS Data race totalProcessNodeNum Fixed
10 OHOS Stack overflow CollectSurface Fixed
11 OHOS Stack overflow HasDisappearingTransition Fixed
12 OHOS Logic error RSProperty Fixed
13 OHOS Stack overflow SetUIFirstSwitch Fixed
14 OHOS Data race rsDumpCallbackDirector Fixed
15 AOSP Fatal assertion LayerHierarchy::traverse Reported
16 AOSP Logic error convertCategory Reported
17 AOSP Logic error convertFrameRateSelectionStrategy Reported
18 AOSP Logic error convertCompatibility Reported
19 AOSP Null-ptr deref processPointerId Reported
20 AOSP Fatal assertion processMouseEventLocked Reported
21 AOSP Logic error onWindowInfosChanged Reported
22 Linux Data race _dbus_message_trace_ref Reported
23 Linux Data race dbus_connection_dispatch Reported

Bug Statistics. Table 1 lists all 23 bugs detected by RAIF.
Among these bugs, 14 were found in OpenHarmony Render-
Service and have been fixed by maintainers, while 7 were
found in AOSP services, and 2 were found in D-Bus, and have
been reported. The bugs include logic errors, stack overflows,
data races, fatal assertions, and a null-pointer dereference.
OpenHarmony RenderService contains the largest number

of bugs in our evaluation, covering drawable state, render pa-
rameters, surface traversal, animation state, frame-rate man-
agement, pipeline parameters, and screen-property handling.
AOSP SurfaceFlinger contributes 4 bugs, mainly caused by
insufficient validation of transaction state and layer hierar-
chy structure. The remaining AOSP bugs affect InputFlinger.
Under the same time budget, Syzkaller did not trigger the 14
OpenHarmony bugs, and Syzkaller, NASS, and FANS did not
trigger the seven AOSP bugs.

Syzkaller’s independent call and identifier mutation may
break resource relations across transactions; NASS and FANS
improve request validity and handler reachability but do not
organize requests around accepted resources and submit
boundaries. RAIF constructs blocks around shared resources,
executes related blocks in stable client contexts near submit
APIs, and uses post-unmarshalling feedback to preserve exe-
cuted dependencies during mutation. The ablation study on
the four OpenHarmony and Android services supports the
contribution of these mechanisms: full RAIF finds 21 bugs,
compared with 11 for RAIF-Resource, 14 for RAIF-Guide,
and 9 for RAIF-NoDispatch.
Severity Analysis. For the OpenHarmony and Android

bugs, stack overflows (#2–#5, #10, #11, and #13), fatal as-
sertions (#15 and #20), and a null-pointer dereference (#19)
can terminate services. Data races (#6–#9 and #14) may ex-
pose inconsistent state, while logic errors (#1, #12, #16–#18,
and #21) affect rendering correctness. The observed Open-
Harmony and Android impacts are denial of service and
UI instability; the D-Bus findings (#22–#23) are data races,
without demonstrated denial of service or UI impact.

// Client A: create display and surface 
resources
r0,r1,r2 = AllocateNodeId()
CreateDisplay(r0); SetScreenId(r0, 1)
CreateDisplay(r1); SetScreenId(r1, 2)
CreateSurface(r2); 
AttachToDisplay(r2, 1)
EnableGlobalPosition(r2)
Commit(clientA)

// Client B: update display and move 
surface
SetDisplayOffset(r0, 2000, 1500)
DetachFromDisplay(r2, 1)
AttachToDisplay(r2, 2)
RequestNextVSync()
Commit(clientB)

1 // Shared display context in RSRenderNodeDrawable.
2 static inline int32_t offsetX_ = 0, offsetY_ = 0;
3 static inline ScreenId curDisplayScreenId_ =
INVALID_SCREEN_ID;
4 // Screen draw path writes the context.
5 void RSScreenNodeDrawable::OnDraw(...) {
6 curDisplayScreenId_ = params->GetScreenId();
7 offsetX_ = screenProperty.GetOffsetX();
8 offsetY_ = screenProperty.GetOffsetY();
9 }
10 // Surface and cache paths later read the context.
11 void RSSurfaceDrawable::ApplyCrossScreenOffset(...) {
12 canvas.Translate(-offsetX_, -offsetY_);
13 Trace(curDisplayScreenId_, offsetX_, offsetY_);
14 }
15 void DealWithUIFirstCache(...) {
16 canvas.Translate(-surfaceDrawable->offsetX_,
17 -surfaceDrawable->offsetY_);
18 }

Client A builds 
display surface

Client B updates 
display, moves r2

OnDraw() in line 5 
writes display

surface display != 
shared context

Figure 8. Illustration of an inconsistent pipeline state bug.

Case Study.We use bug #1 in Table 1 as a case study to
show how RAIF exposes a resource dependent bug. RAIF gen-
erates a workloadwith two clients that builds display and sur-
face states and perturbs them near a render update. As shown
on the left of Figure 8, Client A creates two displays and one
surface r2, attaches r2 to display 1, enables global position-
ing, and commits the setup. Client B then updates the offset
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(a) Branch Coverage on SurfaceFlinger.
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(b) Branch Coverage on InputFlinger.

0 5 10 15 20
Time (h)

0
2500
5000
7500

10000
12500
15000

Co
ve

ra
ge

RAIF
Syzkaller
NASS
FANS

(c) Branch Coverage on MediaCodec.

Figure 9. Coverage growth over 24 hours on SurfaceFlinger, InputFlinger, and MediaCodec.

of display r0, moves r2 from display 1 to display 2, requests
the next VSync, and commits the update. This sequence
keeps the same surface r2 across transactions and submits
the surface migration through RequestNextVSync() and
Commit(), which makes the changed state visible to a fol-
lowing render update, where RenderService updates display
state and OnDraw() writes the display context.
However, RenderService stores display-specific context,

including offsetX_, offsetY_, and curDisplayScreenId_,
in shared drawable fields (lines 1-3). OnDraw() writes these
fields during screen rendering (lines 5-9), while ApplyCross
ScreenOffset() andUIFirst cache rendering later read them
(lines 11-17). When r2 moves to display 2 but the fields re-
tain another display’s context, its surface path applies an
incorrect offset, causing inconsistent drawable pipeline state.
Triggering this bug requires creating valid display and

surface resources, preserving r2 across setup and update
transactions, moving it across displays while changing dis-
play offset state, and submitting the update through the
update boundary so the render pipeline observes it. Remov-
ing any condition prevents the bug in our minimized work-
load: without setup, later operations fail resource lookup;
without preserving r2, the two clients operate on unrelated
surfaces; without the cross display move, the display context
remains consistent with the surface attachment; and without
RequestNextVSync() and Commit(), the changed state is
not driven into the render pipeline at the required point.
Previous fuzzers are less likely to trigger this bug as it

requires more than a valid IPC request or handler reacha-
bility. A flat Syzkaller style workload may invoke the same
APIs but mutate calls and resource identifiers independently,
breaking the same surface relation across transactions. In-
terface aware IPC fuzzers such as NASS and FANS improve
request validity and handler reachability, but they do not ex-
plicitly organize client transactions around a shared surface
and a render update boundary. In contrast, RAIF builds the
display surface relation, preserves it across transactions, and
places the surface migration adjacent to the submit opera-
tions in the request order. Runtime feedback guides mutation
to preserve dependencies exercised during execution.

6.3 Overall Effectiveness Analysis
To answer RQ2, we compare RAIF with Syzkaller, NASS,
and FANS on SurfaceFlinger, InputFlinger, and MediaCodec,
and with Syzkaller on D-Bus. We report average results over
five 24 hour fuzzing runs.

Runtime Coverage. As shown in Table 2, RAIF achieves
the highest coverage on all three Android services. On Sur-
faceFlinger, RAIF improves coverage by 48.1% over Syzkaller,
19.7% over NASS, and 23.4% over FANS. On InputFlinger,
RAIF improves coverage by 41.5%, 16.1%, and 21.1% over
the three baselines, respectively. On MediaCodec, RAIF im-
proves coverage by 27.2%, 15.9%, and 19.2%, respectively. On
D-Bus, RAIF improves coverage by 6.7% over Syzkaller. On
the three Android services, a Mann-Whitney U test shows
significant gains over all baseline fuzzers (𝑝 = 0.007937).

Table 2. Coverage comparison with baselines. Coverage is
the number of unique covered branches.

Tools SurfaceFlinger InputFlinger MediaCodec D-Bus

RAIF 49493.4 133906.6 14249.8 3169.2
Syzkaller 33428.6 (+48.1%) 94656.8 (+41.5%) 11206.2 (+27.2%) 2969.8 (+6.7%)
NASS 41359.0 (+19.7%) 115375.0 (+16.1%) 12297.8 (+15.9%) —
FANS 40116.0 (+23.4%) 110544.8 (+21.1%) 11951.4 (+19.2%) —

Figure 9 shows that RAIF also reaches higher coverage
throughout the 24-hour runs. Compared with Syzkaller, RAIF
benefits from generating transaction blocks that preserve
resource dependencies across IPC requests, rather than treat-
ing service calls as isolated pseudo calls. Compared with
NASS and FANS, RAIF further benefits from organizing re-
quests around service resources and client contexts. Thus,
RAIF reaches more service code under the same time budget.
Resource Behavior Statistics. Table 3 and Table 4 fur-

ther examine whether the coverage gain corresponds to
deeper resource behavior. As shown in Table 3, RAIF con-
sistently triggers the most resource transitions across the
three services, indicating that it drives more state-changing
resource events under the same time budget. On Surface-
Flinger and MediaCodec, RAIF also reaches the highest re-
source state count among the evaluated fuzzers. InputFlinger



Table 3. Resource state comparison with baselines.

Service Tool Resource State Transitions Tran/S

SurfaceFlinger

RAIF 6080.0 35385.2 5.8
Syzkaller 256.0 (+2275.0%) 1407.8 (+2413.5%) 5.5
NASS 912.0 (+566.7%) 13338.0 (+165.3%) 14.6
FANS 1104.0 (+450.7%) 14443.6 (+145.0%) 13.1

InputFlinger

RAIF 66716.6 244461.4 3.7
Syzkaller 124296.4 (-46.3%) 75865.6 (+222.2%) 0.6
NASS 110183.2 (-39.4%) 122270.4 (+99.9%) 1.1
FANS 49050.2 (+36.0%) 160614.0 (+52.2%) 3.3

MediaCodec

RAIF 12329.8 9642.2 0.8
Syzkaller 11325.8 (+8.9%) 8183.0 (+17.8%) 0.7
NASS 11858.0 (+4.0%) 8558.4 (+12.7%) 0.7
FANS 11715.6 (+5.2%) 8459.6 (+14.0%) 0.7

shows a different pattern, where Syzkaller and NASS reach
more resource states, but RAIF triggers the most transitions
and achieves the highest Tran/S. This suggests that RAIF
does not simply maximize distinct state labels; instead, it
tends to keep reached resources active and repeatedly drives
them through state-changing operations.

Table 4. Resource behavior comparison with baselines.

Service Tool Attempted Accepted Same-Res

SurfaceFlinger

RAIF 62359709.8 22555741.6 6012.0
Syzkaller 44977583.0 (+38.6%) 17590042.8 (+28.2%) 256.0 (+2248.4%)

NASS 28760129.8 (+116.8%) 10856600.8 (+107.8%) 912.0 (+559.2%)

FANS 31555918.0 (+97.6%) 11901979.2 (+89.5%) 1102.6 (+445.3%)

InputFlinger

RAIF 249330.0 184211.0 27269.6
Syzkaller 216963.6 (+14.9%) 143787.0 (+28.1%) 18329.0 (+48.8%)

NASS 218270.0 (+14.2%) 150613.4 (+22.3%) 25492.4 (+7.0%)

FANS 235389.8 (+5.9%) 167963.2 (+9.7%) 17603.8 (+54.9%)

MediaCodec

RAIF 5595.6 5591.6 4349.0
Syzkaller 3910.8 (+43.1%) 3906.8 (+43.1%) 2813.8 (+54.6%)

NASS 4090.2 (+36.8%) 4086.2 (+36.8%) 2935.0 (+48.2%)

FANS 4096.0 (+36.6%) 4092.0 (+36.6%) 2942.2 (+47.8%)

Table 4 further shows how resource operations are orga-
nized. Across all three services, RAIF issues more attempted
and accepted resource operations and achieves the highest
same resource count. This indicates that RAIF reuses the
same resource more often across operations, which is con-
sistent with the higher transition count. On InputFlinger,
this also explains why RAIF has fewer resource states than
Syzkaller and NASS but higher Transition and Tran/S, since
it keeps reached resources active through more repeated
operations. Overall, RAIF improves not only code reacha-
bility but also resource behavior exploration. Averaging the
relative improvements across the nine comparisons of the
three Android services and three baselines gives 25.8% higher
branch coverage and 3.5× more resource transitions.

6.4 Component-Wise Effectiveness Analysis
To answerRQ3, we evaluate how RAIF’s design components
affect fuzzing effectiveness by comparing the full system
with corresponding ablation variants.

Ablation Variants.We compare RAIF with three variants.
RAIF-Resource keeps only resource based workload gener-
ation. RAIF-Guide keeps workload generation and transac-
tion dispatch, but disables runtime resource feedback. RAIF-
NoDispatch keeps workload generation and runtime feed-
back, but disables resource aware transaction dispatch. These
variants isolate the effects of resource based generation,
transaction dispatch, and runtime feedback.
Coverage Statistic. Table 5 summarizes the coverage

results. Compared with RAIF-Resource, RAIF improves cov-
erage by 6.7% to 20.8%. Compared with RAIF-Guide, RAIF
improves coverage by 12.5% to 18.2%. Compared with RAIF-
NoDispatch, RAIF improves coverage by 11.8% to 20.0%. A
Mann-Whitney U test shows significant gains over all abla-
tion variants (𝑝 = 0.007937).

Table 5. Average coverage comparison in the ablation study.

Tools SurfaceFlinger InputFlinger MediaCodec RenderService

RAIF 49493.4 133906.6 14249.8 27785.2
RAIF-Resource 45264.8 (+9.3%) 122706.2 (+9.1%) 13358.4 (+6.7%) 23007.0 (+20.8%)
RAIF-Guide 41879.6 (+18.2%) 115920.4 (+15.5%) 12240.6 (+16.4%) 24694.2 (+12.5%)

RAIF-NoDispatch 42984.8 (+15.1%) 116348.2 (+15.1%) 12748.2 (+11.8%) 23157.8 (+20.0%)

These results show that resource based generation, trans-
action dispatch, and runtime feedback are complementary.
RAIF-Guide adds dispatch but lacks feedback, so it can nar-
row exploration before useful resource dependencies are
known. RAIF-NoDispatch keeps feedback and outperforms
RAIF-Guide on the three Android services, but still falls be-
hind the full RAIF on all four services.

Table 6. Resource-state comparison in the ablation study.

Service Tool Resource State Transitions Tran/S

SurfaceFlinger

RAIF 6080.0 35385.2 5.8
RAIF-Resource 2688.0 (+126.2%) 22640.4 (+56.3%) 8.4
RAIF-Guide 2432.0 (+150.0%) 21936.4 (+61.3%) 9.0
RAIF-NoDispatch 2432.0 (+150.0%) 14314.4 (+147.2%) 5.9

InputFlinger

RAIF 66716.6 244461.4 3.7
RAIF-Resource 93458.4 (-28.6%) 155102.8 (+57.6%) 1.7
RAIF-Guide 105421.0 (-36.7%) 117300.4 (+108.4%) 1.1
RAIF-NoDispatch 21917.0 (+204.4%) 56516.6 (+332.5%) 2.6

MediaCodec

RAIF 12329.8 9642.2 0.8
RAIF-Resource 9620.6 (+28.2%) 7047.8 (+36.8%) 0.7
RAIF-Guide 12420.8 (-0.7%) 9286.4 (+3.8%) 0.7
RAIF-NoDispatch 4178.6 (+195.1%) 2993.2 (+222.1%) 0.7

RenderService

RAIF 8305.0 6477.0 0.8
RAIF-Resource 6429.6 (+29.2%) 4696.8 (+37.9%) 0.7
RAIF-Guide 6791.2 (+22.3%) 5055.8 (+28.1%) 0.7
RAIF-NoDispatch 7085.8 (+17.2%) 5221.2 (+24.1%) 0.7

Resource State Statistic. Table 6 further evaluates how
each component affects resource-state exploration. Across all
four services, RAIF triggers more transitions than all variants
in the ablation study. Compared with RAIF-Resource, RAIF
improves Transition by 56.3%, 57.6%, 36.8%, and 37.9% on Sur-
faceFlinger, InputFlinger, MediaCodec, and RenderService,
respectively. Compared with RAIF-Guide, the improvements
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(a) Coverage on SurfaceFlinger.
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(b) Coverage on InputFlinger.
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(c) Coverage on MediaCodec.
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Figure 10. Coverage growth over 24 hours in the ablation study.

are 61.3%, 108.4%, 3.8%, and 28.1%. Compared with RAIF-
NoDispatch, the improvements are 147.2%, 332.5%, 222.1%,
and 24.1%. This shows that transaction dispatch and feedback
are complementary for more effective resource exploration.
Resource state shows a more nuanced pattern. On Input-

Flinger and MediaCodec, some variants reach more distinct
resource states, but they trigger fewer transitions. This indi-
cates that they touch more distinct resource-state categories,
while RAIF drives reached resources through more state-
changing operations. Table 7 shows the same trend: RAIF
achieves the highest attempted operations, accepted opera-
tions, and same resource reuse across all four services. Over-
all, resource-based generation builds the workload structure,
transaction dispatch keeps related operations close in the
request order, and runtime feedback preserves executed re-
source dependencies for later mutation.

Table 7. Resource behavior comparison in the ablation study.

Service Tool Attempted Accepted Same-Res

SurfaceFlinger

RAIF 65088343.6 22555741.6 6019.2
RAIF-Guide 59635946.8 (+9.1%) 17924493.4 (+25.8%) 2681.2 (+124.5%)

RAIF-Resource 39576403.6 (+64.5%) 13195285.4 (+70.9%) 2025.4 (+197.2%)

RAIF-NoDispatch 55324272.8 (+17.6%) 18661604.0 (+20.9%) 2432.0 (+147.5%)

InputFlinger

RAIF 262519.2 194628.4 27269.6
RAIF-Guide 201046.4 (+30.6%) 142378.0 (+36.7%) 22660.4 (+20.3%)

RAIF-Resource 208579.8 (+25.9%) 143055.2 (+36.1%) 24831.6 (+9.8%)

RAIF-NoDispatch 216250.6 (+21.4%) 158968.0 (+22.4%) 21917.0 (+24.4%)

MediaCodec

RAIF 6007.3 6003.3 4673.7
RAIF-Guide 4595.7 (+30.7%) 4591.7 (+30.7%) 3411.7 (+37.0%)

RAIF-Resource 4645.7 (+29.3%) 4641.7 (+29.3%) 3387.3 (+38.0%)

RAIF-NoDispatch 4182.6 (+43.6%) 4178.6 (+43.7%) 2993.2 (+56.1%)

RenderService

RAIF 320038.8 236816.4 31186.0
RAIF-Guide 198994.2 (+60.8%) 138619.8 (+70.8%) 22178.4 (+40.6%)

RAIF-Resource 265998.2 (+20.3%) 184455.0 (+28.4%) 22951.4 (+35.9%)

RAIF-NoDispatch 300941.4 (+6.3%) 220168.2 (+7.6%) 30429.0 (+2.5%)

Bug Detection Statistic.We examine whether detected
bugs on our target services depend on RAIF’s components.
RAIF-Resource finds 11 bugs: #2-5, #8, #11, #13, #16-18, and
#21. RAIF-Guide finds 14 bugs: #2-4, #8-15, #17-18, and #21.
RAIF-NoDispatch finds 9 bugs: #3-5, #7, #13, #15, #17-18, and
#20. The full RAIF finds all 21 OpenHarmony and Android
bugs (#1–#21) listed in Table 1, finding 10, 7, and 12 more
bugs than the three variants, respectively. RAIF-Resource
lacks the dispatch and feedback needed to turn generated re-
lations into executed service side dependencies. RAIF-Guide
lacks post unmarshalling feedback, so it cannot tell which

dependencies are actually accepted by the service. RAIF-
NoDispatch observes accepted dependencies, but does not
place related client transactions around submit APIs where
these dependencies become visible. Bugs #1, #6, and #19 are
missed by all three variants, suggesting that they require the
full combination of these components to trigger.

Instrumentation Overhead. We measure the overhead
of RAIF’s resource feedback hooks by running each target for
one hour with hooks enabled and disabled. With hooks dis-
abled, Resource State and transition drop to zero on all four
services, confirming that these metrics come from service
side observations rather than fuzzer inputs. Hooks reduce
throughput because they record executed resource events
after IPC unmarshalling, with throughput decreasing from
1175.4 to 620.6 inputs/s on SurfaceFlinger, 213.2 to 132.2 on In-
putFlinger, 122.8 to 50.4 on MediaCodec, and 110.4 to 78.6 on
RenderService. The generated feedback logs remain compact:
4.22 MB/hour on SurfaceFlinger, 12.90 MB/hour on Input-
Flinger, 0.46 MB/hour on MediaCodec, and 5.48 MB/hour on
RenderService. This overhead is a tradeoff for the improved
resource behavior preservation and bug detection.
API-List Validation. We reran RAIF using the unvali-

dated LLM-generated API list. Compared with the validated
list, branch coverage decreased from 27,785.2 to 25,839.2 on
RenderService (7.0%), from 49,493.4 to 45,781.4 on Surface-
Flinger (7.5%), from 133,906.6 to 129,889.4 on InputFlinger
(3.0%), and from 14,249.8 to 13,394.8 on MediaCodec (6.0%).

7 Related Work
Kernel Fuzzing. Kernel fuzzing has been widely studied
for testing the reliability and robustness of operating system
kernels. Syzkaller [32] uses system call descriptions to gen-
erate structured syscall programs and iteratively evolves the
generated programs using runtime coverage feedback [33].
KSG [29], SyzDescribe [11], SyzGen [8], and SyzGPT [37]
generate or infer syscall specifications, interface constraints,
dependencies, or seeds for kernel fuzzing. For execution
control, Razzer [13] and Krace [34] bias syscall executions
toward racy kernel schedules, SegFuzz [14] guides fuzzing
with scheduling points, and DDRace [36] and Ozz [12] target
concurrent memory accesses between different threads to
expose kernel concurrency bugs.



Resource-Aware Fuzzing. SyzGen++ [7] statically in-
fers producer-consumer handle relations, but does not cap-
ture service objects’ dynamic creation, update, and submis-
sion. FUZZNG [5] reshapes pointers and file descriptors
with generic hooks, but cannot track IPC resource identifiers
across requests and clients. RAIF instead observes accepted
identifiers after lookup, reuses them across clients, and sched-
ules related operations at submit boundaries.
Protocol Fuzzing. Protocol fuzzers guide message con-

struction and sequencing using protocol-state abstractions.
Peach [31] uses manually specified formats and state mod-
els. AFLNet [25] and StateAFL [22] guide sequences with
response codes and memory snapshots, while DynPRE [20]
rewrites session identifiers. Instead, RAIF constructs trans-
action blocks around shared resource identifiers, executes
them in stable client contexts around submit boundaries, and
observes accepted resources after unmarshalling and lookup.

IPC Service Fuzzing. IPC service fuzzing has been stud-
ied for testing cross process interfaces exposed by system
services, applications, and browser components. Prior work
improves IPC fuzzing by recovering message formats, inter-
face models, transaction dependencies, or service feedback.
BinderCracker [9] records binder transactions and recon-
structs transaction schemas. FANS [19] extracts Android na-
tive service interface models and dependencies from source
code. NASS [21] recovers RPC interface definitions for An-
droid services and uses stable service related coverage feed-
back. MachFuzzer [35] infers message formats and ordering
constraints for macOS Mach IPC services. Other work stud-
ies Android Intent fuzzing and Firefox IPC fuzzing [15, 16],
also emphasizing structured message generation.

Prior IPC fuzzers model message schemas, request orders,
or interface dependencies for request validity. These depen-
dencies help fuzzers generate valid requests, but they do
not directly capture whether the service accepts a resource
identifier, which client owns it, whether an update crosses a
submit API, or whether another client later operates on the
same executed resource. RAIF focuses on this service level
resource behavior: it preserves executed resource identifiers,
executes related transaction blocks around submit APIs, and
uses post-unmarshalling feedback to keep resource depen-
dencies executed by the service. RAIF is complementary
to prior IPC fuzzers; it does not replace schema recovery
or interface-model extraction, but organizes generated IPC
requests into resource based workloads.

8 Discussion
Limited control over service internal scheduling. RAIF
controls the order in which client transaction blocks are sub-
mitted to the service, but it does not control how the service
schedules its internal threads. After an IPC request enters
the service, it may be processed by binder thread pools, main
service threads, render threads, callback queues, or worker

tasks. Therefore, RAIF provides request-level resource local-
ity rather than deterministic thread scheduling. Its dispatch
policy places related transactions close to submit APIs and to
each other, so that the service has more opportunities to ob-
serve related resource updates in nearby execution windows.
This is useful for bugs that depend on accepted resource
dependencies, but it does not guarantee a specific internal
thread interleaving. Bugs that require an exact order between
service threads may still be missed. Explicit control of inter-
nal threads would require additional instrumentation, which
can perturb timing and increase timeout noise during testing.
A future direction is to combine transaction dispatch with
lightweight scheduling signals, such as task enqueue events,
callback entry points, or render-thread progress.

Timing control in asynchronous pipelines. Some IPC
services continue processing a submitted update after the
submit API returns. For example, RenderService may en-
queue render tasks, update caches, invoke callbacks, or ap-
ply changes in later frames. In this setting, RAIF’s feedback
means that the service accepted and executed a resource
operation at the observed point, but it does not mean that
all downstream asynchronous work has completed. Thus,
RAIF uses such feedback mainly to preserve accepted re-
source dependencies and guide later mutations around them.
It does not claim to control render-thread timing, callback
timing, or frame-level progress. Moreover, although the feed-
back hooks are lightweight, source-level instrumentation
can still perturb fine-grained timing in highly asynchronous
paths. Future work can add a timing aware feedback, such
as task start or callback entry, so that the fuzzer can derive
executions toward request orders and delay windows that
are more likely to expose more timing-sensitive bugs.

9 Conclusion
This paper presents RAIF, a fuzzer for IPC based OS services.
RAIF targets the gap between reaching IPC handlers and exer-
cising service logic. To explore this behavior, RAIF generates
resource based workloads, dispatches related client transac-
tions around submit APIs and uses service side feedback to
preserve resource behavior and guide further mutation. Our
evaluation identifies 23 bugs onOpenHarmony, Android, and
D-Bus. On the three Android services, RAIF has an average
improvement of 25.8% in branch coverage and triggers 3.5×
more resource-state transitions than baseline fuzzers. These
results show that organizing IPC service fuzzing around re-
source behavior is effective for testing stateful OS services
above the IPC transport layer.
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