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Abstract
Modern RISC-V processors support a rich trap mechanism
that handles exceptions and interrupts across multiple privi-
lege levels. While the ISA specification defines the expected
behavior of nested traps, real CPU implementations intro-
duce many microarchitectural optimizations for trap entry,
context saving, and trap return, which makes multi-trap
handling particularly error-prone. However, existing CPU
testing techniques rarely explore nested traps and therefore
miss a large space of recovery-failure issues.

This paper first presents a study of real-worldmulti-trap is-
sues in six widely used open-source RISC-V CPUs, analyzing
their symptoms, triggering conditions, and root causes. We
find that deeply nested trap sequences, where exceptions or
interrupts recur inside trap handlers, are essential for expos-
ing these correctness issues, yet are difficult to generate due
to the combinatorial interactions of trap-entry constraints,
privilege rules, delegation settings, and CSR state transitions.
Guided by this study, we design TrapFuzz. TrapFuzz first
builds a Multi-Trap Sequence Model that encodes trap-entry,
delegation, priority, and trap-return constraints to generate
legal nested-trap sequences. It then uses trap-state volatil-
ity as feedback to guide execution toward deeper and more
error-prone trap interactions. Finally, TrapFuzz employs an
MTSM-derived recovery oracle that validates CSR consis-
tency, privilege-flow legality, and forward progress. In total,
TrapFuzz detected 21 new recovery-failure issues in eight
real-world RISC-V CPUs.

CCS Concepts: • Networks → Protocol testing and veri-
fication; • Hardware→ Fault models and test metrics.
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1 Introduction
RISC-V has rapidly evolved from a research-oriented ISA
into a widely adopted open instruction set used in embed-
ded, IoT, industrial, and increasingly high-performance sys-
tems [6, 13]. Its trap mechanism, which handles exceptions
and interrupts across privilege levels, is critical to reliability
and availability. Since trap handling governs fault recov-
ery, privilege enforcement, and context switching, errors in
these mechanisms can cause silent state corruption, execu-
tion deadlocks, or privilege inconsistencies, posing serious
risks to deployed CPUs [23, 24, 33].

The trap mechanism in RISC-V is inherently complex [22].
Although the ISA defines architectural behavior, real CPU
implementations introduce many microarchitectural opti-
mizations, such as speculative trap entry, compressed con-
text saving, interrupt replay, and pipeline-level hazard han-
dling [5, 45, 48], which can introduce subtle trap-handling
bugs. In practice, traps may recur inside trap handlers, form-
ing a multi-trap mechanism in which exceptions or inter-
rupts nest across privilege levels and depend on correct trap
entry, delegation, prioritization, and return for proper recov-
ery. Such nested behaviors are important in realistic systems
with frequent interrupts and privilege transitions. We define
Recovery Failure Issues as implementation faults in multi-
trap mechanisms that cause a CPU to recover incorrectly
from exceptions or interrupts across multiple trap levels.
To understand these issues, we conducted a comprehen-

sive study of real-world multi-trap bugs across six widely
used open-source RISC-V CPUs. For each bug case, we manu-
ally analyzed its report and corresponding fix to understand
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its symptoms, root causes, and triggering conditions. Our
study reveals two key insights. 1○Most recovery failures are
initially silent: 43/47 bugs (92%) do not immediately crash
or hang when corrupted nested-trap state is produced. Of
the 47 bugs, 35 (74%) are persistently silent, continuing exe-
cution incorrectly throughout the observed run, while the
remaining 8 initially silent bugs later escalate to a crash
or hang. Their root causes violate four key rule types of
nested-trap execution: trap-entry constraints (how a trap
initializes mstatus and mepc), interrupt-exception privilege
rules (which traps may preempt others across privilege lev-
els), delegation settings (whether a trap is routed to machine
or supervisor mode), and return-state dependencies (how
mstatus and the PC must be restored on mret/sret). 2○
While a small fraction of issues can be triggered by one or
two simple traps, the majority (39/47, 83%) require longer
nested-trap sequences (≥ 3 traps) that systematically explore
combinations of these four rule types.

Researchers have proposed techniques for validating RISC-
VCPUs. Instruction-generation fuzzers such as DifuzzRTL [14],
MorFuzz [44], Cascade [37], and INSTILLER [46] generate
randomized or coverage-guided instruction streams and have
uncovered functional bugs. However, because these approaches
mainly exercise flat instruction sequences, they trigger only
shallow traps and rarely construct the nested-trap chains
required to expose deep recovery-failure issues. Robustness-
testing tools such as WhisperFuzz [1] and HWFuzz [47]
stress microarchitectural state or timing behavior to expose
transient-error sensitivity. Although useful for resilience
evaluation, they are not guided by architectural trap seman-
tics and may create states unreachable by legal exception,
interrupt, delegation, or trap-return behavior. Formal and
semi-formal methods can verify specified hardware prop-
erties, but applying them to multi-trap recovery requires
manually defining trap-entry, delegation, priority, nested-
preemption, and return-state rules. Additionally, existing
CPU testing tools lack an oracle for detecting silent recovery-
failure issues in multi-trap mechanisms.
Effectively detecting recovery-failure issues in RISC-V

CPUs requires addressing two key challenges: (1) The first
challenge is the need for a precise recovery oracle that can
detect silent anomalies in nested-trap execution. Most re-
covery failures cause no crashes or hangs, yet still manifest
as incorrect CSR restoration, illegal privilege transitions, or
loss of forward progress. Without such an oracle, these silent
faults cannot be reliably distinguished from normal archi-
tectural behavior. (2) The second challenge is generating
high-quality nested-trap sequences. Recovery failures are
typically triggered by specific long trap chains shaped by
trap-entry constraints, interrupt-exception privilege rules,
delegation settings, and return-state dependencies. The com-
bination of these rules greatly enlarges the exploration space,
making naive or random testing ineffective at reaching deep
and error-prone nested-trap handling logic.

To tackle these challenges, we introduce TrapFuzz, a frame-
work for detecting recovery-failure issues inmulti-trapmech-
anisms of RISC-V CPUs. Guided by our empirical study, Trap-
Fuzz first builds a Multi-Trap Sequence Model (MTSM) that
encodes trap-entry rules, priority relations, delegation behav-
ior, and return-state constraints, collapsing the large nested-
trap space into a tractable legal state graph. TrapFuzz then
uses trap-state volatility, computed from legal outgoing tran-
sitions, privilege-level dispersion, and recovery-critical CSR
impact, to guide the fuzzer toward deeper and more error-
prone trap interactions. Finally, TrapFuzz employs anMTSM-
derived recovery oracle composed of a State-Consistency
Detector, a Privilege-Flow Detector, and a Liveness Detector.
These detectors validate CSR-state consistency, privilege-
transition legality, and forward progress, enabling detection
of recovery-failure issues.

We implemented TrapFuzz and evaluated it on eightwidely
used RISC-V CPUs. Compared with state-of-the-art CPU
testing tools, Cascade [37], RISCV-DV [3], WhisperFuzz [1],
and HWFuzz [47], TrapFuzz detects 3x–5x more issues and
achieves 13%–26% higher coverage of trap-handling logic. In
total, TrapFuzz identified 21 new recovery-failure issues, in-
cluding 3 in NanoRV32 [7], 5 in CVA6 [9], 3 in VexRiscv [11],
2 in Rocket [8], 2 in Xiangshan [10], 1 in Kronos [38], 3 in
BOOM [35], and 2 in srv32 [17].

In summary, we make three key contributions:
• We conduct a detailed study of real-worldmulti-trap recovery-
failure issues in six widely used RISC-V CPUs and summa-
rize their symptoms and triggering conditions.

• We design TrapFuzz, a testing framework that synthesizes
high-quality nested-trap sequences and precisely detects
recovery failure issues hidden in RISC-V CPUs.

• We implement and evaluate TrapFuzz on eight RISC-V
CPUs. We will open-source TrapFuzz1 for practical usage.
For now, TrapFuzz has successfully detected 21 new issues.

2 Background

Multi-Trap Mechanism in RISC-V CPUs

Trap-entry 
Constraints

mepc

mcause

mtval

mstatus

privileged CSRs

Interrupt-
exception 

privilege rules

Delegation 
settings

RISC-V

Interruption
executor

Trap1

Trap2

Trapn

…

return-state 
dependencies

mepc mstatus

mret sret

privilege state

Figure 1. Typical multi-trap behavior in RISC-V CPUs,
where each nested trap saves its privileged CSR context
according to trap-entry, privilege, and delegation rules.
1TrapFuzz: https://anonymous.4open.science/r/TrapFuzz-1452/
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Multi-Trap Mechanism in RISC-V CPUs: Trap han-
dling is a fundamental control mechanism in RISC-V pro-
cessors. When an exception or interrupt occurs, the CPU
saves the interrupted state into privileged CSRs such as mepc,
mcause, mtval, and trap-related fields in mstatus. This pro-
cess is governed by four key rule classes: trap-entry con-
straints, interrupt-exception privilege rules, delegation set-
tings (e.g., medeleg and mideleg), and return-state depen-
dencies, which determine how traps are prioritized, routed,
nested, and returned across privilege levels [16, 20, 40].When
a new exception or interrupt occurs inside a trap handler,
the CPU enters a multi-trap execution chain. Correct recov-
ery requires each trap context to be saved and restored pre-
cisely: mepc must be preserved across trap layers, mstatus
fields such as MPP and MPIE must be updated correctly,
and mret/sret must restore privilege and resume control
flow. This makes multi-trap behavior more complex than
single-level traps. Real implementations further increase this
complexity through optimizations such as speculative trap
entry, compressed CSR stacks, and pipeline replay [26, 36, 41].
As a result, bugs that do not appear under a single trap may
surface only under recursive traps, leading to corrupted trap
context, incorrect privilege transitions, failed trap return,
or loss of forward progress [19, 27]. Because such failures
depend on specific combinations of trap types, privilege inter-
actions, and timing, existing CPU testing techniques rarely
explore this space systematically.

3 Motivation Study
To better understand the characteristics of recovery-failure
issues in practical RISC-V processors and to guide the design
of our detection strategy, we conducted an empirical analysis
of six widely used open-source RISC-V CPUs: NanoRV32,
CVA6, VexRiscv, Rocket, Xiangshan, and Kronos. We col-
lected bug cases from their public issue trackers (GitHub
issues), patch histories, and discussion threads. After manu-
ally filtering out unrelated functional bugs, we identified 47
real-world issues that specifically relate to recovery failures
in multi-trap mechanisms, as shown in Table 1.

Table 1. Number of recovery-failure issues we analyzed.

NanoRV32 CVA6 VexRiscv Rocket Xiangshan Kronos Total
9 11 6 7 8 6 47

3.1 Symptoms of Recovery-Failure Issues
We first examined the observable consequences, internal
symptoms and root causes of each recovery failure issue to
help design a precise recovery oracle.
Finding 1: silent but critical consequences.Most recovery-
failure issues (43/47) are initially silent when the recovery
failure occurs, and 35/47 issues (74%) remain persistently silent
throughout the observed execution.

Among the analyzed cases, 43/47 bugs (92%) are initially
silent: the CPU does not crash or hang when corrupted
nested-trap state is first produced. These faults may over-
write trap-entry CSRs, misconfigure privilege levels, or re-
store an incorrect mepc, allowing errors to propagate un-
noticed. Among them, 35 bugs (74%) are persistently silent,
continuing execution incorrectly throughout the observed
run, while the remaining 8 initially silent bugs later escalate
to a crash or hang. Despite lacking immediate visible symp-
toms, such inconsistencies can lead to privilege violations,
illegal control transfers, or incorrect execution, making them
more dangerous than explicit crashes or hangs.

Table 2. Symptoms, internal state, and root causes of issues.

Symptoms Internal State Root Causes Number
Crash - illegal jump 1
Hang - Infinite loop 3

Silence

overwritten trap state violate trap-entry constraints 16
incorrect privilege violate interrupt-exception privilege rules 9
CSR inconsistency violate return-state dependencies 12
wrong delegation path violate delegation settings 6

Finding 2: obvious internal state. Most recovery failures
produce clear inconsistencies in internal trap states, including
overwritten trap-entry CSRs, incorrect privilege levels, CSR
corruption across trap layers, or misrouted delegation paths.

Although the symptoms of these recovery failures are sub-
tle, through further analysis of each failure’s internal states
during nested-trap execution, we find that before these is-
sues lead to severe consequences, they consistently intro-
duce observable inconsistencies in trap-related architectural
state. Specifically, we observe four dominant classes of inter-
nal symptoms: overwritten trap-entry CSRs (34%), incorrect
privilege levels after trap entry or return (19%), inconsis-
tencies in critical CSRs such as mepc and mstatus across
trap layers (26%), and misrouted delegation paths that place
traps at incorrect privilege levels (13%). These inconsistent
states typically appear early, within the first four trap layers,
and often remain silent until later execution. This finding
suggests that monitoring internal trap-state evolution (e.g.,
CSR correctness, privilege flow, delegation behavior) is an
effective way to identify recovery failures.
Finding 3: four types of root causes.Most recovery-failure
issues stem from violations of four fundamental rule types that
govern correct nested-trap execution in RISC-V.
We conducted a root cause analysis for each recovery-

failure issue by examining the patches and discussions asso-
ciated with their fixes. We find that 34% of failures stem from
violating trap-entry constraints, typically causing overwrit-
ten or corrupted trap-entry CSRs. Another 19% arise from
incorrect interrupt-exception privilege handling, where ille-
gal preemption leads to wrong privilege states. Additionally,
26% of issues are caused by broken return-state dependen-
cies, resulting in inconsistent mepc or mstatus after nested
mret/sret. The remaining 13% arise from incorrect delega-
tion settings, routing traps to unintended privilege levels.
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3.2 Triggering of Recovery-Failure Issues
We further analyzed the triggering conditions of each issue
to understand the input patterns required to expose them,
which guided our testcase generation strategy.
Finding 4: nested triggering requirement. Most recovery
failures (45/47) require nested trap sequences to be triggered.

We found that only a small proportion (4%) of issues (2/47)
can be triggered by a single trap, such as illegal instructions
or simple load/store faults. The vast majority require specific
combinations of synchronous exceptions, asynchronous in-
terrupts, privilege transitions, and CSR side effects occurring
in close temporal proximity. Hence, exploring multi-trap be-
havior is essential for revealing such recovery-failure issues.

Table 3. Nested trap depth and required trap-type diversity
for triggering these recovery-failure issues.

Trap Depth Number of Issues Required Trap Types

1 2 Illegal instruction, Load/Store access fault

2 6 Timer interrupt, Illegal instruction, External interrupt
Load fault, Environment call, Page fault

3 19 External interrupt, Illegal instruction
Load/Store access fault, Page fault, Environment call

4 16 Timer interrupt, External interrupt, Illegal instruction, Page fault
Load/Store access fault, Environment call, Instruction Access Fault

5 4 Timer interrupt, External interrupt, Illegal instruction, Page fault
Load/Store access fault, Environment call, Instruction Access Fault

Finding 5: short triggering depth but diverse trap-type
combinations. All recovery failures can be triggered with no
more than five nested trap layers, but require diverse trap-type
combinations (e.g., illegal instruction, external interrupt).

We found that 57% of recovery-failure issues are triggered
within three nested traps, and the remaining 43% within four
or five traps. This suggests that excessive sequence length
is not the primary factor; instead, the triggering sequences
consistently require diverse trap types and strict ordering
constraints. For example, a CVA6 bug [30] involving incor-
rect MPIE restoration is triggered by an illegal instruction
inside a timer-interrupt handler followed by an external
interrupt, while a Rocket issue [42] appears only when a
load fault occurs inside a high-priority interrupt handler.
Across all cases, the specific combination and ordering of
trap events, rather than sequence length alone, are essential
for triggering such failures.
Finding 6: volatile trap-state propagation windows. Re-
covery failures often arise when a new trap occurs during a
volatile window, typically no more than 10 cycles, in which
trap-entry updates have taken effect but the CPU has not yet
reached a stable post-trap state.

By analyzing fine-grained traces, we found that this trap-
state propagation window appears when a new trap arrives
shortly after the handler of a previous trap updates fields
such as mstatus, delegation bits, or privilege indicators, but
before these values are fully committed or restored. The
window itself is legal under the RISC-V specification and
does not indicate incorrect behavior, but it creates a period
of high volatility in which small execution deviations can

propagate across trap layers. We observed that 79% of these
recovery failures are triggered only when nested traps occur
inside such volatile windows. This observation suggests that
TrapFuzz can use trap-state volatility as feedback to optimize
testcase generation.

3.3 A Motivating Example
Recovery-failure issues in multi-trap mechanisms are dif-
ficult to expose and may lead to severe consequences in
RISC-V processors. One example is a CVA6 bug [43], where
incorrect mstatus restoration during nested traps causes
a privilege inconsistency that breaks trap return and even-
tually makes the CPU jump to an incorrect privilege level.
Figure 2 illustrates the key steps that trigger this bug.

Time CPU State Description

T0
S-mode execution

Synchronous Load
Access Fault (Trap1)

T1

S-mode program runs. Load
access fault triggers trap1

Trap1 handling

S-mode Trap Handler
xEPC_1 ← PC
xCAUSE_1 ← load fault
xPP/xPIE/xIE updated 
mstatus.MPIE ← 0

CPU enters S-mode handler.
Context saved. Timer interrupt
triggers trap2

T2

Time interrupt
(Trap2)

M-mode Trap Handler
xEPC_2 ← PC+4
xCAUSE_2 ← timer interrupt 
xPP/xPIE/xIE updated
mstatus.SPIE ← MSTATUS.SIE

CPU enters M-mode handler.
Bug: incorrect mstatus update
(SPIE) corrupted

T3
External interrupt when

Trap2.Handling
(Buggy in Trap3)

M-mode Trap Handler
mstatus.MPP ← MSTATUS.SIE
mstatus.SPIE ← M

CPU enters into a incorrect
privilege inconsistency that 
breaks trap return

incorrect mret

Privilege Inconsistency

T4
X

mret restores invalid state
mepc corrupted
Trap return fails

Figure 2. A recovery-failure bug in a multi-trap mechanism.
Incorrect mstatus restoration breaks trap return.

The CPU initially executes in S-mode, where a synchro-
nous load fault (Trap1) occurs. On trap entry, the CPU saves
context into the target-level EPC/CAUSE/TVAL CSRs and up-
dates the corresponding xPP/xPIE/xIE fields according to
the privilege level. While executing the S-mode trap handler,
a timer interrupt triggers a second trap (Trap2) in M-mode.
Shortly after, an external interrupt causes a third trap (Trap3).
For each trap entry, the CPU saves the current context and
updates the corresponding mstatus fields. According to the
RISC-V specification, the CPU should unwind these traps
in order: Trap3 returns to Trap2 via mret, Trap2 restores
the privilege state and resumes Trap1’s S-mode handler, and
Trap1 finally returns to the original program. However, in
this buggy implementation, Trap3 incorrectly overwrites the
MPP and SPIE fields in mstatus, contaminating the state later
used by Trap2 and Trap1. As shown in Figure 2, this incorrect
privilege metadata propagates across nested traps. Conse-
quently, mret attempts to return to an invalid privilege level,
causing trap-return failure and a corrupted mepc.
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This case highlights two key lessons. First, recovery-failure
bugs often hide in deepmulti-trap paths and require carefully
aligned nested-trap sequences rather than single-level events.
Here, the bug appears only when a synchronous exception
is followed by a timer interrupt and then an external inter-
rupt in close succession, forming a specific three-level nested
trap chain. Second, a precise recovery oracle is essential for
detecting such issues. In this case, the CPU neither crashes
nor hangs; instead, subtle inconsistencies in mstatus and
mepc silently corrupt internal state. Without fine-grained
monitoring of CSR evolution, privilege transitions, and trap-
entry/return behavior, the bug would remain hidden.

3.4 Limitation of Existing Methods
Existing CPU testing techniques are effective for functional
validation but fall short in testing multi-trap mechanisms.
Two mainstream categories dominate current practice, yet
neither systematically explores multi-trap behaviors.
Method 1: CPU Instruction Generation. Instruction-

generation tools such as DifuzzRTL [14], MorFuzz [44], Cas-
cade [37], and INSTILLER [46] output randomized or coverage-
guided instruction streams and have uncovered many func-
tional bugs in RISC-V CPUs. However, they mainly exercise
flat execution paths and thus trigger shallow traps. Because
they do not model trap-entry rules, privilege transitions,
or delegation behavior, they rarely construct the ordered
nested-trap chains needed to expose recovery-failure issues.
As a result, they provide limited coverage of deep multi-trap
interactions and miss bugs requiring specific trap sequences.
Method 2: Other CPU Robustness and Verification

Methods. Robustness-testing tools such as WhisperFuzz [1]
and HWFuzz [47] stress microarchitectural state or timing
behavior to expose transient-error sensitivity. However, they
are not guided by architectural trap semantics andmay create
states unreachable by legal exception, interrupt, delegation,
or trap-return behavior. Formal and semi-formal methods,
such as riscv-formal [39], Kami [4], and UCLID5 [31], can
verify specified hardware properties, but multi-trap recovery
requires manually specifying trap-entry, delegation, priority,
nested-preemption, and return-state rules.

Key Insight of TrapFuzz. The fundamental limitation of
existing methods is that they do not treat multi-trap recovery
as a rule-constrained recovery process. Instruction genera-
tors mainly explore instruction streams, robustness-testing
tools may create states unreachable by legal trap behavior,
and formal methods require manually specified multi-trap
recovery properties. As a result, they cannot systematically
construct legal nested-trap chains or validate whether recov-
ery remains semantically correct. TrapFuzz addresses this
gap by encoding trap-entry rules, priority relations, delega-
tion behavior, and return-state constraints into a Multi-Trap
Sequence Model (MTSM), and by using trap-state volatility
as feedback to guide exploration toward deeper and more
error-prone nested-trap interactions.

4 TrapFuzz Design
Design goal: From our perspective, a practical recovery
failure detection tool should have the following properties.
• General: TrapFuzz is designed to detect recovery-failure
issues in multi-trap mechanisms across diverse practi-
cal RISC-V CPUs, from in-order microcontrollers such
as NanoRV32 to pipelined out-of-order processors such as
Xiangshan and Kronos. The framework is independent of
specific microarchitectural optimizations and applies to
various core designs (e.g., CVA6, Rocket, and VexRiscv).

• Efficient: TrapFuzz is able to frequently exercise the multi-
trap handling logic and effectively detect recovery failures
in real-world RISC-V CPUs within 24 hours.

• Accurate: TrapFuzz is designed to have satisfying precision
and recall to avoid reporting false positives.

4.1 TrapFuzz Workflow

Architectural
Rules

(constraints,
priorities,

delegation, etc.)

Multi-trap Injector

RISC-V CPUs Under Test (Trap-Emulation Environment)

Trap-State Volatility
Model (TSVS)Seeds pool

…
Recovery Failure Detector

5. Monitor

8.1
update

(Prioritize)

Internal States
(CSRs, mstatus, mepc, mcause, Privilege, return value)

8.guide4. execute

1.construct

7. detect

opSeq’=[op1’ ,op2’,…,opn’]

3.select & mutate

enqueue

trapSeq1=[t1,t2,…, tn]
2.synthesize

6. evaluate

Recovery Failure 8.2 report
Recovery Failure Analyzer

Initial Nested-trap Sequences

trapSeq’1=[t’1,t’2,…, t’n]

State-consistency

Privilege-Flow

Liveness

Sub-Detectors:

MTSM Construction
(Multi-Trap Sequence

Model)

Figure 3. The workflow of TrapFuzz.

Figure 3 illustrates the workflow of TrapFuzz, which con-
sists of two key components: the Multi-Trap Injector for
generating nested-trap sequences and the Recovery Fail-
ure Detector for detecting recovery failures. (1) TrapFuzz
constructs the Multi-Trap Sequence Model (MTSM) from
trap-related clauses in the RISC-V privileged specification,
including trap-entry constraints, priority rules, delegation
settings, and trap-return constraints. (2) Using the MTSM,
TrapFuzz synthesizes an initial corpus of legal nested-trap se-
quences and stores them in the seed pool. (3) The Multi-Trap
Injector selects andmutates seeds to generate new sequences,
guided by the Trap-State Volatility Score (TSVS), which fa-
vors states with more legal outgoing transitions, wider privi-
lege changes, and greater impact on recovery-critical CSRs.
Each sequence is then materialized into executable inputs,
including an assembly/C program, trap handlers, initial CSR
and memory/page-table states, and interrupt-timing config-
uration. (4) The target CPU executes the generated binary
while TrapFuzz injects scheduled interrupts through its exist-
ing simulation interface in a controlled RTL simulation envi-
ronment. (5) TrapFuzz monitors CSR updates (e.g., mstatus,
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mepc, and mcause), privilege transitions, trap entries, and
trap-return behavior. (6) The Recovery Failure Detector ana-
lyzes execution using three sub-detectors: State-Consistency,
Privilege-Flow, and Liveness. (7) Silent anomalies, such as in-
correct CSR restoration, privilege inconsistency, or forward-
progress violations, are reported as recovery-failure bugs.
(8) Sequences that improve TSVS coverage or trigger new
oracle violations are prioritized and reinserted into the seed
pool. TrapFuzz repeats steps (3)–(8) until testing terminates.

4.2 Multiple Trap Injector
Nested-trap behavior in RISC-V CPUs arises from the in-
teraction between trap events and evolving privileged state
during execution. Because trap types, nesting depths, dele-
gation paths, and return states jointly affect recovery logic,
the exploration space is highly complex and hard to traverse
systematically. To address this, TrapFuzz constructs a Multi-
Trap Sequence Model (MTSM) that encodes trap-entry rules,
priority relations, delegation behavior, and return-state con-
straints as guarded state transitions. Guided by this model,
the Trap Injector synthesizes and mutates multi-level trap
sequences, using the Trap-State Volatility Score (TSVS) to
prioritize architecturally legal executions that are likely to
traverse volatile recovery states.

Multi-Trap Sequence Model (MTSM). TrapFuzz builds
MTSM from the RISC-V privileged specification [34]. MTSM
abstracts trap-related architectural behavior into states and
guarded transitions, while the construction process that
translates specification clauses into these transitions is de-
scribed below. Formally, MTSM is a finite-state transition sys-
tem𝑀 = (𝑆,T , 𝑠0), where 𝑆 is the set of abstract trap states,
T is the set of legal trap-related transitions, and 𝑠0 is the ini-
tial trap state under the target CPU configuration. Each state
is represented as 𝑠 = ⟨𝑝𝑟𝑖𝑣, 𝑝ℎ𝑎𝑠𝑒, 𝑐𝑎𝑢𝑠𝑒, 𝑑𝑒𝑙𝑒𝑔, 𝑖𝑒𝑛, 𝑐𝑠𝑟, 𝑑𝑒𝑝𝑡ℎ⟩,
where 𝑝𝑟𝑖𝑣 is the current privilege mode, 𝑝ℎ𝑎𝑠𝑒 denotes
whether the CPU is in normal execution or trap-handler
execution, 𝑐𝑎𝑢𝑠𝑒 records the active or pending trap cause,
𝑑𝑒𝑙𝑒𝑔 abstracts delegation bits such as medeleg, mideleg,
𝑖𝑒𝑛 abstracts interrupt pending and enable bits, 𝑐𝑠𝑟 abstracts
recovery-critical CSR fields, and 𝑑𝑒𝑝𝑡ℎ records the current
nesting depth. Each transition 𝜏 ∈ T has the form 𝜏 =

(𝑠, 𝑒, 𝑔,𝑢, 𝑠′), where 𝑒 is a trap-related event, 𝑔 is a guard
predicate, 𝑢 is an update relation, and 𝑠′ is the next abstract
state. A transition is legal only if 𝑔(𝑠, 𝑒) holds. The guard cap-
tures state-transition constraints such as privilege mode, trap
cause, delegation bits, interrupt pending and enable bits, trap
priority, supported optional features, and valid return state.
The update relation captures the corresponding architectural
effects, including writes to xEPC/xCAUSE/xTVAL, updates
to xPP/xPIE/xIE, privilege-mode changes, and nesting-depth
changes. TrapFuzz instantiates these constraints using the
target CPU configuration. Thus, unsupported modes, dele-
gation paths, virtual-memory traps, or trap causes do not

generate transitions. For WARL/WLRL CSR fields, gener-
ated and observed values are normalized according to target-
supported encodings.

Constructing transitions from the specification.Trap-
Fuzz constructs T by translating trap-related clauses in the
RISC-V privileged specification into guarded updates. The
translation follows a clause-to-rule process. First, TrapFuzz
selects clauses that change recovery-critical state, such as
exception/interrupt entry, interrupt delivery, delegation, pri-
ority selection, and mret/sret. Second, for each selected
clause, TrapFuzz separates its semantics into three parts:
the trigger, the precondition, and the effect. The trigger be-
comes the event 𝑒 , such as taking an exception, taking an
interrupt, or executing xRET. The precondition becomes
the guard 𝑔, such as privilege-mode checks, pending/enable
checks, delegation-bit checks, priority checks, and return-
state checks. The effect becomes the update𝑢, such as writing
xEPC/xCAUSE/xTVAL, updating xPP/xPIE/xIE, selecting the
target privilege, restoring PC and privilege, or changing the
nesting depth. Finally, TrapFuzz instantiates these guards
and updates over the abstract state space 𝑆 under the tar-
get CPU configuration. If a guard cannot be satisfied, the
corresponding edge is not generated, which gives the legal
transition set T . Figure 4 illustrates this spec-to-MTSM con-
struction process and shows how guards determine whether
candidate transitions are kept or pruned.
(1)Trap entry. For an exception or interrupt with cause 𝑐 ,

current PC 𝑝𝑐 , and trap value 𝑡𝑣𝑎𝑙 when applicable, TrapFuzz
first computes the target privilege 𝑥 using the delegation rule
below, and then applies the trap-entry constraint. Its guard is:
𝑔entry = supported(𝑥) ∧ legalEvent(𝑐, 𝑖𝑒𝑛) ∧ priorityOK(𝑐).
Here, legalEvent checks interrupt pending and enable bits
for interrupts, and cause legality for synchronous exceptions.
The predicate priorityOK checks whether 𝑐 is the selected
trap cause under the current priority rules when multiple
events are pending. If the guard holds, the update enters the
handler phase at privilege level 𝑥 , saves the interrupted PC,
cause, optional trap value, previous privilege, and interrupt-
enable state into the target-level CSRs, increases the nesting
depth, and clears xIE during trap entry. The notation xEPC,
xCAUSE, xTVAL, xPP, xPIE, and xIE denotes the CSR fields
at the target privilege level, such as mepc/mcause in M-mode
and sepc/scause in S-mode.

(2)Delegation resolution. Delegation is evaluated as part of
trap-entry construction and determines the target privilege
𝑥 . For a synchronous exception delegated by medeleg, or an
interrupt delegated by mideleg, TrapFuzz computes:

target(𝑝𝑟𝑖𝑣, 𝑐, 𝑑𝑒𝑙𝑒𝑔) =
{︄
𝑆, delegateOK(𝑝𝑟𝑖𝑣, 𝑐, 𝑑𝑒𝑙𝑒𝑔),
𝑀, otherwise.

The predicate delegateOK holds only when the trap comes
from a lower privilegemode, the corresponding bit in medeleg
or mideleg is set, and S-mode is supported by the target CPU.
Otherwise, the trap is routed to M-mode. This rule removes
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① Specification Clauses

Trap entry clauses
exception / interrupt entry
pending / enable priority

Delegation clauses
medeleg / mideleg

supported privilege modes

Trap return clauses
mret / sret

saved return state

② Spec-to-MTSM Translation (Rule Construction)

State & Transition Model

M = (S, T, s0)

state s = <priv, phase, cause, 
deleg, ien, csr, depth>

transition τ = (s, e, g, u, s’)
(event, guard, update)

Rule1: Trap entry
event: trap(c)
guard: supported(x) ∧	legalEvent(c, ien) ∧	priorityOK(c) 
update: enter handler, write xEPC/xCAUSE/xTVAL, 

update xPP/xPIE/xIE, depth+1

Rule2: Delegation
condition: delegateOK(...)
guard: priv ≠ M ∧ supported(S) ∧	delegBit(c)=1
update: none (selection only)

Rule3: Trap return
event: xret
guard: phase = handler ∧	legalXRET (priv, x) ∧	validRet(csr)
update: restore PC, privilege, xIE, reset xPP/xPIE, depth-1

Guard Evaluation
(Legality Check)

Input:
state s, candidate event e

Evaluate guard g(s, e)

If g(s, e)=true
Keep edge

(legal transition)

If g(s, e) = false
Prune edge

(illegal transition) 
from the graph

③ Partial MTSM Automaton (Legality-aware Graph)

s0: Normal 
execution
priv = S, 

phase = normal,
depth = 0

s1: Delegated 
page fault
S-handler,

cause = page _fault,
depth = 1

trap entry

delegateOK

trap entry

higher-priority
interrupt

s2: Nested timer 
interrupt

M-handler,
cause = timer_int,

depth = 2

s3: Return to 
outer handler

priv = S, 
phase = handler,

depth = 1

Legal edge:
g(s2, mret) = true

… …
sn: Return to 

normal
priv = S, 

phase = normal,
depth = 0

Pruned: delegateOK = false
(undelegated exception

cannot route to S-mode)

Pruned: legalXRET /
validRet = false
(illegal return)

solid: legal transition (guard true)
dashed: pruned illegal transition (guard false)… …… …

Figure 4. Spec-to-MTSM construction.

illegal routing choices from the MTSM graph, such as an
undelegated exception entering S-mode or a delegated trap
entering an unsupported mode.
(3)Trap return. For an xRET event, where x is M or S,

TrapFuzz applies the trap-return constraint. Its guard is:
𝑔ret = (𝑝ℎ𝑎𝑠𝑒 = handler)∧legalXRET(𝑝𝑟𝑖𝑣, 𝑥)∧validRet(𝑐𝑠𝑟 ).
The predicate legalXRET checks whether the return instruc-
tion is legal in the current privilege mode, and validRet
checks whether the saved return state is valid. If the guard
holds, the update restores the next PC and privilege mode
from xEPC and xPP, sets xIE to the saved interrupt-enable
value in xPIE, sets xPIE to 1, resets xPP according to the
privileged specification and target configuration, decreases
the nesting depth, and returns either to an outer trap handler
or to normal program execution.
Initial trap sequence generation. Using MTSM, Trap-

Fuzz synthesizes a graph of nested-trap interactions. Each
node in the graph is an abstract trap state 𝑠 ∈ 𝑆 , and each
candidate edge is produced by applying a trap-related event
to that state, as shown in Figure 4. TrapFuzz keeps the edge
as a legal transition 𝜏 ∈ T only when its guard is satis-
fied. This generation-stage check preserves architectural
legality by pruning invalid cases such as disabled interrupts,
unsupported delegation paths, illegal privilege transitions,
and invalid mret/sret return states. Legal edges capture
interactions such as exception-interrupt preemption, dele-
gated trap redirection, and multi-level trap returns, yielding
a compact nested-trap state graph from the large space of
potential trap combinations. TrapFuzz generates its initial
trap sequences by sampling bounded legal paths from this
graph and materializing each path into an executable trap
sequence (𝑡𝑟𝑎𝑝𝑆𝑒𝑞). Guided by Finding 5 that most mean-
ingful nested-trap behaviors arise within short interaction
depths, TrapFuzz limits the length of these initial sequences
to at most five traps, yielding legal seeds that exercise deeper
and more error-prone regions of multi-trap handling logic.

Trap-sequence materialization. A trap sequence is not
an abstract event label directly injected into the CPU, but a
planned runtime chain of trap entries and returns realized by
executable inputs. For example, a sequence may configure

medeleg/mideleg, enter S-mode, trigger a page fault by a
load, enter the S-mode trap handler, enable a timer interrupt
inside the handler, take an M-mode interrupt before return-
ing, execute mret back to the S-mode handler, and finally
execute sret to resume the original context. The sequence
is therefore observed as an ordered trace of trap entries and
trap returns. TrapFuzz materializes such a sequence as an
assembly/C test program with trap handlers, initial CSR set-
tings, memory/page-table states, and interrupt-timing config-
uration. Synchronous exceptions are induced by generated
instructions and configured memory/privilege state, while
asynchronous interrupts are delivered through existing test-
bench interrupt lines or timer/PLIC models, without modi-
fying internal RTL state. Thus, unlike plain instruction in-
puts, trap sequences include the trap-handling environment
and timing configuration; unlike fault injection, TrapFuzz
triggers traps through architecturally defined mechanisms
rather than perturbing internal RTL state.

Algorithm 1: Trap-State Volatility Guided Fuzzing.
Input :𝑐𝑝𝑢: RISC-V CPU under test

𝑀𝑇𝑆𝑀 : Multi-Trap Sequence Model
𝑏𝑢𝑑𝑔𝑒𝑡 : testing budget

Output : 𝐼𝑛 : Recovery-Failure Issues
1 𝑠𝑒𝑒𝑑𝑃𝑜𝑜𝑙 = initSequences(𝑀𝑇𝑆𝑀);
2 𝑐𝑜𝑣 = ∅;
3 while 𝑏𝑢𝑑𝑔𝑒𝑡 not exhausted do
4 𝑡𝑟𝑎𝑝𝑆𝑒𝑞 = 𝑠𝑒𝑒𝑑𝑃𝑜𝑜𝑙 .dequeue();
5 𝑡𝑟𝑎𝑝𝑆𝑒𝑞′ = mutate(𝑡𝑟𝑎𝑝𝑆𝑒𝑞,𝑀𝑇𝑆𝑀);
6 async:
7 𝑡𝑟𝑎𝑐𝑒 = 𝑐𝑝𝑢.execute(𝑡𝑟𝑎𝑝𝑆𝑒𝑞′);
8 𝑠𝑡𝑎𝑡𝑒 =𝑀𝑇𝑆𝑀.extractState(𝑡𝑟𝑎𝑐𝑒);
9 end async

10 𝑣𝑆𝑐𝑜𝑟𝑒 =𝑀𝑇𝑆𝑀.calcTSVS(𝑠𝑡𝑎𝑡𝑒);
11 𝑖𝑚𝑝𝑟𝑜𝑣𝑒𝑑 = updateTSVSCoverage(𝑐𝑜𝑣, 𝑣𝑆𝑐𝑜𝑟𝑒);
12 𝑛𝑒𝑤𝐵𝑢𝑔𝑠 = checkOracle(𝑡𝑟𝑎𝑐𝑒, 𝑠𝑡𝑎𝑡𝑒, 𝑀𝑇𝑆𝑀);
13 𝐼𝑛 .append(𝑛𝑒𝑤𝐵𝑢𝑔𝑠);
14 if (𝑖𝑚𝑝𝑟𝑜𝑣𝑒𝑑 = 𝑡𝑟𝑢𝑒) or (𝑛𝑒𝑤𝐵𝑢𝑔𝑠 ≠ 𝑁𝑈𝐿𝐿) then
15 𝑠𝑒𝑒𝑑𝑃𝑜𝑜𝑙 .enqueue(𝑡𝑟𝑎𝑝𝑆𝑒𝑞′);
16 end
17 end

Trap-State Volatility Guided Fuzzing: Inspired by Find-
ing 6 that many failures arise within short volatile propaga-
tion windows, TrapFuzz uses trap-state volatility to guide
exploration of the nested-trap space. At the core is the Trap-
State Volatility Score (TSVS), which estimates how sensitive
a trap state is to subsequent legal trap interactions. A state
has high volatility if small changes, such as delivering an
interrupt, modifying delegation bits, or altering the return
path, can substantially change privilege transitions or CSR
evolution. For each trap state 𝑠 , TrapFuzz computes TSVS
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from three factors: (1) the number of legal outgoing transi-
tions, (2) their privilege-level dispersion, and (3) their impact
on recovery-critical CSRs. Let Out(𝑠) denote the legal out-
going transitions. For each 𝜏 ∈ Out(𝑠), Δpriv (𝜏) measures
the normalized source-to-target privilege distance (0, 0.5,
and 1 for zero-, one-, and two-level changes in the U/S/M
hierarchy, respectively; 0 for single-mode targets). Δcsr (𝜏) is
the fraction of modified recovery-critical CSR fields, includ-
ing xEPC, xCAUSE, xTVAL, xPP, xPIE, xIE, delegation, and
interrupt pending/enable fields. TrapFuzz defines

TSVS(𝑠) = |Out(𝑠) | +
∑︁

𝜏∈Out(𝑠 ) Δpriv (𝜏)
max(1, |Out(𝑠) |) +

∑︁
𝜏∈Out(𝑠 ) Δcsr (𝜏)

max(1, |Out(𝑠) |) .

States with larger transition breadth, broader privilege dis-
persion, or higher CSR impact receive higher TSVS and are
prioritized for mutation. TSVS is used as an exploration
feedback signal; correctness is checked separately by the
recovery oracle in Section 4.3.
Algorithm 1 outlines the fuzzing workflow. In each iter-

ation, TrapFuzz dequeues a seed 𝑡𝑟𝑎𝑝𝑆𝑒𝑞, mutates it into a
new sequence 𝑡𝑟𝑎𝑝𝑆𝑒𝑞′ under MTSM constraints, and ex-
ecutes it on the target CPU. During execution, TrapFuzz
records trap entries, CSR updates, privilege transitions, and
return-state behavior at each trap level. After execution,
it evaluates two complementary feedback signals. First, it
checks whether 𝑡𝑟𝑎𝑝𝑆𝑒𝑞′ reaches new high-TSVS states, indi-
cating that the sequence has driven the CPU into previously
unexplored volatile trap-state regions. Second, the recovery
oracle checks for silent failures, including incorrect CSR evo-
lution, illegal privilege flows, or loss of forward progress. If
either condition holds, 𝑡𝑟𝑎𝑝𝑆𝑒𝑞′ is treated as an interesting
seed and reinserted into the pool for subsequent mutation
and prioritization. By continuously favoring sequences that
traverse high-volatility trap states, TrapFuzz efficiently ex-
plores deeper and more error-prone nested-trap behaviors,
thereby uncovering subtle recovery failures.

4.3 Recovery Failure Detector
Inspired by Finding 2, the Recovery Failure Detector builds a
spec-derived oracle from MTSM transitions and RISC-V priv-
ileged semantics. For each legal transition 𝜏 = (𝑠, 𝑒, 𝑔,𝑢, 𝑠′),
TrapFuzz derives expected recovery effects from𝑢, including
CSR updates, privilege changes, delegation, trap-return state,
and forward progress. At runtime, the trace is mapped to
an abstract MTSM path. TrapFuzz first validates that the
generated sequence follows legal guarded transitions; ille-
gal sequences are discarded rather than reported as failures.
For legal sequences, a recovery failure is reported when ob-
served CSR evolution, privilege flow, or liveness deviates
from MTSM-derived expectations. Based on the symptoms
and internal-state categories in Table 2, TrapFuzz uses three
detectors: (1) the State-Consistency Detector for CSR con-
sistency across trap entry and return; (2) the Privilege-Flow

Detector for privilege transitions and delegation; and (3) the
Liveness Detector for forward progress after nested traps.

RISC-V CPU
Under Test

Internal State&
Process Monitor

Evaluate

State-Consistency
Detector

testcasestestcasestestcases
Execute

Check forward
process via timeoutRecovery-Failure Bug

Recovery Failure Detector

Nested-Trap
Sequences Privilege-Flow

Detector

Liveness Detector

Validate transitions
vs. MTSM semantics

Compare CSRs vs.
MTSM expectations

(CSRs, mstatus, mepc,
mcause, Privilege level,
instruction retirement)

Monitor
runtime
status

Figure 5. Recovery Failure Detector in TrapFuzz.

State-Consistency Detector. The State-Consistency De-
tector verifies architectural state across trap-entry and trap-
return boundaries. For each trap level, TrapFuzz derives the
expected CSR state from the MTSM, including target-level
xEPC/xCAUSE/xTVAL updates, status-field updates such
as xPP/xPIE/xIE, and return-state restoration. During exe-
cution, the detector collects CSR snapshots and compares
them against these expectations. Deviations such as incorrect
PC capture, stale privilege bits, malformed cause codes, im-
proper delegation-mask application, or incorrect return-state
reconstruction are reported as state-consistency failures.

State-Consistency Detector. The State-Consistency De-
tector verifies architectural state across trap-entry and trap-
return boundaries. For each trap level, TrapFuzz derives the
expected CSR state from the MTSM, including target-level
xEPC/xCAUSE/xTVAL updates, status-field updates such
as xPP/xPIE/xIE, and return-state restoration. During exe-
cution, the detector collects CSR snapshots and compares
them against these expectations. Deviations such as incorrect
PC capture, stale privilege bits, malformed cause codes, im-
proper delegation-mask application, or incorrect return-state
reconstruction are reported as state-consistency failures.
Liveness Detector. The Liveness Detector checks the

forward-progress invariant after nested traps. TrapFuzz mon-
itors instruction retirement, trap frequency and depth, and
the responsiveness of mret/sret. Typical symptoms include
persistent loops inside trap handlers or stalls where return
instructions fail to restore the PC or privilege state. To dis-
tinguish legitimate long-running handlers from true live-
ness failures, TrapFuzz uses an adaptive timeout based on
retirement increments, privilege transitions, and trap-exit at-
tempts for the executed sequence. If no progress is observed,
the execution is reported as a liveness failure.

Bug Reproduction and De-duplication. We record ex-
ecuted trap sequences in a timestamped log. When the re-
covery oracle reports a failure, TrapFuzz replays the logged
trap interactions up to the report point, preserving the ex-
act ordering of exceptions, interrupts, privilege transitions,
and mret/sret paths to faithfully reconstruct the nested-trap
context that triggered the failure for diagnosis and validation.
TrapFuzz then performs deduplication inspired by AFL’s
testcase minimization process [21]: it iteratively removes or
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merges traps while checking whether the failure persists, pri-
oritizing entries that induce major MTSM state transitions so
that the reproducing sequence remains minimal yet effective.
Finally, two reports are treated as duplicates if their mini-
mized sequences share the same structural pattern (identical
trap types) and trigger the same failure type.

5 Implementation
We implemented TrapFuzz and evaluated it on eight diverse
open-source RISC-V CPUs: the six CPUs used in our study,
including NanoRV32, CVA6, VexRiscv, Rocket, Xiangshan,
and Kronos, and two held-out CPUs, BOOM and srv32. We
include the two held-out CPUs to evaluate whether TrapFuzz
generalizes beyond the CPUs used tomotivate the design and
to avoid overfitting the MTSM to study-specific targets. We
selected these CPUs because they cover different implemen-
tation styles, privilege configurations, andmicroarchitectural
complexities. NanoRV32 is a PicoRV32 [12]-derived fork
that adds optional Machine-mode privileged-ISA support,
including trap-related CSRs, exception/interrupt handling,
and mret logic. Since vanilla PicoRV32 relies on a custom
interrupt mechanism rather than the standard privileged
trap-entry and trap-return semantics required by TrapFuzz,
we use NanoRV32 as the microcontroller-class target and
enable the M-mode portion of MTSM for this CPU. CVA6 is
a Linux-capable in-order core from OpenHW, VexRiscv is a
configurable SpinalHDL-based microcontroller core, Rocket
is a mainstream Chisel-based design used in many academic
and commercial chips, Xiangshan and Kronos are modern
research CPUs with advanced microarchitectural features,
BOOM [35] is an open-source Chisel-based out-of-order
RISC-V core, and srv32 [17] is a lightweight three-stage
RV32IM soft core with trap and interrupt support. Together,
they span different HDLs (Verilog, SystemVerilog, Spinal-
HDL, and Chisel), microarchitectures (microcontroller-class
cores, in-order pipelines, configurable pipelines, and out-
of-order designs), and deployment contexts, showing that
TrapFuzz is platform-independent, HDL-agnostic, and appli-
cable to diverse RISC-V CPUs.

Target RISC-V CPUs

Anomaly Monitor

Liveness Analyzer

Inconsistency Monitor

Adaptation Layer
RISC-V CPU SimulationInternal State Hooker

Trap Injector

Privilege Checker

TrapFuzz Components

MTSM Constructor

TSVS Calculator

Trap Sequence Generator

CVA6 Rocket NanoRV32 VexRiscv Xiangshan Kronos Boom Srv32

Figure 6. Implementation of TrapFuzz.

Table 4. Per-core interrupt delivery and legality check.

CPU Interrupt delivery Legality check
NanoRV32 Top-level timer/external IRQs M-mode-only MTSM; unsupported paths pruned
CVA6 Testbench IRQs and timer/PLIC Privilege, delegation, enable, and priority guards
VexRiscv Core-level IRQ inputs Supported trap causes and xRET states
Rocket Timer/PLIC via SoC harness Delegation, privilege, and xRET guards
Xiangshan Difftest/testbench IRQs and timer/PLIC Pending/enable, priority, and return-state guards
Kronos Verilator top-level IRQs Unsupported modes and illegal preemptions pruned
BOOM Chipyard/Rocket-style timer/PLIC Target-specific MTSM instantiation
srv32 Top-level IRQ input M-mode-only trap-cause guards

Figure 6 presents the core components of TrapFuzz, which
are divided into three main parts. The first part is the Trap In-
jector, responsible for constructing high-quality multi-trap
testcases that model key trap semantics and exercise the
multi-trap mechanisms as much as possible. The second
part is the Anomaly Monitor, consisting of the Inconsistency
Monitor, Privilege Checker, and Liveness Analyzer. These
modules observe execution behaviors and identify recovery
failures. The third part is the execution adaptation layer,
which interacts with the target RISC-V CPUs through simu-
lation and collects internal trap-related states via the Internal
State Hooker. Only the third part requires minor modifica-
tions when adapting to new CPUs. The rest of the section
describes notable implementation details.
Testcase emission and input delivery. TrapFuzz ma-

terializes each selected 𝑡𝑟𝑎𝑝𝑆𝑒𝑞 into a runnable RTL test,
following conventional RISC-V simulation workflows. The
generator emits an assembly/C testcase, trap-handler code,
CSR initialization code, and memory/page-table setup, then
compiles them into an ELF/binary image and loads it into
the target simulation environment. Synchronous exceptions
are induced by generated instructions with configured privi-
lege, memory, and page-table states. As summarized in Ta-
ble 4, asynchronous interrupts are delivered through target-
provided simulation interfaces: for core-level testbenches,
TrapFuzz drives existing top-level interrupt inputs; for SoC-
like testbenches, it programs or stimulates timer/PLIC mod-
els. To reach sensitive timing windows, TrapFuzz observes
trap-entry, CSR-update, handler, and return phases from exe-
cution traces, then mutates interrupt assertion cycles around
these phases. Throughout testing, TrapFuzz does not write
internal RTL registers or force pipeline state; it only controls
architectural test inputs and existing testbench interfaces.

Adaptation to New RISC-V CPUs: Adapting TrapFuzz
to other RISC-V CPUs requires little effort because its mod-
ules are well-encapsulated and loosely coupled. Developers
only need to implement two CPU-specific interfaces. (1) The
first is the ‘internal state hook’, which exposes the archi-
tectural states needed during trap-sequence execution by
mapping CPU-specific CSR layouts, trap-entry indicators,
and privilege-transition signals to TrapFuzz’s unified state
abstraction. Most CPUs already provide trace signals (e.g.,
Difftest commit logs and CSR updates in Xiangshan and
Rocket-Chip) or debug outputs (e.g., Verilator waveforms
and RVFI traces in NanoRV32 and VexRiscv), so adaptation
typically requires only a small wrapper. (2) The second is
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the ‘CPU simulation driver’. Since nearly all open-source
RISC-V CPUs ship with their own simulation or testbench
infrastructure, TrapFuzz can directly reuse these front-ends
without modification. As a result, the execution interface
requires negligible effort and simply invokes the existing
simulation workflow to run generated trap sequences.

6 Evaluation
To evaluate the effectiveness of TrapFuzz, we compare it
against five state-of-the-art CPU testing tools widely used in
prior work: two instruction generators, Cascade and RISCV-
DV, two robustness CPU testing tools, WhisperFuzz and HW-
Fuzz, and FORCE-RISCV [28], a RISC-V instruction-sequence
generator for constrained architectural testing. We ran each
testing tool under the same environment setup on a com-
puter equipped with an Intel(R) Core(TM) i9-10900 CPU
@ 2.80GHz, 32 GiB of DDR4 memory, and running x86_64
Ubuntu Linux 20.04. All target RISC-V CPUs were tested us-
ing their default configuration parameters. All experiments
were repeated 10 times under identical conditions, and the
average results are used in this paper. We designed experi-
ments to address the following 4 research questions:
• RQ1: Is TrapFuzz effective in detecting recovery failure
issues of real-world RISC-V CPUs?

• RQ2: Can TrapFuzz cover more trap handling logic within
RISC-V CPUs compared with state-of-the-art methods?

• RQ3: Do theMTSMand trap-state volatility guided fuzzing
effectively improve testing performance?

• RQ4: What is the accuracy of MTSM and Detector?

6.1 Bug Detection in real-world RISC-V CPUs
We applied TrapFuzz to all eight target RISC-V CPUs to eval-
uate its effectiveness in detecting recovery-failure bugs. For
comparison, we ran five representative baselines under the
same setup: Cascade, RISCV-DV,WhisperFuzz, HWFuzz, and
FORCE-RISCV. Because none provides an effective oracle for
recovery failures, we equipped themwith our three detectors,
yielding Cascade+, RISCV -DV+, WhisperFuzz+, HWFuzz+,
and FORCE-RISCV+. Each experiment ran for 24 hours on
each CPU. In total, TrapFuzz uncovered 21 recovery-failure
bugs across the eight processors: 3 in NanoRV32, 5 in CVA6,
3 in VexRiscv, 2 in Rocket, 2 in Xiangshan, 1 in Kronos, 3 in
BOOM, and 2 in srv32. Details of these new recovery failures
are listed in Table 5.
As shown in Table 5, most recovery-failure bugs (12/21)

arise from inconsistent CSR or trap-state updates, leading to
mismatched mstatus, mepc, mcause, or trap metadata dur-
ing nested traps. These inconsistencies violate assumptions
required for correct trap return and often result in incor-
rect control flow, corrupted trap-context reconstruction, or
silent propagation of erroneous architectural state. Six fail-
ures (#3, #7, #10, #15, #18, #21) stem from incorrect privilege
transitions, where CPUs resume execution at an unintended

privilege level because of misordered CSR updates, stale
privilege state, or outdated delegation information. Such
violations weaken privilege isolation and may allow unau-
thorized execution at elevated privilege. The remaining three
failures (#8, #13, #19) are liveness issues, where the CPU fails
to make forward progress after nested traps because trap-
return conditions are never satisfied or repeated trap replay
and pipeline flushes prevent instruction retirement.

Comparison with Existing Fuzzers: In our 24-hour ex-
periments, Cascade+ detected 4 recovery-failure bugs (#2, #9,
#18, #21), and RISCV -DV+ identified 5 bugs (#2, #9, #16, #18,
#21). WhisperFuzz+ found 6 bugs (#4, #5, #9, #16, #18, #21),
whileHWFuzz+ detected 4 bugs (#2, #5, #9, #21). FORCE-RISCV+

also detected 6 bugs (#2, #4, #9, #12, #18, #21). However, no
baseline uncovered more than 6 of the 21 recovery-failure
bugs, because these tools cannot systematically explore or-
dered nested-trap interactions. Triggering the missed bugs
requires specific combinations of exceptions and interrupts,
often involving subtle ordering constraints and multiple trap-
entry and trap-return transitions. Existing instruction gener-
ators, robustness CPU tests, and FORCE-RISCV-based tests
do not model trap-state semantics, delegation-dependent
routing, or privilege-flow dependencies, preventing them
from reaching these deeper execution paths. In contrast,
TrapFuzz constructs a detailedmodel of trap behavior through
MTSM and prioritizes trap sequences using TSVS, enabling
it to explore complex multi-trap interactions that other tools
fail to cover. This approach allows TrapFuzz to detect all
21 recovery-failure bugs, demonstrating its effectiveness in
identifying recovery failures across real-world RISC-V CPUs
and answering RQ1. Compared with other state-of-the-art
CPU testing techniques, TrapFuzz found all the recovery
failures that other methods found.

6.1.1 Case Study. We present a representative case to il-
lustrate how a recovery failure arises in a real RISC-V CPU
and how TrapFuzz identifies it. This case corresponds to
failure #1 in Table 5, discovered on NanoRV32. The bug
occurs in the trap-return logic during a three-level nested
trap sequence, where an incorrect ordering of CSR updates
leads to an inconsistent mstatus.MPIE state. As a result, the
processor resumes execution at an incorrect privilege level
after returning from nested traps. The RTL code snippet in
Figure 7 describes this recovery failure and its fix.
Root Cause: In NanoRV32, when an exception is pre-

empted by a timer interrupt, the core saves part of the CSR
state, including mstatus.MPIE and mstatus.MPP. However,
during trap return, the RTL incorrectly restores the entire
mstatus register in one assignment (line 5). In a three-level
nested trap sequence, the inner handler may legitimately
update MPIE, but this update is later overwritten by the pre-
mature full-register restore. As a result, the privilege bits
and interrupt-enable flags become inconsistent at mret, caus-
ing the CPU to resume execution with an invalid privilege
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Table 5. TrapFuzz discovered all 21 bugs, while other SOTA tools detected no more than 6.

# Platform Bug Type The Root Cause Analysis
1 NanoRV32 Inconsistency Incorrect synchronization between mstatus.MPIE and mepc during closely timer interrupts, leading to inconsistent states.
2 NanoRV32 Inconsistency Early overwrite of mcause before nested-trap entry completes, causing the trap stack to record inconsistent nesting depth.
3 NanoRV32 Privilege Misordered updates to MPP and interrupt-enable bits result in returning to the wrong privilege level after mret.
4 CVA6 Inconsistency Loss of intermediate mtval updates when an interrupt arrives during exception handling, corrupting fault metadata chain.
5 CVA6 Inconsistency Nested traps trigger a race between CSR writeback and pipeline commit, yielding mismatched mstatus values.
6 CVA6 Inconsistency Trap-entry micro-ops are reordered under heavy interrupt load, causing inconsistent snapshots of mcause.
7 CVA6 Privilege Incorrect delegation resolution leads to S-mode exceptions resuming with a privilege level higher than intended privilege.
8 CVA6 Liveness Multiple pending traps delay required CSR updates, causing the core to stall before executing mret.
9 VexRiscv Inconsistency Plugin scheduling reorders trap-entry micro-ops, producing mismatched CSR snapshots across nested traps.
10 VexRiscv Privilege mret enables interrupts prematurely before restoring privilege level, violating required return semantics.
11 VexRiscv Inconsistency Trap entry overwrites mepc earlier than required, breaking architectural ordering rules during nested traps.
12 Rocket Inconsistency Delayed CSR writeback interacts incorrectly with speculative trap entry, causing inconsistent mstatus values.
13 Rocket Liveness Nested S-mode exceptions trigger repeated ROB flushes, ultimately resulting in non-forward progress.
14 Xiangshan Inconsistency Out-of-order replay reissues trap-entry micro-ops in non-architectural order, leading to mismatched CSR observations.
15 Xiangshan Privilege Delegated traps use an outdated privilege vector, allowing return to a higher privilege level after nested S-mode traps.
16 Kronos Inconsistency Back-to-back external interrupts cause intermediate CSR updates to be dropped, leaving an inconsistent trap context.
17 BOOM Inconsistency Nested interrupts expose a race between trap metadata writeback and pipeline recovery, producing inconsistent mepc/mcause.
18 BOOM Privilege A stale privilege state is reused during delegated trap return, causing mret/sret to resume at an unintended privilege level.
19 BOOM Liveness Repeated trap replay and pipeline flushes prevent the handler from reaching a stable return point, leading to loss of forward progress.
20 srv32 Inconsistency Back-to-back exception and interrupt entries overwrite saved trap context before the handler observes the previous mepc/mcause state.
21 srv32 Privilege Interrupt-enable restoration is applied before the saved privilege state is fully restored, causing an incorrect post-mret privilege.

Table 6. Bugs found by each tool.

Tool Bug Count Bug ID#s
TrapFuzz 21 #1 - #21
Cascade+ 4 #2, #9, #18, #21
RISCV -DV+ 5 #2, #9, #16, #18, #21
WhisperFuzz+ 6 #4, #5, #9, #16, #18, #21
HWFuzz+ 4 #2, #5, #9, #21
FORCE-RISCV+ 6 #2, #4, #9, #12, #18, #21

1 /* Faulty trap return logic in NanoRV32 */

2 always @(posedge clk) begin

3 if (trap_ret) begin

4 - // Restore mstatus from saved copy

5 - mstatus <= saved_mstatus; // Overwrites MPIE

state

6 + // Restore only MPP and MPIE bits following

nested-trap rules

7 + mstatus.MPIE <= saved_mstatus.MPIE;

8 + mstatus.MPP <= saved_mstatus.MPP;

9 mepc <= saved_mepc;

10 end

11 end

Figure 7. A multi-trap RTL bug in NanoRV32.

configuration. This bug is triggered only under the ordered
sequence: (exception → timer interrupt → nested exception
inside the interrupt handler→ inner-trap MPIE update→ un-
conditional full mstatus restore → mret). The key condition
is that the nested exception should occur after the initial
mstatus save but before the faulty restore in the next trap.
Such a three-level nested window is unlikely to be exer-

cised by random instruction generators or uncoordinated
interrupt injectors. Coverage-guided fuzzers such as Cas-
cade and RISCV-DV do not model trap hierarchies or nested-
interrupt ordering constraints, so they rarely generate the
precise interleavings needed to expose this faulty trap-return
path. Fault-injection tools such asWhisperFuzz and HWFuzz
may occasionally create cascaded traps, but the resulting

states are nondeterministic and insufficient for systemati-
cally exploring ordered multi-trap behaviors. In contrast,
TrapFuzz synthesizes nested-trap sequences with the MTSM
and prioritizes high-impact transitions through TSVS, allow-
ing it to steer execution toward the timing window where
the incorrect mstatus overwrite occurs. Its recovery detec-
tors further examine CSR transitions and privilege flow at
each trap level, making inconsistencies in mstatus or mepc
immediately visible. As a result, TrapFuzz can reliably trigger
and identify this recovery failure.
Table 7. Recovery-failure issues reproduced by TrapFuzz.

NanoRV32 CVA6 VexRiscv Rocket Xiangshan Kronos Total
9/9 10/11 6/6 7/7 6/8 6/6 44/47

Historical Failures Evaluation.We also evaluated Trap-
Fuzz and other tools against 47 historical recovery-failure
issues that we had previously analyzed. Specifically, we con-
figured the six target RISC-V CPUs with their historical ver-
sions and ran each tool to test each CPU over 24 hours.
TrapFuzz successfully detected 44 of the 47 historical re-
covery failures, Cascade+, RISCV -DV+, WhisperFuzz+, and
HWFuzz+ only detected 4, 7, 11, and 8 recovery failures, re-
spectively, as shown in Table 7. Compared to these methods,
TrapFuzz detects 3x to 10x more historical recovery failures.

Among the three historical recovery failures that Trap-
Fuzz does not reproduce, one in CVA6 and two in Xiangshan
rely on proprietary microarchitectural behaviors that are
not exposed in their publicly available RTL models. These is-
sues involve timing-dependent interactions (e.g., speculation
throttling, replay scheduling, or commit-stage arbitration)
that manifest only in specific hardware implementations but
are absent in deterministic RTL simulation. Since TrapFuzz
operates at the granularity of architecturally visible state
and relies on cycle-accurate simulation rather than propri-
etary hardware features, these microarchitectural conditions
cannot be triggered in the current execution environment.
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6.2 Effectiveness on Trap Handling Coverage
Since higher coverage generally increases the likelihood of
finding errors, we also evaluated TrapFuzz’s ability to cover
the trap-handling logic of the target RISC-V CPUs. Follow-
ing prior work [15, 37], we used a recent version of a widely
used simulator to collect coverage and then extracted trap-
handling coverage by post-processing the full reports. Specif-
ically, we retained only items whose source locations fall
within trap-handling code regions, including exception en-
try, interrupt dispatch, privilege-transition logic, and CSR
update paths (e.g., mcause, mstatus, mepc, and return-state
handling). Table 8 reports the results. TrapFuzz consistently
achieves the highest coverage, improving trap-handling cov-
erage by 22%, 26%, 13%, 18%, and 15% over Cascade, RISCV-
DV, WhisperFuzz, HWFuzz, and FORCE-RISCV, respectively.
These results answer RQ2.

Table 8. Trap handling coverage on eight RISC-V CPUs in 24
hours. TrapFuzz consistently achieves the highest coverage.

CPU Cascade RISCV-DV WhisperFuzz HWFuzz FORCE-RISCV TrapFuzz
NanoRV32 5892 5617 6211 6041 6193 7078
CVA6 7124 6862 7578 7382 7421 8711
VexRiscv 6537 6338 6975 6824 6739 7916
Rocket 7689 7392 8157 7885 8044 9462
Xiangshan 8921 8604 9522 9272 9438 10673
Kronos 8210 7961 8803 8504 8658 10035
BOOM 10198 9571 11206 10639 10947 12471
srv32 5922 5893 6519 5951 6422 7229
Improvement ↑22% ↑26% ↑13% ↑18% ↑15% -

The improvement comes from TrapFuzz’s explicit model-
ing of nested-trap semantics. Instruction generators mainly
optimize instruction-level diversity, while fault injectors and
FORCE-RISCV-based tests do not systematically explore le-
gal nested-trap interleavings, delegation-dependent routing,
or trap-return constraints. In contrast, TrapFuzz uses MTSM
to construct legal nested-trap sequences and TSVS to pri-
oritize high-impact trap states, enabling deeper and more
diverse coverage of trap-handling paths.

6.3 Ablation Study
To evaluate the contributions of the Multi-Trap Sequence
Model (MTSM) and the TSVS-guided fuzzing algorithm, we
conducted an ablation study comparing three TrapFuzz vari-
ants: (1) TrapFuzz, the full version with both MTSM and
TSVS-guided fuzzing enabled; (2) TrapFuzz−𝑚 , a baseline
that disables MTSM and instead generates trap injections
uniformly at random, without enforcing architectural con-
straints such as privilege ordering, trap-entry legality, delega-
tion rules, or return-state dependencies; and (3) TrapFuzz−

𝑓
,

a variant that retainsMTSMbut removes TSVS-guided fuzzing,
mutating MTSM-valid trap sequences at random. We mea-
sured both the number of recovery failures detected and
the amount of trap-handling logic covered by each variant
during a 24-hour testing period on all eight RISC-V CPUs.
As shown in Table 9, with the support of both MTSM

and TSVS-guided fuzzing, TrapFuzz successfully detects all

Table 9. Comparison of TrapFuzz−𝑚 , TrapFuzz−𝑓 , and Trap-
Fuzz in terms of bug detection and trap-handling coverage.

Number of Bugs Trap-Handling Coverage
CPU TrapFuzz−𝑚 TrapFuzz−𝑓 TrapFuzz TrapFuzz−𝑚 TrapFuzz−𝑓 TrapFuzz
NanoRV32 1 2 3 6320 6554 7078
CVA6 2 3 5 7700 7992 8711
VexRiscv 1 3 3 7132 7399 7916
Rocket 1 2 2 8309 8681 9462
Xiangshan 0 1 2 9703 9882 10673
Kronos 0 0 1 8960 9372 10035
BOOM 1 2 3 11361 11490 12471
srv32 1 1 2 6607 6918 7229
Improvement +200% +50% - +11% +8% -

21 recovery failures and achieves the highest trap-handling
coverage within 24 hours. In contrast, TrapFuzz−𝑚 detects
only 7 recovery failures, while TrapFuzz−𝑓 detects 14. The
remaining failures require precise ordering and dependency
relations among diverse traps, which are difficult to exercise
without theMTSMor targeted volatility guidance. In terms of
coverage, TrapFuzz−𝑚 covers 66,092 trap-handling branches
across eight CPUs, while TrapFuzz−𝑓 covers 68,288. Trap-
Fuzz covers 73,575 branches, improving coverage by 11% over
TrapFuzz−𝑚 and 8% over TrapFuzz−𝑓 . These results demon-
strate the effectiveness of both components: compared to
TrapFuzz−𝑚 , TrapFuzz shows that the MTSM enhances both
recovery failures detection count and trap handling coverage.
Similarly, compared to TrapFuzz−

𝑓
, the TSVS-guided fuzzing

strategy effectively improves these two metrics. These sta-
tistics provide a comprehensive answer to RQ3.

6.4 Accuracy of the TrapFuzz
To evaluate the accuracy of TrapFuzz and assess potential
false negatives and false positives that may be introduced
by the bug reproduction and deduplication process, we first
collected all recovery failures reported by three detectors,
along with their corresponding reproduction sequences dur-
ing the testing phase. We then manually analyzed them to
identify true positives and false positives.

Table 10. Accuracy of TrapFuzz’s Detector.

Before Deduplication After Deduplication
Consistency Privilege Liveness Consistency Privilege Liveness

Reported Number 39 22 13 12 6 3
Unique True Bugs 12 6 3 12 6 3
False Positive 4 1 1 0 0 0

Before recovery-failure deduplication, TrapFuzz reported
74 raw anomalies in total, including 39 from the State-Consistency
Detector, 22 from the Privilege-Flow Detector, and 13 from
the Liveness Detector. Replay-based analysis shows that
68 raw reports correspond to 21 unique true recovery fail-
ures, while 6 reports are false positives. They arose from
long-latency CSR update sequences in CVA6 and Xiangshan,
where delayed mcycle and minstret updates temporarily
caused reference-model mismatches, leading to misclassifi-
cation of incorrect trap recovery. After applying TrapFuzz’s
bug reproduction and deduplication process, these false posi-
tives were eliminated. In addition, we evaluated the accuracy
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of the MTSM by manually validating its transition rules
against the RISC-V privileged specification. We did not ob-
serve incorrect transition rules in the current MTSM, which
is consistent with the absence of false positives after re-
play and deduplication. But some implementation-specific
or context-dependent interactions may still fall outside the
architectural rules captured by the model. Nevertheless, the
current MTSM is sufficiently accurate to guide fuzzing and
support reliable recovery-failure detection, as evidenced by
TrapFuzz reproducing 44/47 historical recovery-failure is-
sues in Section 6.1. Overall, TrapFuzz achieves satisfactory
accuracy, which adequately answers RQ4.

7 Discussion
More bug types support. TrapFuzz currently targets recov-
ery failures in multi-trap mechanisms by exercising nested
exception-interrupt behaviors and checking architectural-
state restoration after trap returns. Applied to eight widely
used RISC-V CPUs, it uncovered 21 previously unknown
recovery failures. Other bug classes remain outside its scope,
including microarchitectural hazard bugs [25, 32] and spec-
ulation bugs [29]. Representative microarchitectural haz-
ards include pipeline flush/squash ordering errors, CSR by-
pass hazards, and delayed-retirement inconsistencies, which
may silently corrupt state when traps overlap with specific
pipeline stages or CSR updates race with trap entry. TrapFuzz
could be extended with lightweight microarchitectural mon-
itors, such as reorder-buffer activity or CSR bypass timing,
as additional feedback. However, these events are not archi-
tecturally visible and vary across implementations, making
portable and accurate detection challenging. Scalable sup-
port for such bugs remains an important future direction.

Support for proprietary extensions and vendor spe-
cific trap logic. Some RISC-V implementations include cus-
tom interrupt controllers, platform-level exception logic, or
vendor specific CSR extensions. Since TrapFuzz currently
focuses on the standardized privileged architecture, such
features may fall outside its modeling scope and reduce its
ability to expose implementation-specific recovery failures.
Supporting these extensions would require augmenting the
MTSM with custom trap-entry rules, additional CSR seman-
tics, and platform-specific interrupt-routing behavior. How-
ever, doing so demands fine-grained design knowledge and
careful instrumentation across heterogeneous implementa-
tions, increasing both complexity and overhead. Maintaining
generality while efficiently modeling vendor-specific trap
logic remains an important direction for future work.

8 Related Work
CPU Testing and Fuzzing. Recent CPU testing and fuzzing
techniquesmainly target instruction execution, architectural-
state consistency, and microarchitectural correctness. Differ-
ential and coverage-guided fuzzers such as DifuzzRTL [14],

RFUZZ [18], TheHuzz [15], and WhisperFuzz [1] expose
functional, coverage, or timing inconsistencies in RTL imple-
mentations. Program-generation tools such as RISCV-DV [3],
FORCE-RISCV [28], Cascade [37], INSTILLER [46], and Mor-
Fuzz [44] improve exploration through randomized genera-
tion, constrained testing, coverage feedback, or instruction
morphing. These techniques effectively find instruction-level
bugs, pipeline hazards, memory-ordering issues, timing vul-
nerabilities, and CSR inconsistencies. However, they mainly
optimize instruction streams, microarchitectural coverage,
or program diversity, without modeling ordered nested-trap
recovery chains involving trap entry, delegation-dependent
routing, interrupt preemption inside handlers, and mret/sret
return-state restoration. TrapFuzz addresses this gap by con-
structing an MTSM for legal nested-trap generation and an
MTSM-derived oracle for CSR consistency, privilege-flow
legality, and forward progress.

Formal and Semi-formalVerification. Formal and semi-
formal hardware-verification approaches can provide strong
correctness guarantees for specified properties. Tools and
frameworks such as riscv-formal [39], Kami [4], andUCLID5 [31]
support formal reasoning about processor or hardware be-
haviors. Prior RISC-V verification efforts have used such tools
to check instruction-level ISA semantics, bounded microar-
chitectural properties, memory-protection logic, or selected
privilege-related properties [2]. In principle, formal meth-
ods can also verify nested-trap recovery correctness. How-
ever, doing so requires complete properties for trap-entry
CSR effects, delegation decisions, interrupt-priority rules,
nested preemption conditions, and mret/sret return-state
restoration, together with implementation-specific obser-
vation interfaces. Writing and maintaining such multi-trap
recovery properties across heterogeneous RISC-V CPUs re-
quires substantial manual effort. TrapFuzz is complementary
to formal approaches: instead of proving all recovery proper-
ties statically, it dynamically synthesizes architecturally legal
nested-trap executions and checks MTSM-derived recovery
invariants during RTL simulation.

9 Conclusion
In this paper, we present TrapFuzz, a framework for detect-
ing recovery-failure issues in RISC-V multi-trap mechanisms.
TrapFuzz models nested trap rules and uses state-guided ex-
ploration with a recovery oracle to expose recovery failures.
We implemented and evaluated TrapFuzz on eight RISC-V
CPUs, and it successfully found 21 new recovery failures.
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